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Abstra
tThis thesis presents the design, implementation, and evaluation of a news
heduling me
hanism for the L4 �-kernel, running on the Alpha 21264 pro-
essor.This design 
on
entrates on hierar
hi
al resour
e management, by whi
han appli
ation is free to manage its own resour
es, enabling it to take advan-tage of domain spe
i�
 knowledge.The �nal design, re
ursive s
heduling, extends easily to multi-pro
essorsystems, and ben
hmarking shows that the goals of the design were met su
-
essfully.
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Chapter 1Introdu
tion
1.1 MotivationOriginally, the main aim of this thesis was to design and implement a s
al-able s
heduler for L4/Linux, a port of the Linux operating system to the L4�-kernel. In designing this s
heduler, I noti
ed that the s
heduling abstra
-tions provided by L4 were insuÆ
ient for a general purpose s
heduler su
h asLinux's, and several other s
heduling s
hemes that I thought to experimentwith.The dire
tion of this thesis then turned to the s
heduling me
hanismsexported by L4 itself.1.2 GoalsThe aim of this thesis is to design, implement, and evaluate a se
ure, 
exible,and high performan
e s
heduler for the L4 �-kernel.Se
urity The main design goal of L4 is a minimalist kernel with respe
t tose
urity, as espoused in [Lie95℄. Thus, se
urity should be the major
on
ern of any s
heduling me
hanisms implemented by L4.Flexibility As L4 is a mi
rokernel, it must support a wide range of di�erentOS personalities, sometimes 
on
urrently. This means that any me
h-anism must allow di�erent, 
ompeting s
heduling poli
ies at the sametime. 1



CHAPTER 1. INTRODUCTION 2EÆ
ien
y Any s
heduling me
hanism should have a low overhead, in bothtime and 
a
he pollution. This is further reinfor
ed by the high fre-quen
y of s
heduling de
isions.The a
tual meaning for these goals is explored in Chapter 31.3 Thesis stru
tureThis thesis is organised into the following 
hapters:Introdu
tion This 
hapter presents the motivation, goals, and stru
ture ofthis thesis.Ba
kground This 
hapter presents the ne
essary ba
kground required forthe remainder of this thesis, in
luding an overview of L4/Alpha and its
urrent s
heduling me
hanisms.Theory and Pra
ti
e This 
hapter 
ontains theory pertinent to this thesis,in
luding s
heduling support in other systems, and resour
e managementtheory appli
able to this thesis.Design This 
hapter presents the 
on
eptual and 
on
rete design, in
ludingreasoning behind design de
isions.Implementation This 
hapter presents the implementation of the s
hedulingme
hanisms designed in the previous 
hapter in the Alpha implementa-tion of L4.Results This 
hapter presents the results from tests run on the modi�ed�-kernel.Con
lusions This 
hapter wraps up the thesis and presents the 
on
lusionsderived from the previous 
hapters.



Chapter 2Ba
kgroundThis 
hapter introdu
es the ba
kground material behind this thesis, namelybasi
 s
heduling 
on
epts, an overview of the Alpha ar
hite
ture, an overviewof the L4 �-kernel, and the L4/Alpha implementation.2.1 Basi
 s
heduling 
on
eptsAs operating systems evolved from the simple bat
h monitors, the pro
essmanagement me
hanisms of these operating systems has also evolved. Withthe introdu
tion of intera
tive systems, a whole new set of problems have
ropped up | how to multiplex the available CPU resour
es among the ap-pli
ations that require exe
ution, in a fair and eÆ
ient manner.For the purposes of this thesis, a thread is the basi
 unit of exe
ution. Apro
ess, or task (the preferred term) is a 
olle
tion of threads that share thesame resour
es, essentially the same address spa
e, or prote
tion domain. Thisthesis will only deal with so 
alled kernel threads, threads whi
h the kernelis responsible for managing, as opposed to user threads whi
h are usuallymultiplexed onto 1 or more kernel threads, and are s
heduled by a user levellibrary.The sele
tion of a thread, and the way in whi
h that thread is allo
atedCPU time is 
alled s
heduling, and is the main fo
us of this thesis. The follow-ing are the desired 
hara
teristi
s of any intera
tive, or \online"1 s
heduler:1While \real time" would be a more appropriate term for a system in whi
h time isimportant, this has further 
onnotations, des
ribed in Se
tion 2.1.13



CHAPTER 2. BACKGROUND 4Responsiveness Responsiveness is the per
eived rea
tion time between someevent and the systems rea
tion to that event, for example, the amountof time that passes between a key press and the 
hara
ter being e
hoedon the s
reen.This is one of the most important 
hara
teristi
s of an intera
tive s
hed-uler, as it e�e
ts the users per
eption of the system. Note that di�erentevents have di�erent responsiveness requirements | the time to pro
essa keystroke should be mu
h lower than that required to pro
ess a button
li
k, for example.Fairness Fairness determines the amount of pro
essor time that a threadshould be able to 
onsume. In an intera
tive system, it is desirable thatevery user gets their fair share of the CPU. It is also desirable that lowpriority threads also get to exe
ute; that is, the system should preventstarvation.Utilisation Utilisation is a measure of the e�e
tiveness of a s
heduler intaking advantage of the available resour
es. An e�e
tive s
heduler willminimise the total idle time of the system.Throughput Throughput is the ability of the system to pro
ess jobs, usuallymeasured in jobs per unit of time. While this 
an be e�e
ted by thelength of jobs, the s
heduler determines the ordering of the jobs, andhen
e the throughput rate.The dispat
her is responsible for a
tually running the thread the s
hedulersele
ted, as shown in Figure 2.1.In order to provide a responsive system, modern intera
tive systems havepreemptive multi-tasking s
hedulers, meaning that threads get a 
ertain amountof CPU time, 
alled a quanta, and are then preempted so that another threadmay exe
ute.The following are thread properties whi
h e�e
t the responsiveness of asystem:Priority The priority of a thread e�e
ts who 
an preempt it, and who it
an preempt. If a thread of a higher priority be
omes ready to exe
ute,
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CPU

Dispatch

Schedule

Figure 2.1: Roles of the s
heduler and dispat
herit will preempt the CPU from the 
urrently running thread and startexe
uting.The priority e�e
ts the laten
y (time between a thread be
oming ready,and when it starts exe
ution) that a thread will experien
e if it be
omesready, and hen
e how responsive it is. The number of thread at a spe
i�
priority 
an also e�e
t the laten
y whi
h a thread experien
es, as wellas the time spent waiting for the CPU after preemption.In a system with �xed priorities, starvation 
an also be an issue, as alow priority thread will not run if there is always a thread of a higherpriority runnable.Quantum size The quantum size of a thread determines the amount of timefor whi
h it may run without being preempted by a thread of the samepriority, and hen
e how mu
h work it may get done.The quantum size also e�e
ts the responsiveness of a system | a largequantum will give a low number of threads exe
uting per unit of time,and hen
e some appli
ations will behave sluggishly. A small quantumwill allow a larger number of threads to exe
ute per unit of time, butmay result in a high overhead as threads interfere with ea
h other in theTLB and 
a
hes.



CHAPTER 2. BACKGROUND 6Exe
ution rate The exe
ution rate of a thread is the (relative) number oftimes it is given the CPU per unit of time. A thread that has a highexe
ution rate will have high responsiveness, however this will impa
ton the responsiveness of other threads.Note that ea
h of these attributes (priority, quantum size, and exe
utionrate) is orthogonal. A thread that has a high priority need not have a largequantum, or a high exe
ution rate | this might be bene�
ial for an intera
-tive thread, in that it is responsive, but 
annot dominate the system. Someoperating systems, su
h as Linux, tend to merge the three attributes into\priority" so that higher priority threads get more CPU time and are moreresponsive, but the distin
tion is important.2.1.1 Real-Time s
hedulingThere is a 
lass of appli
ations whi
h are time sensitive, 
alled real-time. Theseappli
ations require spe
ial s
heduling support in order to a
hieve their aims.An example of a real-time appli
ation is the task within a heart monitor thatmonitors the state of the patient. If the monitor does not dete
t and �x anyabnormalities within a 
ertain period, the patient may die.This is a hard real-time system | if the deadline is not met (the patientmay need to be sho
ked less than 5 se
onds after the atta
k, for example)then there may be severe 
onsequen
es.An example of a soft real-time system is video de
oding. Ea
h frame mustbe displayed a 
ertain time after the last image, with minimal variation. If aframe is missed, however, then the only 
onsequen
e may be slight jitter inthe displayed video.Although real-time s
heduling is not a major goal of this thesis, anys
heduling me
hanism in L4 needs to support real-time appli
ations, so thegeneral requirements of a real-time appli
ation follows:Deterministi
 Resour
es An appli
ation may require a 
ertain amount ofresour
es to be available to it at any one time, for example it may require5ms per 50ms to meet its requirements.Bounded Laten
y An appli
ation may require a bounded response time toan external event, for example an interrupt.



CHAPTER 2. BACKGROUND 7Deadlines An appli
ation may need to begin exe
ution by a 
ertain point intime, or may be required to 
omplete by a 
ertain point in time.2.2 The Alpha Ar
hite
tureThe Alpha Ar
hite
ture [Com99a℄ is a 64 bit load-store RISC ar
hite
turedesigned with the following goals in mind:� Longevity� High Performan
e� S
alability� Adaptability2.2.1 PAL 
odeAdaptability requires that multiple operating systems 
an be ported to thear
hite
ture with reltive ease. The way in whi
h this is a
hieved is throughthe Priveleged Ar
hite
ture Library (PAL). PAL
ode is a set of abstra
tionssu
h that the underlying 
omplexity and pe
uliarities of the hardware aretransparent to the operating system running on top of it.PAL
ode is responsible for handling interrupts, ex
eptions, page faults,and system initialisation. PAL
ode is also subje
t to a number of restri
tionswith respe
t to 
ode s
heduling.PAL
ode operates in the following environment:� Instru
tion stream mapping disabled.� Data stream mapping enabled.� A

ess to all memory and hardware.� Interrupts are disabled.



CHAPTER 2. BACKGROUND 82.2.2 The Alpha 21264 Pro
essorThe Alpha 21264 pro
essor [Com99b℄ is the third major revision of the Alphaar
hite
ture 
ommer
ially available. The features of this pro
essor are in linewith the high performan
e appli
ations that the ar
hite
ture is expe
ted torun:� The ability to issue 4 instru
tions per 
lo
k 
y
le, and exe
ute 4 instru
-tions out of order ea
h 
y
le.� Separate 128 entry data and instru
tion translation bu�ers.� Separate 64Kb L1 data and instru
tion 
a
hes.� 44 or 48 bit virtual addresses and 44 bit physi
al addresses.The following are the features of the 21264 whi
h e�e
t this thesis:� Bran
h mis-predi
t 
osts 7 
y
les.� In PAL mode, all 
onditional bran
hes are mis-predi
ted.� The memory a

ess laten
ies between the pro
essor and the L1 
a
he,the pro
essor and the L2 
a
he, and the pro
essor and the L3 
a
he are3, 16, and 80 
y
les respe
tively.This means that loads should be minimised, and where possible, group
ommonly used date in the same 
a
he line.� The pro
essor exe
utes instru
tions out of order.2.3 The L4 �-kernelA �-kernel is a set of abstra
tions that exe
ute in a pro
essors privileged mode.The goal of a �-kernel is to provide a minimal kernel upon whi
h operatingsystem personalities 
an be 
onstru
ted in a 
exible and eÆ
ient manner.So 
alled �rst generation �-kernel's were adaptations of existing operatingsystems (e.g. Ma
h) and attempted to provide a semi-
omplete operatingsystem, 
ontaining su
h elements as devi
e drivers and paged virtual memory.



CHAPTER 2. BACKGROUND 9The L4 �-kernel is a se
ond generation �-kernel developed originally atGMD. L4 provides minimal fun
tionality with respe
t to se
urity: a me
h-anism is only in
luded in L4 if pla
ing it in user spa
e would 
ompromisese
urity.Implementations of L4 exist, or are 
urrently under development, for thefollowing ar
hite
tures: x86[Lie96℄, MIPS [EHL97℄, Alpha[Pot99, S
h96℄, Pow-erPC, and StrongARM [Wig99℄.L4 provides the following abstra
tions:Address spa
es An address spa
e is a set of mappings from Virtual Memoryto physi
al memory. L4 exports the entire physi
al address spa
e to userlevel, in
luding devi
e memory.Initially, all physi
al memory is owned by �0, the initial address spa
e.A pager running in this address spa
e maps ea
h page in its addressspa
e on a �rst-
ome �rst-serve basis.Address spa
es in L4 are 
onstru
ted re
ursively by user level pagers.These pagers are responsible for exporting portions of their address spa
eto 
lient address spa
es, via mapping operations.Threads Threads in L4 are the basi
 unit of exe
ution and s
heduling. Ea
hthread has a unique thread id, and belongs to one and only one addressspa
e. Threads may not move between address spa
es in the 
urrentimplementation of L4.The 
ombination of an address spa
e and the group of threads that runwithin it is 
alled a task, and is the basi
 unit of prote
tion in L4.To 
reate another task, a task needs a right to that task, Initially all taskrights belong to �0. At initialisation it will grant all tasks to the initialresour
e manager2. Tasks may be granted to other tasks, 
onferringupon them the ability to a
tivate that task.Inter-Pro
ess Communi
ation L4 provides highly eÆ
ient inter- and intra-task 
ommuni
ation fa
ilities in the form of IPC. IPC in L4 is stri
tlysyn
hronous, and 
an be used to transfer data dire
tly (in registers) or2This is somewhat implementation dependent; in the MIPS implementation, tasks aregiven out in a similar fashion to memory, in a �rst-
ome �rst-served fashion
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e (
opied via the kernel). In both 
ases an IPC 
an only takepla
e if both parties are ready.IPC is used in L4 to deliver pagefaults, interrupts and ex
eptions. If athread sends an IPC to another thread, that thread inherits its remainingtimesli
e and priority.2.3.1 S
heduling within L4Given the emphasis of this thesis, I will only provide a brief overview of L4'ss
heduling abstra
tions. These will be further investigated in later 
hapterswhen suÆ
ient ba
kground information and theory have been introdu
ed.L4 provides a hard-priority round-robin s
heduler with variable timesli
elength (as in Figure 2.2).
255

0

Priority

Figure 2.2: Prioritised round robin s
heduler in L4A thread has the following s
heduling parameters asso
iated with it:Current Priority This determines whether a thread will be s
heduled byL4 if it is runnable. If there are no threads with a higher (numeri
allylarger) priority, the thread may be s
heduled.Timesli
e length This determines the amount of time for whi
h a threadmay exe
ute without begin preempted by the kernel, assuming no threadsof a higher priority be
ome ready during this period of time.



CHAPTER 2. BACKGROUND 11Maximum Controlled Priority (MCP) This determines whether a threadmay modify the s
heduling parameters of another thread. A thread Amay only modify the parameters of a thread B if MCPA �MCPB,External Preemptor This determines a threads behaviour when it is pre-empted (either via timesli
e expiration or if a higher priority threadbe
omes runnable). If this is valid, the thread will exe
ute an RPC toits external preemptor to notify them of the preemption.A thread's s
heduling parameters may be modi�ed using L4's thread s
hedule()system 
all, 
onstrained by the MCP restri
tions mentioned above.In addition to the above me
hanisms, a thread may expli
itly s
heduleanother thread, via either IPC or L4's thread swit
h() system 
all. In both
ases the destination thread re
eives the remainder of the threads timesli
eand priority. Along with the external preemptor me
hanism, these form theme
hanisms by whi
h a thread may 
ontrol another threads s
heduling be-haviour.2.3.2 The L4/Alpha implementationThe Alpha implementation of the L4 �-kernel runs on every available gen-eration of the Alpha ar
hite
ture. It is 
urrently the highest performing L4implementation, with a minimum IPC time of 45 
y
les[LES+97℄.Originally developed by Sebastian S
h�onberg and Volkmar Uhlig, the L4/Alpha�-kernel has been ported to the 21264 Alpha pro
essor by Daniel Potts andis 
urrently being extended to support SMP Alpha systems.As this thesis involves 
onsiderable modi�
ations to the s
heduler imple-mentation within the L4/Alpha �-kernel, this se
tion will detail the 
urrents
heduler implementation and other relevant me
hanisms. For a more generaldis
ussion of the L4/Alpha implementation, see [Pot99℄ and [S
h96℄.Overall designThe L4/Alpha �-kernel is written 
ompletely in assembler, and is 
ompiledusing a modi�ed assembler from Digital Equipment Corporation3. The ma-jority of the kernel runs in PAL mode; L4 runs in kernel mode if full a

ess to3Now owned by Compaq Computer Corporation



CHAPTER 2. BACKGROUND 12user registers is required (some registers are shadowed in PAL mode) or 
odeexe
ution time is signi�
ant and should be interruptible (fpage mapping, longIPC, et
.)Approximately 40% of this 
ode is CPU spe
i�
, and of that approximately10% is platform spe
i�
; this in
ludes low-level interrupt handling, memorysizing, and platform initialisation.There 
an be up to 1024 a
tive tasks in the system at any one time, with256 threads per task.Internally, L4 maintains a number of lists, with ea
h thread belonging tolists as follows:Busy Queue This global queue 
ontains at least all runnable threads in thesystem. It may 
ontain threads whi
h are not runnable due to lazys
heduling [Lie93℄, whereby a thread is left in the busy queue but markedas not runnable, if it needs to be blo
ked during IPC (i.e. if the partneris not ready). The s
heduler is responsible for removing a thread fromthe busy queue if it is not runnable.Interrupted queue This global queue 
ontains threads that have been pre-empted prematurely (due to an interrupt or a thread of a higher prioritybe
oming runnable). It is not used in the 
urrent implementation.Soon wakeup queue This global queue 
ontains all threads who have blo
kedon IPC with a valid timeout (not zero or in�nite), less than a spe
i�
value. In the 
urrent implementation, this is an ordered list 
ontainingall threads waiting on a timeout.Late wakeup queue This global queue is similar to the soon wakeup queueex
ept that it 
ontains thread who are to be woken up at some point inthe future greater than that required to be in the soon wakeup queue.This is 
urrently unused as all threads go into the soon wakeup queue.Polling queue This per-thread queue 
ontains all threads waiting to send tothe owner of this queue. A thread is inserted into this queue if it triesto send to the queue's owner and the owner isn't ready to re
eive.Present queue This global queue 
ontains all a
tive threads in the system.
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heduling me
hanismsThe 
urrent implementation of the L4/Alpha �-kernel implements a preemp-tive �xed-timesli
e �xed-priority round-robin s
heduler. The Real Time Clo
kgenerates a timer interrupt approximately twi
e every millise
ond4. There isone sorted timeout queue, whi
h is 
he
ked every 4 ti
ks, or 2ms. A thread isres
heduled every 32 ti
ks, or 16ms.The following are the a
tions taken on ea
h timer interrupt:1. Internal L4 time datastru
tures are updated and the 
urrent thread hasits a

ounting information updated.2. If the soon wakeup queue hasn't been parsed for 4 ti
ks, it is parsed,and if a thread is woken up the s
heduler is invoked.3. If 32 ti
ks have passed sin
e the last res
hedule5, the s
heduler is invoked.The soon wakeup queue is sear
hed even if there are no threads that needto be woken up.The following are the a
tions taken on ea
h s
heduler invo
ation:1. The 
urrent thread 
ontext is saved on the sta
k.2. The priority list is sear
hed from highest priority until a runnable threadis found. If a thread that is in the busy queue but isn't runnable is found,it is removed.3. The 
urrent 
ontext is swit
hed to the target threads; the sta
k pointer(SP) and program 
ounter (PC) are saved to the TCB of the 
urrentthread, and the SP and PC of the new thread are loaded.4. The PC of the new thread is bran
hed to.This is shown in Figure 2.3.A s
heduling de
ision needs to be made in the following 
ir
umstan
es:� The 
urrent timesli
e expires.4This may be modi�ed for Alpha CPUs with higher 
lo
kspeeds su
h as the 21264 togive better responsiveness5A
tually, if the lower 5 bits of the ti
k 
ounter are 
lear
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Time

Interrupt

Switch

Thread 2

Thread 1

Save context
and

select next thread

Switch SP and PC

Restore context

Return

Kernel

Figure 2.3: Res
heduling behaviour� An external interrupt.� A thread yields the pro
essor without spe
ifying the destination.2.4 Dis
ussionWhile the 
urrent implementation of L4/Alpha provides a reasonably stableenvironment, the s
heduler is does not 
onform to the 
urrent API and pro-vides only the bare minimum s
heduling me
hanisms.



Chapter 3Theory and Pra
ti
eThis 
hapter des
ribes the theoreti
al basis of this thesis: resour
e manage-ment, multiple pro
essor support. The s
heduling me
hanisms implementedin other systems are also presented.This 
hapter also extends the goals given in the previous 
hapter to a
tualdesign goals, in terms of the presented theory.3.1 Multiple CPU s
heduling issuesSystems with more than one CPU are be
oming 
heaper, and hen
e, more
ommon. Along with lower 
ost, these systems also have in
reasingly largernumbers of general purpose CPUs. For example, it is now possible to pur
hasea 32-way 

NUMA Alpha ma
hine from Compaq Computer Corporation.In a multiple CPU system, the organisation of the run-queue is of majorimportan
e. The two alternatives are a single global run queue, or a per-pro
essor run queue.A single run queue that is shared amongst multiple pro
essors needs tohave 
on
urren
y me
hanisms to keep it 
onsistent. This is simpler than per-pro
essor run-queues, however it 
an lead to poor performan
e due to 
a
heaÆnity information being underutilised.Per-pro
essor run queues introdu
e the problem of load balan
ing, andthe meaning of priority | in a system with multiple run queues, a threadmay exe
ute while a higher priority thread is waiting to exe
ute on anotherpro
essor. 15



CHAPTER 3. THEORY AND PRACTICE 16Ca
he aÆnity information if be
oming in
reasingly important| [CDV+94℄notes that a s
heduler whi
h takes advantage of this information 
an get a largeimprovement over a standard UNIX s
heduler. This is further re-enfor
ed in[SL93℄, looking also at the problems that may arise due to ex
essive bus traÆ
due to reloading 
a
he working sets. Another problem raised is that of loadbalan
ing | there is a 
on�li
ting requirement of throughput and resour
eutilisation; a s
heduler needs to ensure that there are no idle pro
essors whenthe system is loaded, however it is also important that the s
heduler minimisesoverhead due to migration.3.2 Resour
e isolation and reservationThe basi
 fun
tion of an operating system is to manage the available resour
es,or, in a �-kernel system, to provide me
hanisms with whi
h an operating sys-tem personality 
an safely multiplex the available resour
es among its 
lients.As systems are be
oming multi-fun
tional, it is be
oming in
reasingly im-portant to isolate entities from ea
h other, whether they are users, appli
a-tions, or administrative groups.For example, with the popularity of languages su
h as Java, it is now
ommon for untrusted 
ontent to be exe
uted on a shared system. To allowsu
h appli
ations to utilise arbitrary amounts of shared resour
es, su
h asCPU time, memory, et
. is una

eptable, as this will impa
t unfavourably onother entities within the system.As another example, in a system whi
h a
ts as a host to multiple servi
es(virtual hosting of web sites, for example), if a minimum quality of servi
e 
anbe guaranteed, then those servi
es 
an be 
harged a higher rate than a hosto�ering only best-e�ort servi
e.In a multiple user system, su
h as that found in many universities, a user
an mount a Denial of Servi
e (DoS) atta
k on the other users on the system,intentionally or unintentionally, using a fork bomb, for example, where asmany pro
esses as possible are started up as fast as possible (essentially, ea
hpro
ess 
ontinuously starts up 
opies of itself).One method for isolating entities is proposed in [VGR98℄. This methoduses Software Performan
e Units (SPU) as the unit of isolation. A thread that



CHAPTER 3. THEORY AND PRACTICE 17belongs to one SPU will not be e�e
ted by the resour
e usage of a thread inanother SPU (although thread is no prote
tion between threads in the sameSPU).In this system a SPU is allo
ated an integer number of CPUs, and thena portion of another CPU as appropriate. Within ea
h SPU, the normal Irix(the prototype platform) s
heduler is used to s
hedule threads.An important attribute of this system is that of sharing | an SPU mayele
t to share its idle resour
es with other SPUs within the system. This allowsfull system utilisation, but also means that the donator may be disadvantaged:the system ensures that a SPU gets the resour
es it is entitled to by preemptingthem from the SPU to whi
h they were donated, but on SMP systems thismay result in overhead due to 
a
he and TLB pollution by the preemptedSPU.3.2.1 Proportional Share S
hedulingThe Share fair share s
heduler as des
ribed in [KL88℄ re
ognises that thedis
rimination unit of resour
e allo
ation is the user, not the pro
ess. Ea
huser is given a 
ertain number of shares, and pro
esses are s
heduled a

ordingto their owners remaining number of shares. At ea
h res
hedule, the owner ofthe 
urrent thread is 
harged a

ording to the amount of CPU time that ithas used.The Share s
heduler also allowed users to be grouped, so that in a sys-tem owned by multiple parties, ea
h party was given usage of the ma
hinea

ording to the amount they owned. Users belonging to those groups arethen allo
ated resour
es from those allo
ated to the group.3.2.2 Lottery s
hedulingLottery s
heduling is a method for a
hieving proportional allo
ation of CPUtime, as des
ribed in [WW94℄. The basi
 idea is that ea
h thread in the systemholds a number of ti
kets, and at ea
h s
heduling event, a random number is
hosen. The thread that holds that ti
ket is then 
hosen to exe
ute.This is implemented by using a pseudo-random number generator andsear
hing through ea
h thread, until the thread that owns that ti
ket is found



CHAPTER 3. THEORY AND PRACTICE 18(Note that while this is an O(n) implementation, using an intelligent datas-tru
ture su
h as a tree, this 
an be redu
ed to O(lnn)). This algorithm isprobabilisti
ally fair, as ea
h thread has a tT 
han
e of being 
hosen, where tis the number of ti
kets it holds, and T is the total number of ti
kets.This system also allows hierar
hi
al s
heduling, where ea
h group of threadshas a separate 
urren
y. Ti
kets issued in one 
urren
y, are 
onverted into thebase 
urren
y. This is shown in Figure 3.1, with the number of base ti
ketsshown in bra
kets.
300(600)

10(40)90(360)

1000

200(400)

Root

User1

Thread 2

User 2

Thread 1Figure 3.1: Lottery s
hedulingThis s
heme has been implemented in FreeBSD[PMG99℄, with slight mod-i�
ations. The modi�
ations introdu
ed in this paper are su
h that ni
e se-manti
s 
an be a
hieved, essentially by modifying the number of (user) ti
ketsthat a pro
ess re
eives.Although this system allows hierar
hi
al s
heduling and proportional shares
heduling, it only gives probabilisti
 fairness, and hen
e 
annot be used forreal time threads where laten
y is an issue. Another possible performan
eissue with this s
heme is that ea
h user 
urren
y needs to be 
onverted to thebase 
urren
y, a non-trivial operation.3.3 Appli
ation 
ontrolled s
heduling behaviourSystems are beginning to support a broader range of appli
ations, espe
iallysoft real-time (for example video and audio de
oding in software is now 
om-monpla
e, as are soft-modems and other laten
y 
riti
al software-intensivedevi
es), and no single s
heduling poli
y meets the requirements of these ap-pli
ations, as dis
ussed in [RSH00℄.



CHAPTER 3. THEORY AND PRACTICE 19Supporting real-time appli
ations and intera
tive appli
ations in the samesystem requires multiple s
heduling poli
ies in an operating system, and hen
esome kind of s
heduler extensibility. However, \normal" appli
ations will alsobene�t from in
reased s
heduling 
exibility | for example, a web server 
anallo
ate a larger amount of time to high priority 
lients.An operating system should enable an appli
ation to take advantage ofdomain spe
i�
 knowledge; an appli
ation has a greater awareness of its re-sour
es requirements than does the operating system whi
h is responsible forallo
ating those resour
es. An appli
ation knows whi
h of its resour
es are
riti
al and whi
h 
an be redu
ed gra
efully.It is therefore sensible to expe
t an operating system to export these de-
isions to the appli
ation. One method for allowing an appli
ation to modifyOS s
heduling poli
ies is through kernel extensions, as with Vassal [CJ98℄.The Vassal system employs Windows NT's extension me
hanisms to addarbitrary s
heduling poli
ies to the kernel, implemented as devi
e drivers.When the dispat
her needs to 
hoose a thread, it queries ea
h loaded s
heduleruntil a runnable thread is found. If no poli
ies have a runnable thread, thedispat
her 
onsults the normal NT s
heduler.The Vassal system supports only one extra s
heduling poli
y at any onetime, as there are 
urrently no me
hanisms for 
hoosing whi
h order to querypoli
ies. Any extension to this system would need to in
lude arbitration me
h-anisms so that a desired system-wide poli
y is enfor
eable.At the other end of the spe
trum is CPU Inheritan
e S
heduling, des
ribedin [FS96℄. CPU Inheritan
e S
heduling a
hieves a given s
heduling poli
y bya s
heduler thread expli
itly donating the CPU to a 
lient thread. The kernelimplements only a simple dispat
her, used for swit
hing between threads, andthe remainder of the s
heduler is implemented in user spa
e.The advantage of su
h a s
heme is that any thread 
an s
hedule any otherthread, simply by donating the CPU to it. The kernel does not need to knowabout priorities or timesli
e lengths | a thread runs until an external event(timer interrupt) preempts the CPU from it; when this happens, the owner ofthe interrupt will be given the CPU, and it is then free to donate it to someother thread.A major disadvantage of this system is that interrupts have an impli
it high



CHAPTER 3. THEORY AND PRACTICE 20priority. This means that high priority threads, su
h as real time threads, mayget interrupted, even if this is against the design of that system. Additionally,ea
h s
heduling event requires multiple 
ontext swit
hes, whi
h is expensive.3.4 Pra
ti
e: Current s
heduler implementa-tions3.4.1 LinuxLinux [Lin℄ is a freely available UNIX 
lone. Linux implements a fairly stan-dard UNIX s
heduling poli
y, whi
h attempts to give intera
tive threades alow laten
y. An intera
tive thread is one whi
h uses only a small portion ofits allo
ated timesli
e.The s
heduler is implemented using a global run queue, whi
h is s
annedon every s
heduling event to 
al
ulate the `goodness' of ea
h thread. Thegoodness of a thread is related to the number of ti
ks it has remaining. Whenthere are no threads with ti
ks remaining, the s
heduler resets the ti
ks forea
h thread using a de
ayed usage s
heme, based also on that threads ni
evalue.Linux has basi
 support for real-time appli
ations; real-time threads aregiven a stati
 priority, and 
an be designated as either First-In First-Out,or Round-Robin. A real-time thread will be s
heduled over any intera
tivethread in the system. Note that a user needs superuser privileges to set athread to be real-time.While this s
heduler is good for small, lightly loaded systems, as soon asthe system grows beyond a single pro
essor, or a large number of threads, thes
heduling overhead be
omes una

eptable (See [BH00℄ for an analysis of thelinux s
heduler under load.)Linux o�ers basi
 per-thread resour
e isolation | a thread may have aCPU limit and is killed if it is ex
eeded.
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h �-kernelMa
h is a �rst generation �-kernel, developed at CMU. Ma
h provides as
heduling me
hanism similar to that of Linux, as des
ribed in [Bla90℄. Theglobal s
heduling datastru
ture is a table indexed by priority, with ea
h entry
ontaining a pointer to the next runnable thread at that priority.The priorities are dynami
, in that a thread's usage dire
tly e�e
ts thatthread's priority; ea
h thread is responsible for their own aging, with a threadsear
hing through the run queue every few se
onds to avoid starving low pri-ority threads that haven't had a 
han
e to modify their priority.Although the prin
ipal s
heduling data stru
ture in Ma
h is the globalrun queue, ea
h pro
essor in the system also has a lo
al run queue. This isto enable lega
y UNIX 
ompatibility 
ode that has not been parallelised toexe
ute, and to enable binding of threads to a spe
i�
 set of pro
essors.Ma
h provides no resour
e management me
hanisms, other that a highlevel pro
essor-set based a

ess me
hanism. A user level server is responsiblefor allo
ating threads and pro
essors to pro
essor sets | a thread may onlyexe
ute on a pro
essor in the same pro
essor set as itself.3.4.3 L4 revisitedL4 provides only minimal s
heduling me
hanisms, however there is 
urrentlyno me
hanism to limit the in
uen
e of one thread on another. While theexternal preemptor me
hanism allows a thread's s
heduling behaviour to be
ontrolled, there are no 
onstraints on the preemptor to follow a system widepoli
y.The thread swit
h me
hanism allows a similar hierar
hi
al implementationto that presented in [FS96℄, however the priority inheritan
e aspe
ts of thismay interfere with the desired poli
y.Me
hanisms need to be added to L4 so that it 
an guarantee resour
eisolation to the systems built on top of it. Su
h me
hanisms will form thefo
us of the next 
hapter.



CHAPTER 3. THEORY AND PRACTICE 223.5 Thesis goals revisitedChapter 1 gave the goal of this thesis as the design of a se
ure, 
exible, andeÆ
ient s
heduling me
hanism. With the above theory, the a
tual meaning ofthis 
an be expanded into design goals.3.5.1 Se
urityAn operating system is se
ure if entities within that system 
an only e�e
tother entities within the 
onstraints of the 
ontrolling se
urity poli
y for thatsystem. In a s
heduling 
ontext, this means that an entity (user, appli
ation,thread, et
.) 
an only utilise as mu
h CPU time as the systems poli
ies allow,under the timing 
onstraints of those poli
ies.For example, if a s
heduling poli
y determines that thread A is to exe
utewith higher priority than thread B, but only for 5ms per 100ms, then se
urityhas been violated if thread A runs while thread B is ready, or if thread Bexe
utes for more than its allo
ated 5ms per 100ms.Thus, any s
heduling me
hanisms for L4 should allow the intera
tion be-tween entities to be stri
tly 
ontrolled: it should export me
hanisms to limitthe amount of time for whi
h a thread 
an exe
ute, as well as the relativepriority of that thread.Note that this view of se
urity is somewhat di�erent to that posed by the
on�nement problem | in this 
ontext, se
urity is related to the amount ofa

ess that a thread is given to a parti
ular resour
e, in this 
ase the CPU.3.5.2 FlexibilityAn operating system is 
exible if it allows its 
lients to 
ontrol their ownresour
e utilisation. In a s
heduling 
ontext, this means that an entity shouldbe able to de�ne its own s
heduling poli
y: to de�ne the relative priorities ofthe threads it is responsible for, as well as the allowed resour
e utilisation ofea
h thread.The se
urity goal des
ribed in the previous se
tion implies that an entity
an only de�ne its own s
heduling poli
y within that de�ned by its 
ontrollingentity, and so forth.



CHAPTER 3. THEORY AND PRACTICE 23For example, given the example in the previous se
tion, but let thread Abe repla
ed by entity A 
ontaining threads A0 and A1. A desirable poli
ymight be that thread A0 may exe
ute whenever it is ready, while thread A1may exe
ute if thread A0 is blo
ked. Entity A should be able to allo
ate itstime between its two threads, 
onstrained by the 5ms originally given to it,su
h that the sum of exe
ution time for threads A0 and A1 should be 5ms per100ms at most.Thus, any s
heduling me
hanisms for L4 should allow 
omposition ofs
heduling poli
ies: an entity should be able to multiplex its available re-sour
es in any fashion, 
onstrained by the s
heduling poli
y of its 
ontrollingentity.3.5.3 EÆ
ien
yAn operating system is eÆ
ient if it a
hieves its goals with a minimum ofresour
e utilisation. In a s
heduling 
ontext, this means that entities shouldbe able to make s
heduling de
isions only when ne
essary to enfor
e a givens
heduling poli
y. In addition, the overhead imposed by the exe
ution of theses
heduling poli
ies should be minimised.Thus, any s
heduling me
hanisms for L4 should allow an appli
ation to
ontrol the granularity of its s
heduling de
isions, and should dispat
h threadswith minimal overhead.



Chapter 4DesignThis se
tion presents the design of a s
heduling me
hanism for L4 that allowsuser 
ontrolled s
heduling de
isions in a 
exible, se
ure and eÆ
ient manner.4.1 Design GoalsAs dis
ussed in the previous 
hapter, the goals of this design are se
urity,
exibility, and eÆ
ien
y. For maximum 
exibility, a hierar
hi
al s
heme was
hosen. As to why this is desirable (apart from the reasons given in theprevious 
hapter), 
onsider the system in Figure 4.1.
Resource Manager

L4

ApplicationsApplications

50% 50%

L4/LinuxMungi

Figure 4.1: Linux and Mungi running 
on
urrentlyEa
h operating system personality should be able to s
hedule its ownthreads, and the resour
e manager should be able to s
hedule ea
h personality(in this 
ase su
h that ea
h personality re
eives 50% ea
h).24



CHAPTER 4. DESIGN 25More generally, L4 systems are usually server based systems, and ea
hserver may 
onsist of multiple threads, so it would be desirable for ea
h serverto be able to allo
ate its resour
es amongst those threads a

ording to its ownpoli
y.4.2 Con
eptual designGiven that ea
h thread in the system should be able to grant its resour
es toother threads, and only up to the amount whi
h it had granted, the desirede�e
t is similar to that provided by lottery s
heduling. Lottery s
hedulingimplies too mu
h poli
y, however, and is not a 
exible enough s
hedulingme
hanism for a �-kernel su
h as L4.A naive approa
h to this problem, as in Figure 4.2, would be to give a largeamount of time to the �rst top-level s
heduler thread, who is then responsiblefor splitting this up among its threads, and so forth. After that quantum hasbeen used up, the next top-level s
heduler thread re
eives the next quanta,and it then divides the time amongst its threads, and so forth.
Time

Group 2
Thread 2−1 Thread 2−2

Group 1
Thread 1−1 Thread 1−2 Thread 1−3Figure 4.2: Naive approa
h to a hierar
hi
al s
hedulerWhile this approa
h is simple to implement, and has a low overhead due to
ontext swit
hes, it has a fundamental 
aw: the maximum laten
y experien
edby a thread 
an be very large. If a thread wakes up just after its groupsquantum expires, it will have to wait until its group gets the CPU again, evenif it is a high priority thread.As a se
ond approa
h, 
onsider a system in whi
h a thread is grantedresour
e rights, 
alled potential quanta, su
h that it 
an only exe
ute for upto its potential quanta, in multiple timesli
es. Given a method for threads togrant portions of their potential quanta to other threads, this gives the desiredproperties: a thread 
an only utilise a 
ertain amount of the CPU, and thethread 
an pass on this resour
e right to other threads.



CHAPTER 4. DESIGN 26The problem then be
omes how to a
hieve the granting of resour
e rights.Con
eptually, every time a thread is exe
uting, the threads that gave it itspotential quanta should also be 
onsidered to be exe
uting. A simple wayto a
hieve this would be to 
onsider granting of resour
e rights to be equiv-alent to a transfer | the grantor's potential quanta is de
remented by theamount donated, and the grantee's potential quanta is in
remented by thesame amount.Although this method is again straightforward, there are still problems. Ifa thread 
an only donate up to its potential quanta, the amount it donatesis dire
tly 
oupled to the amount it re
eives. A larger problem exists withrevo
ation. The thread has been granted rights to future resour
e usage, butthe grantor may have a need to revoke those rights (for example, if a threadof a higher priority requires servi
e), but if the thread has already grantedthose rights to other threads, the original grantor 
annot revoke them, unlessa re
ord of every transa
tion is kept. Obviously, this is undesirable | a threadshould be able to revoke the resour
es it has given another thread at any time(an extreme 
ase is if a thread needs to be suspended).These problems arise due the 
harging method; a thread is 
harged whenit grants resour
e rights, not when those rights are exer
ised. What is reallyrequired is for a thread to be 
harged when any thread it has allo
ated po-tential quanta exe
utes, or any thread to whom it has further granted thoserights.To a
hieve this, every thread is asso
iated with one and only one s
hedulerthread, whi
h is responsible for allo
ating its potential quanta. As shown inFigure 4.3, threads form a tree; a thread is a parent of another thread ifit s
hedules it dire
tly. The root of the tree is �0 and has in�nite potentialquanta.Whenever a thread is s
heduled, its potential quanta is 
harged for itstimesli
e. Its s
heduler is also 
harged, and its s
heduler's s
heduler, up to �0.This implies that a thread that is not a des
endant of �0 will not be s
heduled,as it does not have a

ess to CPU time. If a thread needs to revoke the a

essrights of a 
hild thread, it need only 
hange the value of the 
hild's potentialquanta.This me
hanism is 
alled re
ursive s
heduling.
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τ 0

Figure 4.3: S
heduling hierar
hyThere is, however, another issue: a thread 
an only exe
ute as long as ithas non-zero potential quanta. What should happen when a thread attemptsto exe
ute with a zero potential quanta? There are 2 possible options: removeit from the run queue until its s
heduler noti
es and allo
ates it more potentialquanta, or notify its s
heduler in some fashion.While the �rst option is simpler, the se
ond option is attra
tive in that thes
heduler thread needs some way of determining when a thread has ex
eededits allo
ated potential quanta. The only other way in whi
h it 
ould ensure thisis by polling on the threads remaining potential quanta, whi
h is unattra
tiveat least.While this solution has the desired attributes of hierar
hi
al resour
e man-agement, it still does not spe
ify the manner in whi
h threads are s
heduledby L4, or the manner in whi
h a s
heduling poli
y may be enfor
ed | that isthe fo
us of Se
tion 4.3.4.3 Con
rete designThe low level s
heduler within L4 is implemented as a prioritised round-robins
heduler with variable timesli
e length. This is to allow ba
kwards 
ompat-ibility with previous L4 appli
ations, and allows s
hedulers to give di�erent
lient threads di�erent priorities depending on their laten
y requirements.Ea
h thread in the system is asso
iated with a s
heduler thread, whi
h is



CHAPTER 4. DESIGN 28responsible for the amount of time that the thread re
eives and the way inwhi
h the thread 
an use it. This is a
hieved by manipulating the followingthread attributes:Priority This determines whether a thread will be s
heduled if it is runnable.A thread will only be s
heduled if all runnable threads in the system havea priority less than or equal to its own. Threads with the same priorityare s
heduled in a round-robin fashion.Timesli
e This is the amount of time for whi
h a thread may exe
ute withoutbeing preempted by threads at the same priority. The thread may bepreempted at any time by threads of a higher priority.Potential Quanta This is the total amount of time for whi
h a thread mayexe
ute without invoking its s
heduler. This may span multiple times-li
es.A s
heduler is responsible for determining the relative amounts of timethat its 
hildren (all those threads whi
h it is dire
tly responsible for) re
eive.This is a
hieved by setting the potential quanta of ea
h of its 
hildren. Bylimiting the time that its 
hildren re
eive, a s
heduler limits the amount oftime that all its des
endants re
eive.Be
ause a s
heduler thread's grand
hildren and their des
endants are lim-ited by the potential quanta that the thread give its 
hild (their parent), thes
heduler doesn't need to know about the des
endants of its 
hildren in or-der to isolate ea
h of its 
hildren from the others. This allows s
hedulers toguarantee a minimum amount of servi
e to its 
hildren.4.3.1 Se
urityA thread will violate the se
urity of the system if either of the following o

ur1:1. An entity re
eives more 
umulative exe
ution time than has been allo-
ated to it a

ording to the poli
y of its 
ontrolling entity, and all thatentities an
estors.1This is not an exhaustive list of the ways in whi
h a thread 
an 
ompromise systemse
urity, but it addresses the main issues raised by the in
lusion of the proposed me
hanisms.



CHAPTER 4. DESIGN 292. L4 permits an entity to 
harge the potential quanta of a thread whi
his not related to the thread that set that allotment.3. The s
heduling parameters of a thread are allowed to be given arbitraryvalues.A thread may only exe
ute if it has enough potential quanta, and all itsan
estors also have suÆ
ient potential quanta. This means that the �rstviolation 
annot o

ur.As a thread modi�es the potential quanta of its s
heduler, it is possible fora denial of servi
e atta
k to take pla
e if a thread is asso
iated with a s
hedulerwithout that s
hedulers knowledge. This will only happen if a thread's s
hed-uler is 
hanged to the target thread, and the thread has a non-zero potentialquanta.The problem is addressed by setting a thread's potential quanta to zerowhenever its s
heduler is 
hanged. The target s
heduler will re
eive a timefaultIPC from the thread when the thread is next s
heduled | the thread will notbe dispat
hed until its s
heduler gives it more potential quanta.With this 
onstraint, a thread 
an only modify another threads potentialquanta with that threads permission, and so the se
ond violation 
annot o

ur.The third violation requires a limit to the maximum priority and timesli
ethat a thread may be given | the priority and timesli
e length of a threadneeds to be bounded as they e�e
t the laten
y of other threads in the system.To do this, the following attributes are asso
iated with a thread:Maximum S
hedulable Priority (MSP) This determines the extent towhi
h the thread 
an s
hedule other threads (in
luding itself). A thread
an only set the priority of a thread it s
hedules to (stri
tly) less than itsMSP. Hen
e, a thread with a MSP of 0 
annot s
hedule another thread.Maximum S
hedulable Timesli
e This is similar to the MSP in that athread 
an only set the timesli
e of the threads it s
hedules (in
ludingitself) to less than or equal to its maximum s
hedulable timesli
e.Another possible se
urity problem is if a thread's s
heduler is 
hangedand the thread's attributes are not. As an example of why this is a problem,
onsider a system in whi
h there are 2 s
hedulers, a low priority, large timesli
e
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heduler, and a high priority, small timesli
e s
heduler. If a thread with alarge timesli
e is moved from the low priority s
heduler to the high prioritys
heduler, then it is possible for it to have a high priority and a large timesli
e.This is 
learly a se
urity violation.The prevent this, whenever a threads s
heduler is 
hanged, the thread'sattributes are modi�ed so that they are within that allowed to the new s
hed-uler.Given the above restri
tions, there is no reason why a thread, or anythread in its task, 
annot modify its own s
heduling attributes (not in
ludingpotential quanta, of 
ourse), 
onstrained by the normal thread s
hedulingrules.In summary, a thread may be s
heduled if and only if the following 
ondi-tions are met:1. The thread is runnable.2. The thread's priority is greater than or equal to all other runnablethreads.3. The thread has suÆ
ient potential quanta.4. Ea
h an
estor s
heduler also has suÆ
ient potential quanta.5. �0 is an an
estor of the thread.To prevent mali
ious 
harging of time to another thread, whenever athread's s
heduler is 
hanged, the threads potential quanta is set to zero.To prevent an illegal attribute state, a threads s
heduling attributes are
onstrained by those of its s
heduler at all times.4.3.2 SMP and NUMAFor performan
e and s
alability reasons, ea
h CPU will have its own runqueue(s), meaning that priority is only respe
ted on that CPU.A problem with systems with multiple pro
essors is that of a

ess 
ontrol {whi
h thread may exe
ute on whi
h pro
essor. The 
urrent proposal [Pot99℄is for ea
h task to be asso
iated with a pro
essor set; a thread may onlyexe
ute on a given pro
essor if it is in that thread's pro
essor set. In the
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heduler would grant the thread asubset of its available pro
essors, and this set would be 
he
ked whenever athread wanted to migrate between pro
essors.A problem exists here with resour
e revo
ation: if a thread wishes to revokea

ess to a pro
essor for a 
hild thread, it needs to also revoke a

ess for allthat threads 
hildren. This implies that the s
heduler stores expli
itly (in thekernel) the threads it s
hedules, and that revo
ation would need to re
ursivelytraverse this s
heduling tree.A 
loser look at this design, however, shows that pro
essor sets are notne
essary, with some extra 
onstraints. If a thread allo
ates another threadspotential quanta, then it is 
onferring upon it the right to exe
ute. Restri
tingpotential quanta to the pro
essor on whi
h it was allo
ated has the same e�e
tas pro
essor sets | a pro
essor's �0 determines whi
h threads get time on theirCPU, and hen
e whether those threads and their des
endants are allowed toexe
ute.At any time a pro
essor may be preempted from a thread and its des
en-dants by its s
heduler, either by migrating it to another CPU or by setting itspotential quanta to zero. All the 
hild threads of that thread will also havethat pro
essor preempted from them, as their s
heduler is no longer runnableon that pro
essor.As des
ribed in Se
tion 4.3.1, whenever a thread's s
heduler is 
hanged,the thread's potential quanta is set to zero. This means that a thread mayonly be s
heduled on a pro
essor if all of its an
estors belong to that pro
essor.4.3.3 Implementation detailsWhenever a s
heduling de
ision needs to be made, the dispat
her �nds thenext thread that is ready to run whi
h has the highest priority (threads atthe same priority level are s
heduled in a round-robin fashion). This threadthen has its potential quanta redu
ed by its timesli
e. If it has insuÆ
ientpotential quanta, the kernel does a `
all' type IPC (send and 
losed re
eive)to its s
heduler on its behalf.If the thread has suÆ
ient potential quanta, the threads s
heduler alsohas its potential quanta redu
ed by the same amount. If the s
heduler hasinsuÆ
ient potential quanta, it does an impli
it IPC to its s
heduler.
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heduler thread has insuÆ
ient time and is blo
ked on IPC, that IPCis 
an
elled and the thread exe
utes the time fault to its s
heduler (this is toavoid deadlo
ks).This behaviour 
ontinues until �0 is rea
hed, at whi
h time the thread isdispat
hed.If a thread needs a s
heduler that is blo
ked on a time fault IPC (i.e.some other thread, or the s
heduler, has attempted to redu
e the s
hedulerspotential quanta and 
aused it to fault to its s
heduler), it is enqueued untilthat thread's s
heduler gives it more potential quanta.If a thread A is s
heduled by L4 and needs to redu
e the potential quantaof its s
heduler thread, or one of its an
estors, thread B, but thread B isenqueued waiting on another thread C (i.e. thread C has exe
uted a timefaultIPC to its s
heduler), then thread A is inserted into thread C's queue afterthread B. This ensures that thread A is woken up when it has a 
han
e ofsu

essfully redu
ing thread B's potential quanta.4.3.4 TimeIn any s
heduling system, the notion of time, and its representation, is ex-tremely important. Time is 
entral to the servi
es provided by a s
heduler,and as su
h needs to be 
arefully de�ned.There are 2 possible representations of time: in mi
rose
onds, and in ti
ks(the number of mi
rose
ond between the periodi
 timer interrupt). The �rst,mi
rose
onds, has the distin
t advantage of being standard a
ross all plat-forms, and a universal standard,The se
ond alternative, ti
ks, is also desirable in that it is 
entral to thegranularity of servi
es provided by the system, espe
ially timesli
e length andminimum timeouts.In de
iding between the two for the s
heduler implementation in L4, thephilosophy of L4 needs to be taken into 
onsideration. In [Lie95℄, an eÆ
ient �-kernel is shown to be inherently non-portable, as portability requires a tradeo�with performan
e. Also, a feature is in
luded in the kernel only if exportingit to user spa
e would 
onstitute a se
urity 
aw.The granularity of s
heduling should be exported to the systems built ontop of L4, as it enables an OS personality or appli
ation to make intelligent



CHAPTER 4. DESIGN 33resour
e allo
ation de
isions | for example, is it fair for an appli
ation torequest a timeout of half a millise
ond? Will this be honoured by the op-erating system? What happens if this is less than the ti
k period | doesthe kernel return immediately, or blo
k for mu
h longer than anti
ipated? Ifthe s
heduling and timeout granularity is exported to the user, su
h problemsdisappear.If the user gives its times to the kernel in ti
ks, there is no need for thekernel to keep tra
k of the number of mi
rose
onds that have passed, onlythe number of ti
ks. This makes interrupt handling more eÆ
ient, and allowseasy operations on time (for example, if a list needs to be s
anned every nti
ks, or every m mi
rose
onds, it is mu
h easier to determine whether the listneeds to be s
anned if n is a multiple of 2, as opposed to if m is a multiple of488.)Finally, if the number of mi
rose
onds per ti
k is exported, the appli
ation
an make its own time-a

ura
y tradeo�s if it wants to store time as mi
rose
-onds internally. For example, the timer generates an interrupt every 488�sin the Alpha implementation of L4. This 
an be represented quite simply asa divide by 512, and generated in one shift instru
tion. If the appli
ationis not interested in exa
t time, then this is a 
heap way to 
onvert betweenmi
rose
onds and ti
ks. If the appli
ation is 
on
erned with a

urate timekeeping, and is willing to pay for it, it 
an use a 
ompli
ated algorithm, su
has the one shown in Figure 4.3.42. Appli
ations 
an also 
a
he the results ofthe 
onversion; this is infeasible for L4.Thus, the mi
rose
ond representation be
omes an unne
essary abstra
tion| L4 should use the ti
k as the unit of time to allow systems built on topto take advantage of the information this imparts. All times within L4 willbe stored a ti
ks, and interfa
ing with L4 will also be in ti
ks. This allows amore eÆ
ient implementation without 
ompromising se
urity.
2This uses �xed point division as the Alpha ar
hite
ture does not feature an integerdivide instru
tion. The 
omments indi
ate the sub-
luster whi
h exe
utes that instru
tion;the total exe
ution time is 6 
y
les. Note that this level of pre
ision is only needed for large(32 bit) integers; smaller integers 
an use lower pre
ision, and hen
e faster 
ode.
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sll t1, 6, t0 ; U(0): 0.0000000000000000000000001000000s8addq t1, t1, t3 ; L(0): 0.0000000000000000000000000001001s4addq t1, t1, t4 ; U(1): 0.0000000000000000000000000000101sll t1, 17, t5 ; U(0): 0.0000000000001000000000000000000addq t0, t4, t4 ; U(1): 0.0000000000000000000000001000101addq t0, t3, t3 ; L(0): 0,0000000000000000000000001001001sll t4, 16, t2 ; U(1): 0.0000000010001010000000000000000sll t3, 7, t3 ; U(0): 0.0000000000000000010010010000000s4addq t0, t4, t4 ; L(1): 0.0000000000000000000000101000101addq t3, t4, t3 ; U(0): 0.0000000000000000010010111000101subq t2, t5, t5 ; U(1): 0.0000000010000110000000000000000addq t3, t5, t0 ; U(0): 0.0000000010000110010010111000101srl t0, 31, t0 ; U(0): t0 = (t1 * 4400581) >> 31Figure 4.4: Fixed point approximation to division by 488.



Chapter 5ImplementationThis 
hapter presents the implementation of the design presented in Chap-ter 4. The 
hapter in
ludes only a subset of the fun
tions implemented; forexample, the thread s
hedule sys
all has not been in
luded as it does no`interesting' work (merely updating variables in the TCB). The majority ofthe 
ode presented has been optimised for 
larity rather than performan
e.5.1 TimeoutsThe 
urrent implementation supports a single sorted timeout queue, whi
h is
onsulted every 4 ti
ks. This s
heme has performan
e and a

ura
y issues:Expensive insertion The insertion operation is O(n). As all wakeups areinserted into this list, n 
an be large.Expensive removal As the 
urrent implementation utilises a singly linkedlist, the entire list needs to be sear
hed for the thread to be removed.Low wakeup granularity Be
ause the soon wakeup queue is 
onsulted ev-ery 4 ti
ks, the minimum wakeup granularity is 2ms. There is no goodreason for this, only that s
anning the queue every ti
k is ineÆ
ient.Unne
essary interrupt overhead Even though the wakeup queue is onlylooked at every 4 ti
ks, this requires multiple expensive instru
tions(
onditional bran
hes and loads) even if no thread is ready to be wokenup. 35



CHAPTER 5. IMPLEMENTATION 36To solve these issues, multiple doubly-linked timeout queues were intro-du
ed, as des
ribed in [Lie93℄. The timeout is logi
ally split, as shown inFigure 5.1, into 3 se
tions. The lower r bits spe
ify the range of ea
h timeoutbu
ket, the next i bits spe
ify the number of bu
kets, and the last x bits areused to determine if the timeout is within the short wakeup range of 0 to2i+r � 1 ti
ks.
Timeout

ix r Late Wakeup

(i+N−2) mod N

(i+N−3) mod N

(i+1) mod N

(i) mod N

(i+N−1) mod N

Wakeup Queues

Figure 5.1: Multiple Timeout QueuesChoosing r to be 1, 2, or 4 gives 2, 4, or 16 ti
ks per timeout bu
ketrespe
tively, and is eÆ
ient as it means that the timeout 
an be 
onvertedinto an index by masking out the lower r bits and the upper x bits and doingan s8addq, s4addq, or addq to obtain the �nal o�set (otherwise an extra shiftis required | ea
h bu
ket requires 16 bytes). The insertion ma
ro is shownbelow. A bu
ket size of 4 is assumed..ma
ro insert_timeout t
b, timeout, now_t, tmp1, tmp2, tmp3, p
pub; Find maximum possible soon wakeup valueaddq now_t, #<TO_I_NUM << TO_I_SHIFT>, tmp1; Sele
t relevant soon wakeup listand timeout, #TO_I_MASK, tmp2; Choose late wakeup list if timeout is too far into the future
mplt timeout, tmp1, tmp1
moveq tmp1, #PCPUB_LATE_WAKEUP, tmp2addq p
pub, tmp2, tmp2



CHAPTER 5. IMPLEMENTATION 37; Update TCB pointersldq tmp3, PCPUB_SOON_WAKEUP(tmp2)stq tpm3, TCB_WAKEUP_QUEUE(tmp2)lda tmp1, <PCPUB_SOON_WAKEUP + 8>(tmp2)stq tmp1, <TCB_WAKEUP_QUEUE + 8>(t
b); Update next link's previous pointer.lda tmp1, <TCB_WAKEUP_QUEUE + 8>(t
b)stq tmp1, 8(tmp3); Update PCPUB's next pointerlda tmp1, TCB_WAKEUP_QUEUE(t
b)stq tmp1, PCPUB_SOON_WAKEUP(tmp2)lda tmp1, TCB_WAKEUP_QUEUE(t
b)stq tmp1, PCPUB_SOON_WAKEUP(tmp2); Update next timeoutldq tmp3, <PCPUB_NEXT_TIMEOUT>(tmp2)
mpult timeout, tmp3, now_t
moveq now_t, timeout, tmp3stq tmp3, <PCPUB_NEXT_TIMEOUT>(tmp2).endmNote that the insertion ma
ro maintains PCPUB NEXT TIMEOUT, a per-timeout-queue hint about the next valid timeout. There is no need to update it if anentry is removed, although it needs to be less than or equal to the next validtimeout. If the hint is less than the next wakeup, it will 
ause a spurioussear
h of the wakeup list, but there will be no other side-e�e
ts. This allows�ne grained timeouts as it the next timeout is 
he
ked every ti
k, withoutslowing down the 
riti
al interrupt path with unne
essary 
he
ks (most of thetime).To delete an entry from the linked list, the delete ll ma
ro is used, asno other bookkeeping needs to be done.The late wakeup queue is parsed every 2i+r ti
ks, and any threads thathave a wakeup that is valid are inserted into the relevant soon wakeup queue.



CHAPTER 5. IMPLEMENTATION 385.2 Interrupt handlingAt ea
h timer interrupt, L4 de
odes the interrupt reason, and bran
hes to thetimer interrupt routine, shown in the 
ode below:ALIGN_FETCH_BLOCKsys_int2_handler:; Save user SP and PCopen_frameptldq pp2, ptCurrentTi
ksptldq pp7, ptCurrentTimesli
e; A
knowledge interrupt to RTCA
kRTC pp4, pp3, pp1, pp6t
b pp1ldq_a pp3, TCB_SCHED_ACCOUNT(pp1)addq pp2, #1, pp2ptstq pp2, ptCurrentTi
ksaddq pp3, #1, pp3stq_a pp3, TCB_SCHED_ACCOUNT(pp1)and pp2, #TO_I_MASK, pp3beq pp3, parse_late_wakeupparse_late_wakeup_return:; Load the next valid timeoutand pp2, #TO_I_MASK, pp3addq pp3, pp6, pp3; Note that this 
an be -1ullldq_p pp3, PCPUB_NEXT_TIMEOUT(pp3); Update remaining timesli
e; Note that it may be 0 before; the subtra
tionmov pp7, pp4subq pp7, #1, pp7
movne pp4, pp7, pp4ptstq pp4, ptCurrentTimesli
e; Need res
hedule?
mpeq pp4, zero, pp7



CHAPTER 5. IMPLEMENTATION 39; Do we need a wakeup?
mpule pp3, pp2, pp2bne pp2, parse_soon_wakeupparse_soon_wakeup_return:; Do we need to res
hedule?blbs pp7, parse_s
hedule
lose_frameALIGN_FETCH_BLOCKparse_s
hedule:; Prevent re
ursive timer irq'sdisable_int pp0push p_gpkernel k_swit
h_threadThe timer interrupt handler is platform independent (originally there wasa handler per ar
hite
ture). The only platform-spe
i�
 
ode is abstra
ted intothe A
kRTC ma
ro, whi
h is responsible for a
knowledging the timer interruptto the Real Time Clo
k (RTC), and the ptldq/ptstq ma
ros (the 21264 doesnot in
lude any spare PAL registers, so they must be simulated in the PCPUB,while the other generations do).In the fast 
ase the interrupt handler does a minimum amount of work:1. Update internal datastru
tures.2. Update TCB a

ounting.3. Update reamaining ti
ks.4. Parse late wakeup queue if ne
essary.5. Parse soon wakeup queue if ne
essary.6. Res
hedule if ne
essary.Note also that the fast 
ase is the fall through 
ase. This is important, asin PAL mode on the 21264 all 
onditional bran
hes are mispredi
ted, in
urringa 7 
y
le penalty.
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hedulingWhen a res
hedule is ne
essary, due to a timesli
e expiration, or anotherthread being woken up, the k swit
h thread fun
tion is 
alled (the `k' meansthat it runs in kernel mode). The relevant parts of this fun
tion are shown inthe 
ode below, essentially the loop to sele
t and dispat
h the new thread.REPEAT EXITZ t7subq t8, #4, t8subq t7, #1, t7ldl_p t0, 0(t8)CONTZ t0ldq t0, TCB_BUSY_NEXT(t0)REPEAT ldq t1, TCB_THREAD_STATE(t0)bi
 t1, #TFS_RUNNING, t1IFZ t1swit
h_
ontext t0, v0, t10, t1, t3ldq t2, TCB_TIMESLICE_LEFT(t0)t
b t1small_swit
h t1, t0, AT, swit
h_preemptedbne t2, restart_threadbr zero, refresh_timesli
eXENDIFdequeue_busy t0, t1, t2, t3, v0mov t0, t1ldl_p t0, 0(t8)CONT t0ENDRCONT t7ENDRThe swit
h 
ontext ma
ro sets the internal pro
essor registers, essen-tially the Address Spa
e Identi�er (ASID) and the page table root used inpagefault handling. The small swit
h ma
ro saves the target (in this 
aseswit
h preempted, a fun
tion that restores all saved registers and returns touser mode) and 
urrent sta
k pointer in the 
urrent thread's TCB, and loadsthe saved sta
k pointer and program 
ounter from the target thread.If the target thread has any remaining time (if it was preempted in the
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e, for example) it is restarted immediately, otherwise therefresh timesli
e entry point is bran
hed to.Note that this loop removes a thread from the run queue if it is not runnable| this 
an 
ome about due to the lazy s
heduling [Lie93℄ me
hanism employedduring IPC | a thread is not removed from the busy queue, only marked asnot runnable if it needs to blo
k.5.4 Timesli
e a
quisitionWhen a thread is sele
ted, it needs to a
quire a timesli
e, as des
ribed in theChapter 4. The fast 
ase 
ode is shown below:ALIGN_FETCH_BLOCKrefresh_timesli
e:ldq t2, TCB_SCHED_TIMESLICE(t0)mov t0, t1ldl t3, TCB_LIST_STATE(t0)GET_16CONS t4, LLS_TIMEFAULT_NOWand t3, t4, t3beq t3, refresh_retryret zero, (AT)refresh_retry:get_PCPUB v0, t4REPEAT 
pu_t
b_dispat
her t3, t4
mpeq t1, t3, t3EXIT t3ldq t3, TCB_SCHED_QUANTA(t1)
mpule t2, t3, t4beq t4, timefault_exe
uteaddq t3, #2, t4subq t3, t2, t5
moveq t4, t3, t5stq t5, TCB_SCHED_QUANTA(t1)ldq t3, TCB_SCHEDULER(t1)t
b_ptr t3, t4, t5ldq t5, TCB_MYSELF(t4)
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mpeq t5, t3, t3beq t3, invalid_s
hedulermov t4, t1ldl t5, TCB_LIST_STATE(t1)GET_16CONS t6, LLS_TIMEFAULT_QUEUEand t5, t6, t5bne t5, timefault_enqueueCONTENDRldl t3, TCB_LIST_STATE(t0)GET_16CONS t4, <LLS_TIMEFAULT_QUEUE!LLS_TIMEFAULT_NOW>bi
 t3, t4, t3stl t3, TCB_LIST_STATE(t0)restart_thread:ptstq t2, ptCurrentTimesli
e, v0blbs AT, ba
k_to_palret zero, (AT)ALIGN_FETCH_BLOCKba
k_to_pal:l4_
all_pal PAL_RETPALThe portion of 
ode at the start is to handle threads that have timefaultedpreviously and have been restarted. The 
ode 
he
ks to see whether the threadbelongs to a time queue, and if so jumps to the relevant restart address withinthe kernel. This is to ensure that a thread does not reenter the timesli
ea
quisition 
ode | obviously, to do so would be in
orre
t.The main loop does the following, for ea
h level in the hierar
hy, startingwith the thread to be dispat
hed:1. Ensure that the thread has suÆ
ient potential quanta. If the thread'stimesli
e is greater than the potential quanta of the 
urrent thread (itselfor one of its an
estors), the timefault exe
ute fun
tion is bran
hed to,whi
h exe
utes a timefault from the 
urrent thread to its s
heduler.2. Update the thread's potential quanta. If the thread has in�nite potential



CHAPTER 5. IMPLEMENTATION 43quanta, represented as �2, then no modi�
ation is made to the potentialquanta, otherwise the timesli
e is dedu
ted.3. Verify the thread's s
heduler. The thread ID of the s
heduler must be
he
ked to ensure that it is the same as that stored in the thread'sTCB. This is ne
essary, as the s
heduler's task may have been re
y
led,in whi
h 
ase the version number will have been in
remented, and thes
heduler thread will no longer be the s
heduler (it will belong to someother appli
ation).4. Enqueue the thread after its s
heduler if ne
essary. If the thread is ades
endant of a thread who has timefaulted, then the thread needs to beenqueued in that an
estors timefault queue. This is to prevent multipletimefaults by a thread.In an SMP implementation, there would also need to be a CPU 
he
kfor the s
heduler thread after the thread ID 
he
k, If the s
heduler was on adi�erent CPU, then a fun
tion similar to timefault exe
ute would need tobe written, whi
h would generate an IPC to the threads s
heduler.When the loop has rea
hed �0, in this 
ase the dispat
her, the loop will�nish and the thread will be dispat
hed. This involves 
leaning up the liststate for that thread, setting the ptCurrentTimesli
e register to the threadstimesli
e, and bran
hing to the threads restart address (if the lower bit of therestart address is set, then the restart address is in PAL
ode, probably IPC,and so a return to PAL mode is needed).The fast path for this 
ode does 4 loads, and 1 store. The 2 s
hedul-ing attributes, TCB SCHED QUANTA and TCB SCHEDULER should be on the same
a
he line, and the TCB LIST STATE and TCB MYSELF are both 
ommonly usedvariables, so there is a good 
han
e that they are also in the 
a
he.The timefault exe
ute fun
tion is responsible for notifying a thread'ss
heduler (the thread need not be the thread that is being dispat
hed; on theother hand, it may be) that it has insuÆ
ient potential quanta. The 
ode isshown below:ALIGN_FETCH_BLOCKtimefault_exe
ute:push p_t0!p_t1!p_t2!p_AT



CHAPTER 5. IMPLEMENTATION 44insert_l t0, t1, t3, TCB_TIMEFAULT_ROOTldl t3, TCB_LIST_STATE(t0)GET_16CONS t3, <LLS_TIMEFAULT_QUEUE!LLS_TIMEFAULT_NOW>bis t3, t4, t3stl t3, TCB_LIST_STATE(t0)GET_16CONS t3, TFS_LOCKED_WAITINGstq t3, TCB_LIST_STATE(t0)swit
h_
ontext t0, v0, t5, t3, t4small_swit
h t0, t1, AT, timefault_retry;; If the faulter is doing an IPC, 
an
el it.ldq t3, TCB_THREAD_STATE(t1)bi
 t3, #TFS_RUNNING, t3bne t3, timefault_abort_ip
timefault_abort_ret:push p_t0!p_t1!p_t2!p_AT;; Set up faulter threadldl t2, TCB_LIST_STATE(t1)GET_16CONS t4, <LLS_TIMEFAULT_QUEUE!LLS_TIMEFAULT_NOW>bis t2, t4, t2stl t2, TCB_LIST_STATE(t1);; Prepare for IPC timefault.ldq a0, TCB_SCHEDULER(t1)
lr a1GET_16CONS a2, <<0 � 13>!<63 � 2>!<MVR_CLOSEDWAIT>>GET_16CONS a3, IPC_TIMEOUT_NEVER
lr a4
lr a5l4_
all_pal PAL_TIMEFAULTpop p_t0!p_t1!p_t2!p_ATret zero, (AT)This fun
tion is relatively simple, although there are a few subtle issues.Firstly, the thread that is exe
uting the timefault may or may not be thethread to be dispat
hed. Se
ondly, the timesli
e needs to be stored. If it isnot (i.e. if it is read from the TCB), it is possible for a thread to exe
ute
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e atta
k on its s
heduler (the a
tual sequen
e of events issomewhat 
ompli
ated).This fun
tion does the following:1. Saves the ne
essary state on the sta
k | thread to be dispat
hed, fault-ing thread, timesli
e length, and the restart address.2. Marks the thread to be dispat
hed as non-runnable, and inserts it intothe faulting thread's timefault queue.3. Swit
hes 
ontext to the faulting thread, in
luding sta
k pointer andprogram 
ounter. The thread to be dispat
hed has its return addressset to timefault retry, a fun
tion whi
h restores the state of the threadto be dispat
hed and takes up where it left o� in refresh timesli
e.4. Can
els any pending IPC. If the faulting thread is 
urrently waiting tosend or re
eive the IPC is 
an
elled, and the threads return addressmodi�ed a

ordingly.5. Exe
utes the timefault. The IPC parameters are setup in this fun
tion,and PAL mode is entered. The PAL TIMEFAULT PAL 
all then doesan IPC 
all pal. When the IPC returns (i.e. the faulting threadss
heduler replies), all the threads waiting on the faulting thread arewoken up.The IPC needs to be done in PAL mode as the 
ode dire
tly after itneeds to be atomi
 with respe
t to timer interrupts; if an interrupto

urs before the threads state 
an be modi�ed, then the faulting threadmay reenter the timefault handling 
ode, whi
h would lead to in
orre
tbehaviour.6. The fun
tion then returns to the threads restart address (saved on thesta
k before the IPC).5.5 Dis
ussionThe addition of the me
hanisms designed in Chapter 4 have been presented inthis 
hapter. As 
an be seen from examining the amount of 
ode presented, the



CHAPTER 5. IMPLEMENTATION 46fast 
ase (where all threads have suÆ
ient quanta) adds very little overhead,approximately 4 loads and 1 store for ea
h level in the hierar
hy. As thenumber of levels is expe
ted to be quite small (
ertainly less than 5), theadditional 
ode should have minimal impa
t on the 
a
hes, and should havea minor impa
t on the res
hedule time.The modi�
ation of the timeout me
hanisms should also redu
e the amountof 
a
he pollution, as insertion into and remove from the wakeup list(s) needonly tou
h the TCB of the thread at the head of the list, not ea
h waitingthread. These optimisations should speed the 
ommon 
ase where a thread
ompletes the IPC su

essfully, and needs to insert and remove itself from thetimeout queue.



Chapter 6ResultsThis se
tion presents the ben
hmarks used to determine the feasibility of thedesign and implementation presented in previous 
hapters.Figure 6.1 shows the general system setup used to exer
ise the new s
hedul-ing me
hanisms. Thread 0 is the root s
heduler for this system, and 
an be
onsidered to have 
ontiguous, in�nite time.
Thread 0

Thread 2 Thread 3

Thread 1 Thread 4

100100

Figure 6.1: Ben
hmarking systemThe potential quanta of thread 2 and thread 5 has been set to 100, so thatthey should re
eive equal amounts of CPU time over the measured interval.The basi
 fun
tion followed by the leaf threads (threads 1, 2, and 3) is anin�nite loop. For pro�ling purposes, every 1000 loops ea
h thread in
rementsa per-thread 
ounter that is visible to the rest of the threads in the system.Every 100ms, a high priority thread wakes up and re
ords these values. After47



CHAPTER 6. RESULTS 48100 iterations (so after 10 se
onds has passed), the measuring threads outputsits measurements and stops the ben
hmark.6.1 Hierar
hi
al s
hedulingThis ben
hmark examines the hierar
hi
al s
heduling me
hanisms implemented.Ea
h leaf thread exe
utes the in�nite loop des
ribed above, and the root s
hed-uler allo
ates threads 1 and 4 potential quanta after both have generated atimefault. The results are shown in Figure 6.2.
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Figure 6.2: Hierar
hi
al s
heduling resultsThe top line is thread 1's 
ounter, while the lower line is the sum of threads2 and 3. While the two lines are very 
lose, they are diverging by a small



CHAPTER 6. RESULTS 49amount. The 
ause of this is most probably the time donated by thread 0on timefaults | thread 5 also re
eives the donated timesli
e, but the time itspends exe
uting is not re
orded in this ben
hmark.Overall, this result is quite en
ouraging, as the results are basi
ally whatwas predi
ted. The individual 
ounters for threads 2 and 3 are not shown asthey are basi
ally identi
al.



CHAPTER 6. RESULTS 506.2 Resour
e IsolationThis ben
hmark examines the resour
e isolation me
hanisms implementedwithin L4. This ben
hmark is similar to the previous one, but thread 3 sleepsuntil halfway through the ben
hmark (as shown by the 
at portion of thegraph). The results for this are shown in Figure 6.3.
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Figure 6.3: Resour
e isolation resultsThe top line is thread 1's 
ounter. The middle line is thread 2's 
ounter,while the bottom line is thread 3's 
ounter. The major point to noti
e inthis graph is that thread 2 is the only thread e�e
ted by thread 3 waking up.Thread 1 does not noti
e any 
hanges in the amount of pro
essor time that itre
eives.



CHAPTER 6. RESULTS 51Again, these results were as expe
ted, with the other thread in thread 3'ss
heduling group losing half of its pro
essor time to thread 2, and thread 1re
eiving the same amount of time.



CHAPTER 6. RESULTS 526.3 Resour
e Revo
ationThis ben
hmark examines the resour
e revo
ation me
hanisms implementedwithin L4. The test is similar to the �rst ben
hmark, but halfway through thetest, thread 4 is no longer granted potential quanta, and so it and its 
hildrenshould not be able to exe
ute. The results are shown in Figure 6.4.
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Figure 6.4: Resour
e revo
ation resultsThe top line is again thread 1, while the bottom line is the sums of threads2 and 3. Halfway through the test, the pro
essor is revoked from thread 4,and hen
e threads 2 and 3. Thread 1 is now the sole runnable thread on thispro
essor, and its usage 
urve responds a

ordingly.This test was as expe
ted, with thread 1 re
eiving all the pro
essor time



CHAPTER 6. RESULTS 53after thread 5 had it revoked. This would be the expe
ted use of the revo
ationme
hanism | to allow a thread to re
eive a larger portion of a pro
essor byremoving resour
e rights from another thread.6.4 Dis
ussionOverall these results were en
ouraging. The results were as expe
ted, withsome slight deviation, probably due to the donation semanti
s of L4's IPCme
hanisms. The results shown in Se
tion 6.2 are parti
ularly important, inlight of the resour
e isolation goals of this thesis.



Chapter 7Con
lusionsThe aim of this thesis was to design 
exible, se
ure, and eÆ
ient s
hedulingme
hanisms for the L4 �-kernel, and implement them in L4/Alpha. Whilethe design of these me
hanisms was undertaken with these goals in mind, theresults from the ben
hmarks in the previous 
hapter validate those designde
isions.
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