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Abstract. Security and probability are both artefacts that we hope to
bring increasingly within the reach of refinement-based Formal Methods;
although we have worked on them separately, in the past, the goal has
always been to bring them together.
In this report we describe our ongoing work in that direction: we relate
it to a well known problem in security, Chaum’s Dining Cryptographers,
where the various criteria of correctness that might apply to it expose
precisely the issues we have found to be significant in our efforts to deal
with security, probability and abstraction all at once.
Taking our conviction into this unfamiliar and demanding territory, that
abstraction and refinement are the key tools of software development,
has turned out to be an exciting challenge.
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Introduction
When I took office, only high-energy physicists had ever heard of what is
called the World Wide Web. . . Now even my cat has its own page.

More than 10 years later, the internet is the playground of far stranger things
than White-House pets, 3 and some estimates place its size upwards of tens of
billions of websites: everybody and every thing seems to be at it. There has
been a boom not only in science and business but also in private transactions,
so that where once decisions were based on “rules of thumb” and inter-personal
relationships, now we increasingly defer to automation — even when it is our
security and privacy that is at stake.
The movement towards “transactions at a distance” has spawned a huge
number of ingenious algorithms and protocols to make computers do for us
what we used to do for ourselves, using “gut feeling” and the full repertoire of
body language and other out-of-band channels. The reliance on machines has
blurred the distinction between the real world –with all its uncertainties– and
software, with its inescapable reliance on an exact unforgiving model — one
that its designers hope has some connection to its environment and purpose. As
users thus we place an increasingly heavy burden on those designers: once they
?
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could assume absolute regularity; and now they must decide just what exactly
can be assumed in an uncertain world, and what guarantees can be given with
any confidence about the software they create.
The answer –we believe in Formal Methods – is to create rigorous models
of the phenomena with which the software must contend, as far as is possible.
As we do so, we are misunderstood by the wider Computer Science community
when they accuse us of believing that the real world can be captured entirely
in mathematics, or that the only way to write programs is to calculate them by
hand with a quill pen.
It is as if planning a household budget using decimals for dollars, and
a computer for calculation, were somehow evidence of one’s belief that
all of family life can be reduced to arithmetic. The truth –as everyone
knows– is that using arithmetic for what can be quantified leaves more
time to enjoy what can’t be.
Similarly, formalising and automating what can be captured in semantics, models
and calculi for computer applications leaves more time for concentrating on the
aspects that require intuition, common sense and good taste. Thus our aim is
always to expand our formalisations so that we can capture more. 4
In this paper we concentrate on capturing more aspects of software systems
for which security is an issue and whose operational envorinment is only partially
predictable. Specifically, our goal is a mathematical model of probability, security
and modularity: they are –we will argue– closely linked phenomena, and (we do
not need to argue) they are all relevant to the design of computer systems and
the control and understanding of their behaviour and their applications.
Crucial to getting a grip on slippery concepts is to setting up a framework
within which one can pose precise questions and draw rigorous conclusions. If the
conclusions agree with our intuitions, or nearly so, then we proceed, elaborating
the framework; if not, we backtrack and try a different angle. Constructing a
framework requires, in turn, a repertoire of small, compelling examples that can
serve as targets for the construction.
Our compelling example is Chaum’s well known exemplary problem of the
Dining Cryptographers: we stretch it and twist it in order to illustrate the intricacies that arise when we mix the above concepts. From there we discuss a
number of models which attempt to tame those intricacies, and finally we pose
some further intriguing lines of research.
4

Assailed on both sides, Formal Methods is sometimes thought to be trying to reinvent
or trivialise the long-established work of mathematicians. It’s not so. Nobody for
example worries about the correctness of Bubble Sort in principle; but because
source-level reasoning about array segments remains difficult for many people, every
day new and incorrect sorting programs are written by accident. . . and propagated:
that’s bad practice. Finding better ways to reason about array segments at the source
level would therefore be an improvement for everyone.

2

The Cryptographers’ Café

In this section we introduce Chaum’s Dining Cryptographers protocol, and we
outline the point of view that will allow us to use it to explore refinement and
nondeterminism as well as the security and probability it already contains. Here
is the original abstract, which sketches the problem domain:
Keeping confidential who sends which messages, in a world where any
physical transmission can be traced to its origin, seems impossible. The
solution presented here is unconditionally or cryptographically secure,
depending on whether it is based on one-time-use keys or on public keys,
respectively. It can be adapted to address efficiently a wide variety of
practical considerations. [8]
Now we look at the solution, and see where it leads.

2.1

Chaum’s solution: The Dining Cryptographers’ Protocol

Chaum’s protocol for anonymity is built around the following story:
Three cryptographers have finished their lunch, and ask the waiter for
their bill; the waiter says it’s already been paid. But by whom? The
cryptographers do the following to find out.
Each pair of cryptographers flips a fair coin privately between the two of
them, concealed from the third; then each announces whether she paid,
but lies if the two flipped coins she sees show different faces.

(1)

If the number of “I paid” utterances is odd, then indeed one of the cryptographers paid; but only she knows which one that was (i.e. herself). If
the number is even, then the bill was paid by a fourth party.
Chaum gives a rigorous mathematical proof that, no matter what an individual cryptographer observes, because the coins are fair (50%) the chance she
can guess which other cryptographer paid after the protocol (50%) is the same
as it was before (50%).
His proof does not refer to a specific program text, and so makes no use of
anything that could be called a program logic. Our contribution is not however to increase the rigour of Chaum’s argument. It is rigorous already. Rather
we want to find a way of capturing that style of argument in a programminglanguage context so that we can be more confident when we confront larger,
more complex examples of it in actual applications, and so that we have some
chance of automating it.

As a first step, we separate concerns by dealing with the hiding and the
probability separately. We name the cryptographers A, B and C; then
Cryptographer A’s utterance does not reveal whether she paid, since
neither of the other two cryptographers B, C knows both of the coins
A consulted when deciding whether to lie or not: Cryptographer B sees
one but not the other; and Cryptographer C sees the other but not the
one. The same applies from Cryptographers’ B, C points of view.
Yet when the parity of the three utterances is calculated, each coin is
tallied twice and so cancels out. Thus the parity of “I paid” claims is
the same as the parity of “I paid” acts. That number of acts is either
zero or one (because the bill is paid at most once, no matter by whom)
— and so it is determined by the parity.

(2)

The attractiveness of this formulation is that it reduces the problem to
Boolean algebra, a domain much closer to programming logic. But it raises some
intriguing questions, as we now see.
2.2

What is the relevance of the fair coins?

Given that the statement of the protocol (1) refers to “fair coins,” and our version of the correctness argument (2) does not, it’s reasonable to ask where in our
framework the fairness should fit in. Clearly the coins’ bias has some bearing,
since in the extreme case –returning always heads, or always tails– the cryptographer’s utterances won’t be encrypted at all: with each coin’s outcome known
in advance, whether or not the coin can be seen, a cryptographer’s utterance
will reveal her act. In that case the protocol is clearly incorrect.
But what if the coins are biased only a little bit? At what point of bias does
the protocol become incorrect? If it’s correct only when the coins are exactly fair,
and incorrect otherwise, is the protocol therefore unimplementable? Or does it
become “increasingly incorrect” as the bias increases? After all, there are no
exactly fair coins in nature.
And worse — what about the case where the coins are extremely biased,
but no-one knows beforehand what that bias is? Furthermore, does it make a
difference if the bias is not fixed and is able to change with time?
2.3

The Café

The key to the questions of Sec. 2.2 –and our point of departure– is time in
the sense that it implies repeated trials. We elaborate the example of Sec. 2.1
by imagining that the cryptographers meet in the same café every day, and
that the protocol (1) is carried out on each occasion. Suppose that the waitress,
observing this, notes that Cryptographer A always says “I paid.” 5 What does
she conclude?
5

More precisely, she serves a statistically significant number of lunches, say a whole
year’s worth, and Cryptographer A says “I paid” on all of them. This is discussed
further in Sec. 8.10.

She concludes quite a lot. Given that the coins are independent of each other
(irrespective of whether they are fair), and that Cryptographer A follows the
protocol properly (whether she believes she paid is not influenced post hoc by the
coin-flips), the waitress concludes that Cryptographer A either pays every time,
or never pays. Moreover, she knows also that both of the coins Cryptographer A
sees are completely unfair. For this is the only way, given independence (and in
the absence of magic) that the utterance of A can be the same every time. Note
that the waitress does not learn whether A is a philanthropist or a miser; she
learns only that A is resolutely one or the other. Thus –in spite of (2)– without
an explicit appeal to fairness the protocol seems insecure.
Let’s push this example further, and examine its dependence on the coins’
bias when that bias is not extreme. For simplicity, we consider just one hidden
coin c and a secret h: the coin is flipped, and c=h is revealed. 6 What do we
learn about c and h if this is done repeatedly?
From now on, for uniformity, our coins show true and false (sometimes abbreviated T and F). Over many runs, there will be some proportion pc of c’s
being T; similarly there will have been some proportion ph of h’s being T. The
resulting proportion of c=h’s being true will then be
pt

:=

pc ph + (1−pc )(1−ph ) ,

(3)

and arithmetic shows that pt is 1/2 just when one or both of p{c,h} is 1/2.
If pt is not 1/2, then it will be some distance away so that 2pt is 1+εt , say,
and for ε≥0 we could say that an ε-biased coin has a probability range of ε, the
interval [(1−ε)/2, (1+ε)/2], an interval which we abbreviate as just [ε]. Defining
εc , εh similarly, we can bring (3) into a much neater form, that
εt

=

εc εh .

(4)

Then, since |ε{t,c,h} | ≤ 1, we can see immediately that |εt | ≤ |ε{c,h} |. That is,
the observed bias |εt | is a lower bound for the hidden biases |εc | and |εh |. Note
particularly that whatever |εt | we observe we can infer a no lesser bias |εh | in
the hidden h without knowing anything about the bias (or not) of the coin c.
That last sentence gives us a glimpse of the continuum we were looking for:
if there is no observed bias, i.e. εt is zero, then one of ε{c,h} must be zero also
and we learn nothing about the other one. On the other hand, if c=h always or
never, so that εt is one, then both ε{c,h} must be one as well.
Between the extremes of exactly fair (ε=0) and wholly nondeterministic
(ε=1), however, we have coins of varying quality. What can we conclude about
those?
2.4

The challenge

The series of examples and questions above are intended to reveal what we consider to be important and significant challenges for any formal method operating
6

This is an example of what elsewhere we call the Encryption Lemma.

in the domain of probability, nondeterminism and security. In Sec. 8 to come we
will return to the Café and say more about what outcomes we expect from a formal analysis built on a model that is practical enough to use in the construction
of actual software. Between now and then, we (re-)visit the underlying themes
that have led us to this point.

3

Underlying themes: a trio of features and their history

Program models and logics applicable to problems like those above will include demonic choice, probabilistic choice and hidden variables. Rather than
attempting to integrate these features at once we have approached the problem
in smaller, overlapping steps. A benefit is a thorough and incremental exploration of the different modelling issues; another benefit is that some of the less
feature-rich models are adequate for modelling certain classes of problems, and
so it has been worthwhile to explore these models in their own right.
One of the first steps taken towards the integration of demonic choice, probabilistic choice and hidden variables was to build a framework [41, 59] combining
the first two of these three features. Another has been the development of the
Shadow Model [37, 44, 49, 54–56] for programs with demonic choices and hidden
state (but not probability).
A third development, which we report in this paper, may be seen as a hybrid of the above two models in which the value of the hidden variables may
be unknown, but must vary according to a known distribution. This model,
the Quantum Model, does contain nondeterminism; but this nondeterminism is
“visible,” whereas uncertainty about the value of the hidden state can only be
probabilistic and not nondeterministic.
In the following sections we start by giving an overview of all of those frameworks: the basic model, the Shadow Model and the Quantum Model. We conclude
with a discussion of the challenges posed by integrating the three and, on that
basis, we suggest another incremental way to move forward.

4

The basics: Probability and Demonic Choice 7

Demonic choice in sequential programming was conspicuously popularised by
Dijkstra [14]: it was perhaps the first elementary appearance of nondeterminism
at the source-code level, and was intended to express abstraction in the design
process. 8 As its importance and relevance increased, it acquired an operator of
its own, so that nowadays we simply write this u that for pure demonic choice,
whereas Dijkstra would have written
if true → this
[] true → that
fi .
7
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This section is very brief, given the availability of other literature
[6, 7, 17, 21, 23–27, 29, 39–42, 21, 45–48, 52, 53, 58, 59, 64, 65].
And it was often misunderstood to be advocating nondeterminism at run-time.

A natural refinement of the qualitative unpredictable choice u is the quantitatively unpredictable choice p ⊕, so that this p ⊕ that chooses this with probability
p and (therefore) that with probability 1−p. This replacement of u by p ⊕ was
given a Dijkstra-like semantics by Kozen [34, 35] and, later, put in a more general
setting by Jones [32, 31].
Our own contribution was to treat both forms of nondeterminism –demonic
and probabilistic– within the same framework, thus simultaneously generalising
the two approaches above [41, 59]. With this in place, we can describe a “nearly
fair choice” by using both forms of nondeterminism together. For example, the
behaviour of a program this [ε] ⊕ that which describes a coin “within ε of being
fair” may be represented by
(this

1−ε
2

⊕ that)

u

(this

1+ε
2

⊕ that) .

This begins to address the issue of nearly fair coins that was first raised in
Sec. 2.2 and to which we return in Sec. 8.

The Shadow: Hidden Nondeterministic State 9

5
5.1

The Shadow in essence

The Shadow Model arose in order to allow development of non-interference style protocols by refinement. A long-standing problem in the area was that
nondeterminism in a specification usually is an invitation to the developer (or
the run-time system) to pick one alternative out of many presented: the intention
of offering the choice is to indicate that any of the alternatives is acceptable.
In security however nondeterminism indicates instead a hidden, or highsecurity value known only to be in a set; and an implementation’s picking just
one of those values is exactly what the specification is not allowing. Rather it
is specifying exactly the opposite, that the “ignorance” of the unknown value
should not be decreased.
In the Shadow Model these two conflicting uses of nondeterminism are dealt
with by partitioning the state space into visible variables v: V, say, and hidden
variables h: H and storing the hidden part as a set of the possible values it could
be, rather than as a single definitive value — that is, the state space is V×PH
rather than the conventional V×H. 10 Then (informally) conventional refinement
allows whole sets of hidden variables’ values to be discarded; but it does not allow
the sets themselves to be reduced.
For example, for the program
v:∈ {0, 1}; h:∈ {v+1, v+2}

(5)

the denotation in the style V×PH as above of the final states would be the set of
pairs {(0, {0, 1}), (1, {1, 2})}; and a possible refinement then would be to throw
9
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Also this section is brief: there are two other detailed papers at this venue on The
Shadow [44, 55].
We write P· for powerset.

the whole first pair away, leaving just the {(1, {1, 2})} which is the denotation
of the program v:= 1; h:∈ {v+1, v+2}. On the other hand, it is not a refinement
simply to remove values from the h-sets: the denotation {(0, {1}), (1, {2})} of
the program v:∈ {0, 1}; h:= v+1 is not a refinement of (5).
With this Shadow Model one can prove that the Dining Cryptographers
Protocol is secure for a single run, in the sense that it is a secure refinement
of the specification “reveal whether a cryptographer paid, and nothing else.”
(See Sec. 8.1 for a more detailed discussion of this and, in particular, for the
significance of “single run.”)
5.2

The Shadow’s abstraction of probability

The Shadow is a qualitative semantics for security and hiding, indicating only
what is hidden and what its possible values are. In practice, hidden values are
chosen quantitatively according to distributions that are intended to minimise
the probability that an attacker can determine what the actual hidden variables
are.
In the cases where a quantitative analysis is necessary, an obvious step is
to replace the encapsulated set PH of hidden values by instead an encapsulated
distribution DH over the same base type, so that the state space becomes V×DH.
That leads conceptually to what we call The Quantum Model, explained in the
next section.

The Quantum Model: 11 Hidden probabilistic state
and Ignorant nondeterminism

6
6.1

Motivation

Our work on probabilistic/demonic semantics, summarised above in Sec. 4,
achieved a natural generalisation of its antecedents: its operational (relational)
model was S →PDS, generalising both the purely demonic model S →PS and the
purely probabilistic model S → DS; 12 and its corresponding “expectation transformer” model (S→R) → (S→R) generalised the predicate-transformer model
(S→{0, 1}) → (S→{0, 1}), 13 including the discovery of the quantitative form of
conjunctivity, called sublinearity [41, p.146].
11
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13

Initial experiments with this are described in unpublished notes [57, 38].
We said “conceptually” above because in fact the Quantum Model was developed
ten years before The Shadow, in response to issues to do with data refinement as
explained in Sec. 6.2 below. Because of the model’s complexity, however, it was
decided to “put it on ice” and seek an intermediate, simpler step in the hope that
it would make the issues clearer. We alter the fossil record by placing the Shadow
before the Quantum in this presentation.
We write D· for “distributions over.”
The predicate-transformer model is usually described as PS →PS. We used the above
equivalent formulation to make the connection clear with the more general model.

module Spade {
private h:= T u F;
public Flip { g:= h; h:= T u F }
}
(b) The Demonic Spade

module Fork {
// No data.
public Flip { g:= T u F }
}
(a) The Demonic Fork

Fig. 1. The Fork has no data. The Spade has a local variable h initialised demonically.

Much of that work was achieved by “playing out” the initial insights of Kozen
and Jones [34, 35, 32, 31] along the the familiar trajectory that Dijkstra [14] and
others had established for purely probabilistic and purely demonic programs
respectively. An unexpected obstacle arose however when we attempted to continue that trajectory along the path of data refinement [33, 4, 19]. We found that
the modular probabilistic programs require the same program features –such as
the ability to hide information– as security applications do.
We explain the data-refinement problem in the following section; it leads
directly to the Quantum Model.
6.2

The Fork and the Spade 14

Consider the two modules shown in Fig. 1. It is well known that the left-hand
module Fork can be transformed via data-refinement into the right-hand module
Spade; we just use the representation transformer h:= T u F. 15
The algebraic inequality (actually identity) that justifies this is
g:= T u F; h:= T u F

v

h:= T u F; g:= h; h:= T u F ,

that is that OpF ; rep v rep; OpS where OpF is the Fork’s operation and OpS is
the Spade’s operation and rep is the representation transformer [4, 19, 5]. Now we
can carry out the same transformation (structurally) if we replace demonic choice
u by probabilistic choice p ⊕ throughout, as in Fig. 2. This time the justifying
inequality is
g:= T p ⊕ F; h:= T p ⊕ F

v

h:= T p ⊕ F; g:= h; h:= T p ⊕ F .

(6)

Unfortunately, in the probabilistic case the (6)-like inequality fails in general
for statements in the rest of the program, whatever they might be. For example,
consider a statement g 0 := T u F in the surrounding program, for some second
global variable g 0 distinct from g. The justifying (6)-like inequation here is the
requirement
g 0 := T u F; h:= T p ⊕ F
v
14
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0

h:= T p ⊕ F; g := T u F .

(7)
(8)

These two examples were prominent players in the Oxford-Manchester “football
matches” on data-refinement in 1986 [2].
We are using the formulation of data-refinement in which the “coupling invariant” is
given by a program rather than a predicate [4, 19]: here we call it the representation
transformer.

module Fork {
// No data.
public Flip { g:= T p ⊕ F }
}
(a) The Probabilistic Fork

module Spade {
private h:= T p ⊕ F;
public Flip { g:= h; h:= T p ⊕ F }
}
(b) The Probabilistic Spade

Fig. 2. This time The Spade has a local variable h initialised probabilistically.

And this putative refinement fails, for for the following reasons.
In our basic semantics of Sec. 4, on the right-hand side (8) we can have g 0
and h finally equal on every run, since the demonic assignment to g 0 can be
resolved to g:= h. But leaving g 0 , h equal every time is not a possible behaviour
of the left-hand side (7), since the demon’s assignment to g 0 occurs before h’s
final value has been chosen.
This failure is not acceptable. It would mean that altering the interior of a
module could not be done without checking every statement in the surrounding
program, however large that program might be. The point of having modules is
to avoid precisely that.
6.3

Encapsulated distributions, and the Quantum Model

The key idea for solving the data-transformation problems exemplified by the
failed refinement (7)6v(8) is to “encapsulate” the local variable h in a distribution, one to which nondeterminism related to the visible variable v does not have
access. Thus where the state-space normally would be V×H, the encapsulated
state-space would be S:= V×DH. On top of this we introduce the basic construction for probability and nondeterminism Sec. 4, which then gives S → PDS as
our model: putting them together therefore gives (V×DH) → PD(V×DH) overall
as the semantic type of a program with visible- and local variables.
From now on local variables will be called hidden variables. Here is an example of how the above could work.
In the classical model (V×H) → PD(V×H) the program h:= T p ⊕ h:= F produces from initial state (v0 , h0 ) the singleton-set outcome {(v0 , T) p ⊕ (v0 , F)},
i.e. a set containing exactly one distribution; it’s a singleton set because there’s
no demonic choice. A subsequent program v:= T u v:= F then acts first on the
distribution’s two points (v0 , T) and (v0 , F) separately, producing for each a
further pair of point distributions: we get {(T, T), (F, T)} in the first case and
{(T, F), (F, F)} in the second. 16 Those two sets are then interpolated Cartesianwise, after the fact, using the same p ⊕ that acted originally between the two
initial points. That gives finally the four-element set
{(T, T) p ⊕ (T, F), (T, T) p ⊕ (F, F), (F, T) p ⊕ (T, F), (F, T) p ⊕ (F, F)} ,
16

We use x for the point distribution assigning probability one to x and (therefore)
zero to everything else.

that is a four-way demonic choice between particular distributions. 17 The third
of those four demonic choices is the distribution (F, T) p ⊕ (T, F) in which the
final values of v, h are guaranteed to be different; the second on the other hand
is (T, T) p ⊕ (F, F) where they are guaranteed to be the same. The demon has
access to both choices (as well as the other two remaining), and in this way can
treat a testing-inspired postcondition v=h with complete contempt, forcing the
equality to yield true or false exactly as it pleases. The operational explanation
we give (have given) for this is that the demon, acting second, “can see” the
value of h produced first and than can target, or avoid it at will.
Now we contrast this with the encapsulated “quantum” view. This time the
model is (V×DH) → PD(V×DH) and the program h:= T p ⊕ h:= F produces from
initial state (v0 , h0 ) the singleton-set outcome {(v0 , T p ⊕ F)} again containing
just one distribution: but crucially this time it is a point distribution: the proper
(non-point) probabilistic choice over h is still “suspended” further inside. Given
a point distribution, the subsequent program v:= T u v:= F has only one point
to act on, giving the set {(T, T p ⊕ F), (F, T p ⊕ F)} and with no Cartesian-wise
interpolation. Now if the postcondition is again v=h, then the demon’s attempt
to minimise its probability of being true is limited to just two choices (no longer
four), that is in deciding which of p and 1−p is the lesser and acting appropriately.
For example if p were 3/4, i.e. it is more likely that h is T, then the demon
would choose the second pair (corresponding to having executed v:= F), and the
probability of v=h would be only 1/4. The demon can do this because, although
it cannot see h, it can still see the program code and thus knows the value of
p. In spite of that, it cannot make the v=h -probability lower than 1/4 and, in
particular, it cannot make it zero as it did above.
With that prologue, we can now explain why we think of this as the “quantum
model.” 18
6.4

The act of observing collapses the distribution

We take h:= T p ⊕h:= F again as our first step, and in the quantum model (which
we now call the above) we reach outcome {(v0 , T p ⊕ F)}. But now we take as
our second step the command v:= h whereby the suspended “quantum state”
T p ⊕ F of h is “observed” by an assignment to the visible v. What happens?
In this model, the assignment v:= h “collapses” the quantum state, forcing it
to resolve its suspended probabilistic choice one way or the other: the outcome
overall is {(T, T) p ⊕ (F, F)}, now a visible probabilistic choice p ⊕ in both of
whose branches the value of h is completely determined: it’s given by the point
distribution T or by the point distribution F.
17

18

In the basic model this includes as well, by convention, all interpolations of those
four distributions.
And we must say right away that it is not at all (in our view) a real contender for a
model of quantum computation, because for a start our probabilities are real-valued:
for qbits they would instead have to be complex numbers. It does however have some
features reminiscent of popular-science accounts of quantum mechanics, as we now
see.

As a second example of quantum collapse, we consider the program
h:= (0 ⊕ 1 ⊕ 2 ⊕ 3); v:= h mod 2
in which the repeated ⊕’s indicate a uniform choice, in this case between four
alternatives and so 1/4 for each. Here the first command produces a fully encapsulated state as before; but the second statement collapses it only partially. The
final outcome has denotation {(0, 0 1/2 ⊕ 2) 1/2 ⊕ (1, 1 1/2 ⊕ 3)} , representing a
program we could write
v:= 0; h:= 0 1/2 ⊕ 2

1/2 ⊕

v:= 1; h:= 1 1/2 ⊕ 3

in which a visible probabilistic choice 1/2 ⊕ occurs between the two possibilities
for the low-order bit of h (0 or 1), but the value of the high-order bit is still
suspended in the hidden, internal probabilistic choice.
For this program you can be sure that afterwards you will know the parity
of h, but you cannot predict beforehand what that parity will be. And –either
way– you still know nothing about the high-order bit.

7

The Generalised Quantum Model

However compelling (or not) the Quantum Model of Sec. 6.3 might be, it can
only be a step on the way: in general, hidden variable h could be the subject
of nondeterministic assignments as well as probabilistic ones; and the model
(V×DH)→PD(V×DH) is not rich enough to include that, since the encapsulated
state for h is only DH.
The ability to specify nondeterministic and probabilistic assignments to h
is especially important for real applications in which the source of randomness,
used to conceal a hidden value, is not perfect. For example, the coins used by the
Dining Cryptographers of Sec. 2 will probably be both demonic and probabilistic,
since as we noted “fair coins” are ideal objects that do not exist in nature. Not
only will a typical coin have a heads-probability of “nearly” (but not exactly)
50%, that probability could vary slightly depending on environmental conditions
(e.g. ambient temperature): thus we must ultimately deal with not only accuracy but stability. The abstraction coin:= T [ε] ⊕ F, introduced in Secs. 2.3 & 4,
describes that nicely: it’s a coin whose total deviation is ε, centred on being
fair. The value ε, which represents the stability of the coin, may be treated as a
parameter of the problem.
7.1

Preliminary investigations

Early investigations led us to suppose that the type of a Generalised Quantum
model might be
↓ outer
(V×PDH) → PD(V×PDH) ,
↑ inner

(9)

in which hidden assignments, such as h := A [ε] ⊕ B would be recorded in the
“inner” PD, and visible assignments, v := A [ε] ⊕ B, would be captured in the
“outer” PD. In this model interactions between nondeterminism and probability
in such visible (or hidden assignments) would be treated as before: a statement
v:= T [ε] ⊕ F, for example, is the nondeterministic choice over all probabilities
p∈[ε], that is |2p−1| ≤ ε, of the pure probabilistic choice v:= T p ⊕ F. If all this
were to be done successfully, we would be able to observe continuous range of
behaviours as ε varies from 0 up to is maximum value 1: when ε is zero, as small
as it can be, we have ([0] ⊕) = (1/2 ⊕), i.e. pure probabilistic choice. And when ε
is 1, as large as it can be, we have ([1] ⊕) = (u), pure demonic choice.
In spite of this promising beginning, the proposed fully generalised model
(9) stretched our expertise: calculations in it were quite complex, and its logic
was elusive [57, 38]. As a strategic move, therefore, we put that path aside and
(eventually) decided to address a simpler, but related problem: with a final
goal of encapsulated demonic/probabilistic state in mind, and a tentative model
of encapsulated probability (alone, as above), it seemed reasonable to attempt
a model of encapsulated demonic nondeterminism (alone). That became the
Shadow Model of Sec. 5. 19
In this remainder of this section we outline some of the challenges we face in
generalising the Quantum model so that the encapsulated hidden state may be
both probabilistic and nondeterministic.

7.2

The observers’ view: a difficulty

In a typical security application there may be multiple agents with different
views of the system (that is, different partitions into visible and hidden). For
example, in the Dining Cryptographers, the waitress has one perspective of the
system, and Cryptographer A has another. Similarly, a system comprising many
modules, each with different visibility requirements, may be thought of as being
composed of multiple agents each one with her own view.
Both the Shadow and Quantum models may be used to model such applications from the perspective of any one of the agents, or observers, in the system.
In these program models, the state space describes not just the visible state from
that observer’s perspective, but what is known about the visible/hidden -state
partition. How might we represent an observer’s perspective of the state in a
model in which hidden variables may be set probabilistically and nondeterministically?
Unfortunately, our earlier guess (9) is too simplistic to specify some programs
that we might be interested in. Take for example a system that is to be modelled
19

This is a revisionist history in a further sense, since the full encapsulated model –as
a goal– was sitting happily on the shelf until Engelhardt and Moses, independently,
encouraged us to look at their achievements –with van der Meyden– in dealing
simultaneously with refinement and knowledge [16, 15].

from the perspective of an onlooker who can see variable v, but not h. What can
that observer see, and deduce, after the operation
v := T 1/2 ⊕ F; h:= v

u

v := T 1/2 ⊕ F; h:= ¬v

(10)

in which both the u and the 1/2 ⊕’s are hidden?
Since the u in particular is hidden and the outcome of the visible variable v
is indistinguishable in both alternatives, the denotation of the program’s result
cannot use the outer P to express that choice: we are limited to denotations of
the form D(V × PDH)). In fact (abusing notation) it must be of the form
V × PDH

1/2 ⊕

V × PDH

since the observed distribution of v between T and F will be 50% no matter
which branch is taken. What then are the candidates for the left- and the right
PDH? It can’t be {T, F} on both sides, since that loses the property of (10) that
the h-values are also 50% distributed.
But how else might the observer describe what he can and cannot see about
that operation within the program model proposed? It doesn’t seem as though
it can be done without either revealing too much about the value of the hidden
variable, or retaining too little information about its distribution.
This suggests that a state space richer than V × PDH is going to be needed
to describe an observer’s view of the program state. That is one aspect of our
current research.
7.3

Multiple agents: who makes the choice?

In The Shadow- and in The Quantum Model the state space is used to describe
the behaviour of a program from the perspective of one of the agents in the
system. Systems with multiple agents may thus be analysed by considering the
system view of each agent separately. (The Quantum Model is limited in this
respect since it cannot be used to model the perspective of any agent for which
the hidden state is subject to nondeterminism.)
For example, take a system with Agent A, who can see variable a only, Agent
B that can see variable b only and (implicitly) an anonymous observer who can’t
see either. Suppose A sets a nondeterministically, and then B does the same with
b as in the program
visA a; visB b;

a:∈A {T, F}; b:∈B {T, F} ,

where “visA ” means visible only to Agent A (and similar), and “:∈A ” means
chosen according to what Agent A can see.
With the Shadow Model, we see that from the point of view of Agent A the
system is vis a; hid b · · · , i.e. with a visible and b hidden. To Agent B it is
complementary, that is as if declared hid a; vis b · · · — and for the anonymous
observer it is hid a, b · · · .

The reason that each agent may be treated separately in the Shadow semantics (which is defined using a “one-test run testing regime” — see Sec. 8.3
to come) is that we do not care (and cannot tell) whether nondeterministic
choices are made independently or not. For example, when the Shadow is used
to model the system from Agent A’s perspective, we cannot tell whether the
choice b:∈B {T, F} can be influenced by the value of a, and so as Agent A we do
not need to know what Agent B’s view of the system is. (The Quantum model
avoids these issues altogether by dissallowing hidden-state nondeterminism.)
Unfortunately, the situation is unlikely to be as simple in the Generalised
Quantum model. Consider the similar system
visA a; visB b;

a:= T 1/2 ⊕ F; b:∈B {T, F}

in which the first choice is probabilistic. From A’s point of view it is still
vis a; hid b but, in spite of the fact that A cannot see b it is still important to A
whether the choice b:∈B {T, F} can depend on a. This is because the outcome
of a subsequent code fragment vis a0 ; a0 := a⊕b is affected by that question. 20
That is, even from A’s point of view it has become important what B can see,
and that B makes the choice b:∈B {T, F} rather than for example b:∈A {T, F}.
For this reason it might not be possible to split our analysis neatly into separate
views as we do in The Shadow. That is, if we would like to model probabilistic
programs with multiple agents, and have so-called “nuanced” nondeterministic
choices as above, controlled by different agents, then we will require a semantics
that retains information about the different agent’s views of the system.
Instead of working directly on such a feature-rich program model, we suggest
that a next step forward would be to build a model where hidden nondeterministic choices must be made with either total ignorance, oblivious choice, or
knowledge of the entire state (omniscient choice). It would be sufficient in the
dining cryptographers problem, for example, to model all the choices as being
oblivious.

8

The Cryptographers’ Café: Reprise

Long ago (it must seem) in Sec. 2 we posed the problem of an accurate analysis
of the Cryptographers’ Café; in the meantime we have examined a number of
potential program models and background issues. We can note immediately that
the basic probabilistic/demonic model of Sec. 4 is not rich enough to formalise
our problem, because the coins must be hidden. And since the cryptographers’
coins involve both probability (because we suspect they must be fair coins)
and demonic choice (because we cannot expect to find physical coins that are
exactly fair), neither the technique of Sec. 5 (for hidden demonic choice) nor
of Sec. 6 (for hidden probability) is sufficient on its own. In Sec. 7 just above
we investigated therefore some of the issues to be faced when joining hidden
probability and hidden nondeterminism together. In this section, we speculate
on what we might find once we have done so.
20

We write ⊕ for exclusive-or.

hid yA , yB , yC ;

hid yA , yB , yC ;

reveal yA ⊕ yB ⊕ yC

|[ hid cA , cB , cC : Bool;
cA :∈ Bool;
cB :∈ Bool;
cC :∈ Bool;
reveal yA ⊕ cB ⊕ yC ;
reveal yB ⊕ cC ⊕ yA ;
reveal yC ⊕ cA ⊕ yB ;
]|

(a) Specification

(b) Implementation

The three cryptographers’ choices are y{A,B,C} ; the three coins are c{A,B,C} with cA
being opposite yA etc. and so hidden from her. We assume the cryptographer’s choices
are made before the protocol begins; the coins, which are local variables, are flipped
during the protocol.
The statement reveal E publishes to everyone the value of E but does not expose
explicitly any of E’s constituent sub-expressions [43, 49, 37].
Thus the specification reveals (to everyone) the exclusive-or of the cryptographers’
actions. The implementation reveals three separate Booleans whose exclusive-or equals
the value revealed by the specification. The key question is whether the implementation
reveals more than that.
Fig. 3. The Dining Cryptographers: Specification and Implementation

8.1

The Shadow suffices for one-off lunches

We must remember right at the start that the Dining Cryptographers Protocol
is not itself under suspicion. Rather we are using it –in various formulations– to
test our approaches to capturing the essential features of protocols of the kind it
exemplifies. We have already showed elsewhere [54, 49] that the Shadow Model
can prove the refinement (a) v (b) in Fig. 3.
Yet we argued in Sec. 2 that Fig. 3(b) is not a correct implementation in the
case that the cyptographers are observed over many trials. What exactly then
did our purported proofs show? The answer depends crucially on the notion of
what tests we are allowed to perform on the implementation. 21
8.2

Testing standard classical sequential programs

By standard programs we mean “non-probabilistic,” and by classical we mean
“without hiding.”
21

This is true when assessing the suitability of any notion of computer-system correctness: one must know exactly what tests it is expected to pass.

A test for a standard classical program Q is a context C into which the
program Q can be put. The combination C(Q) is then run a single time, and it’s
observed whether C(Q) diverges or not. We have P v Q for testing just when,
for all C, if C(Q) fails the test by diverging, on any single run, then C(P ) can
fail also. 22
How does this fit in with wp-style refinement? There we have the definition
P vwp Q just when for all postconditions ψ the implication wp.P.ψ ⇒ wp.Q.ψ
holds [3, 61, 50, 51, 5], where a postcondition is a subset of the state space (equivalently a predicate over the program variables).
Now if P vwp Q then by monotonicity of programs and the permissibable
program operators we have that C(P ) vwp C(Q), and so we have as a consequence the implication wp.C(P ).true ⇒ wp.C(Q).true — that is, if C(Q) can
diverge (¬wp.C(Q).true) then so can C(P ) diverge (¬wp.C(P ).true). That establishes that wp-refinement implies testing refinement as we defined it above.
For the opposite direction, we suppose that P 6vwp Q so that for some state
s0 and postcondition ψ we have wp.P.ψ.s0 ∧ ¬wp.Q.ψ.s0 . Choose context C so
that C(X) is s:= s0 ; X; {ψ}, where the assumption {ψ} acts as skip in states
satisfying (belonging to) ψ and diverges otherwise [51, Sec. 1.8]. Then C(P ) does
not diverge but C(Q) can diverge, so that we have P 6v Q for testing also, and
have established that in fact vwp and single-time-testing refinement are exactly
the same.

8.3

Testing standard programs with hiding

To capture hiding, our tests are extended: they now include as well as the above
(Sec. 8.2) an attacker’s guess of the value of h within its type H: it’s expressed
as a subset H of H of the value the hidden variable h might have. A programin-context C(Q) is deemed to fail the test H if either it diverges (as before) or
it converges but in that latter case the attacker can prove conclusively on the
basis of his observations that h∈H.
With these richer tests we can see more structure in their outcomes. Whereas
in Sec. 8.2 there were just two outcomes diverge and converge, now there are
many: we have diverge as before, but now also converge with h provably in H for
any H⊆H. The two-outcome case Sec. 8.2 is just the special case in which we fix
H:= ∅. Clearly there is a refinement order on these outcomes, too: divergence is
at bottom, and larger guesses are above smaller ones — we could call this order
vobs .
With the differing detail but unifying theme of this section and the previous,
the use of the context, and the general idea behind it, should now be clear: given
two programs P, Q whose refinement status might be complex, we define P v Q
just when for all contexts C we have C(P ) vobs C(Q). The point of that is the
22

Here we borrow notions best known from process algebra [10]; those ideas featured
prominently in the football matches [2].

simplicity of vobs — it is necessarily a subjective definition, and so must be one
that the community generally can accept as self-evidently reasonable. 23
8.4

The “single-test” convention applies to The Shadow

In both Sec. 8.2 and Sec. 8.3 above we stipulated “single tests,” and this is
surprisingly important. Its consequence is that an implementation cannot be
invalidated on the basis of considering two or more testing outcomes at the
same time: each test must be considered on its own. This is not a theorem, or
even a necessity: rather it is an explicit choice we make about how we define “is
implemented by.”
It’s this single-time definition of test that prevents our telling the difference
between “cold” nondeterminism that is unknown but fixed (like having either
a heads-only or tails-only coin, but not being able to predict which it will be),
and “hot” nondeterminism that can vary (like an ordinary coin that can reveal
a different face on each flip, even though we know it’s either heads or tails).
We do not judge this distinction either as worthwhile, or worthless: it depends
on the circumstances. Nevertheless if one adopts the single-time testing regime,
then there is no point in having a semantics that distinguishes hot- from cold
nondeterminism. Given the style of computing that was dominant at the time of
flow-charts [18], and the introduction of Hoare logic [28] and weakest preconditions [14], it’s no wonder that single-time testing was assumed: most programs
were sequential, and ran on mainframes. That assumption is one of the reasons
that the relational calculus –so simple– is sufficient for that kind of sequential
program: it need not (cannot) distinguish hot and cold.
The Shadow too, in that tradition, is based on single tests — as are many
other formal approaches to non-interference [20, 9, 36, 63]: and that is why it does
not necessarily apply to the Café in which, effectively, many tests are made.
It is also the reason that The Shadow does not stipulate whether later hidden
nondeterministic choices can be influenced by earlier hidden nondeterministic
outcomes. (Recall Sec. 7.3.) It seems a reasonable question: given that the hidden
choice h0 :∈ {T, F} cannot be seen by the attacker, can it be seen by a subsequent
hidden choice h1 :∈ {T, F} to a different variable? The surprising answer, as we
saw, is that it doesn’t matter, since in single-time testing you cannot determine
whether the h1 -choice was influenced by the h0 -choice or not.
8.5

Proving (in-)correctness in the Café

Having addressed the question posed at the end of Sec. 8.1, the next step is to ask
how the purported refinement of Fig. 3 would fare in a probabilistic/demonic23

A particularly good example of this is found in probabilistic/demonic process algebras [1], where the notion of refinement is very complex and not generally agreed.
Research there concentrates on finding a testing regime that uses contexts to reduce
refinement to something as simple as decreasing the probability of divergence, or
increasing the probability of performing some single distinguished “success action”
[10].

with-hiding semantics if we constructed one along the lines suggested in Sec. 7.
The answer is that we expect it to fail. In this section we sketch speculatively
just how the as-yet-to-be-constructed model would signal that failure.
Rather than address the whole protocol, we concentrate on the Encryption
Lemma, a key part of its qualitative proof [54, 43, 49]. That lemma states that
in the context of a global hidden Boolean h the following refinement holds:
skip

v

|[ hid h0 ; h0 :∈ Bool; reveal h⊕h0 ]| .

24

(11)

This via refinement states that the right-hide side reveals nothing about h, since
clearly the left-hand side does not.
Now suppose that the global h has been set previously via an assignment
h:= true p ⊕ false. (In so doing, we leave the world of single-time testing, since
probabilities cannot be expressed or detected there.) Does (11) still hold?
In our semantics we might expect that the denotation of the right-hand
side of (11) is a set of behaviours that may be observed by an onlooker, in
which each of those observable behaviours is associated with a set of “hidden”
probabilistic states that could actually have produced it. In this program an
onlooker can see the outcome of the reveal statement, and so an observable
behaviour is the distribution of true and false values shown by the reveal. Given
that the demonic choice h0 :∈ Bool is interpreted as “choose h0 with some unknown
probability q” [41, 59], where 0≤q≤1, for each observable behaviour of the reveal
statement we can calculate that what h0 must have been from the fact that h
was set deterministically using probability p. This means that there can only be
one “hidden” probabilistic state associated with every visible outcome. For all
visible outcomes other than that created by choosing h0 to be 1/2, there will
be a correlation between the outcome of the reveal statement and the hidden
distribution of h-values: that means that our knowledge of h’s value will not
have been left unchanged by the operation. And this is not something that our
mathematical definition of refinement would accept as a refinement of skip since,
that would –of course– have left h’s distribution unchanged.
8.6

Testing probabilistic programs with hiding

Given the conceptual programme established by our discussion of testing, the
guesswork of Sec. 8.5 must be accompanied by a discussion of the testing regime
we have in mind. As remarked there, it cannot any longer be single-time.
Here we expect to be using single-tabulation testing: the program Q under
test is run repeatedly in come context C, and we tabulate the outcomes and their
frequencies. What we are not allowed to do is to run the program repeatedly
on two separate occasions and then to draw conclusions from the two separate
tabulations that result.
Such a regime is implicit in our earlier probabilistic work where however we
do not model hiding [41, 59]. We would therefore –without hiding– be dealing
24

We use brackets |[ · ]| to delimit the scope of local declarations.

with a quantitative version of the tests of Sec. 8.2 where the refinement criterion
for P vQ would be “if program-in-context C(Q) can diverge with a probability
at least p, then so can C(P ).” Note that this single-tabulation restriction again
makes the issue of hot- vs. cold nondeterminism irrelevant: if you are restricted
to a single tabulation of outcomes, there is no way in which you can tell the
difference with respect to a demonic coin-choice h:∈ Bool whether this is implemented via a number of different coins with (therefore) varying bias, or whether
it is a single one whose bias is unknown. 25
In our speculative semantics –with hiding– our single-tabulation testing could
be a simple probabilistic powerdomain [32, 31] built over the underlying order
on H-guesses sketched in Sec. 8.3.
8.7

The importance of fair coins

We saw in Sec. 2.1 that the Dining Cryptographers’ Protocol, and others like it,
is described in terms of fair coins (1) even though the fairness was not explicitly
used in our correctness argument (2). One reason for this (we think) is that
the correctness relies crucially on the independence of the coins from other phenomena (such as the cryptographers’ already-made decisions) and indeed from
each other. That independence in its abstract demonic form is very difficult to
formalise, and so an easy route to ensuring it is realised is to make the choices
with a fair-coin -flip since –barring sophisticated nanotechnology within the coin
itself– it is going to implement precisely the kind of independence we mean but
which we cannot pin-down with a precise mathematical description. 26
In spite of that, we saw in Sec. 8.5 that the fairness really does matter; and
in Chaum’s original presentation it mattered too. That is, in our speculative
semantics it matters because we would expect the refinement
skip
25

26

v

|[ hid h0 ; h0 := true 1/2 ⊕ false; reveal h⊕h0 ]|

(12)

Imagine watching a single referee throughout a football season. Could you tell with
a single tabulation for the whole season whether he decides the kickoff using one
coin or several? A multiple-tabulation testing regime would allow you to compare
one season with another, and then (only then) you would be able to distinguish the
two cases.
There are many examples of this “abstraction aversion” in everyday life. For example, in a two-battery torch (flashlight) the batteries must be inserted in the same
direction; but either way will do. (We ignore issues of the shape of the contacts, and
concentrate on electricity.) A picture describing this abstraction is hard to imagine,
however: if both alternatives were shown, would people think they needed four batteries? The usual solution is to replace the specification (either way, but consistent)
with an implementation (both facing inwards) and then cynically to present that
as the specification. Most people won’t even notice that the abstraction has been
stolen.
Similarly, what ideally would be an abstract description (“independent mutually
ignorant demonic choices”) is replaced pragmatically by a concrete one (“separate
fair coins”) — that’s the best we can do with our current tools.

to go through even though (11) does not. Firstly, the denotation of the right-hand
side would no longer be a demonic choice, since the choice of h0 is deterministic
(i.e. no longer demonic, although still probabilistic). Secondly, if one asks the
Bayesian question “What is the a posteriori distribution of h after the right-hand
side of (12)?” the answer will be that it is the same as the a priori, because the
distribution of h0 is fair. (That is exactly the key point of Chaum’s proof.) With
any other distribution of h0 , however, the a priori and a posteriori distributions
of h would differ. Thus in this case only –an exactly fair coin– the refinement is
accepted. 27
8.8

The non-existence of fair coins

Our conclusion –generalised from the discussion of Sec. 8.7– seems to be that
the Dining Cryptographers’ Protocol suffices for use in the Café just when the
coins are exactly fair, and not otherwise. But they never are exactly fair, and
so with a definition of refinement as “yes or no,” we seems to be stranded: our
refinement proofs apply only to ideal situations, ones that never occur in reality.
That is, the semantics we are hoping to develop (Sec. 7) seems to be running
the risk of becoming “ideal” in a similar sense: pejorative.
There are two complementary steps possible to avoid, at this point, being
relegated to the Platonic School of Formal Methods. One is to introduce approximate refinement, where we would say (intuitively) that P vp Q means that P
is refined by Q with probability p, with a special case being probabilistic equivalence [66, 67, 30, 13, 11, 12]. The “with probability p” applied to refinement can
be made precise in various ways, and the first thing one would prove is that v1
coincides with ordinary, certain refinement; similarly v0 would be the universal
relation.
The reason we don’t take this approach is that we cannot see how to couple
it with a notion of testing in the case that the probability p of refinement is
intermediate, not equal to zero or one. And we think the testing connection
27

The usual example of this is a nearly reliable test for a disease: say with 99% reliability if the test detects the disease, the patient really is diseased; the remaining 1%
is called a “false positive.” We assume 1% for false negatives also. Now we suppose
that in the population just 1% of the people have the disease, so that if a person is
selected at random, then this is the a priori probability that she has it. If she tests
positive, what now is the probability that she really does have the disease?
The probability of her testing positive is 0.99 × 0.01 + 0.01 × 0.99 = 0.0198, and
the (conditional) probability she has the disease, i.e. given that she tested positive,
is then 0.01×0.99/0.0198 = 50%. This is the a posteriori probability, and it has
changed from the a priori probability (which was 1%): the test is not equivalent to
skip.
Now finally suppose that the test is only 50% reliable, either way. The calculation
becomes 0.99×0.5 + 0.5×0.99 = 0.5, i.e. the probability of testing positive is 0.5
(and in fact would be that no matter what the distribution of the disease in the
population); and the a posteriori probability is 0.99×0.5/0.5 = 99%, just the same
as the a priori. This 50%-reliable test is equivalent to skip.

is essential. There are other more technical questions that loom as well: for
example, if we have P vp Q vq R, what then is the refinement relation between
P and R ? Is it vpq perhaps? But what if the fact that p and q are not both
one is due to the same cause, that they are “common-mode” failures? Then we
would expect a composite probability higher than pq — but how mathematically
and quantitatively do we capture the common-mode dependence?
Thus we take a different approach: we use our ability to combine nondeterminism and probability to reflect the implementation’s inadequacy back into a
corresponding inadequacy, a weakening of the specification. An example of this
technique is the probabilistic steam boiler [48, 41] and the tank monitor [64]
in which probabilistically unreliable sensors in the implementation force, via
a yes-or-no refinement relation, a probabilistically unreliable specification. The
refinement relation remains definite.
In applying that idea to our current examples (11 & 12) we would postulate
a refinement
“not-quite-skip”

v

|[ hid h0 ; h0 := true [ε] ⊕ false; reveal h⊕h0 ]|

(13)

in which we have to figure out what “not-quite-skip” is. (Recall Secs. 2.3 & 4:
the subscript [ε] abbreviates [(1−ε)/2, (1+ε)/2].)
In fact a good candidate for the definition of “not-quite-skip” is provided by
(13) itself. The statement reveal E, where E is an expression possibly containing
hidden variables, publishes E to the world at large — but any calculations
done to determine E are not published [43, 49]. Thus for example reveal h⊕h0
publishes whether h and h0 are equal but, beyond that, says nothing about either
of them.
The Shadow definition of reveal E was chosen so that it was equal to the
program fragment
|[ vis v; v:= E ]| ,
(14)
where a local visible variable v is introduced temporarily to receive E’s value.
Because v is visible, everyone can see its final value (thus publishing E); but
because it is local, it does not affect the rest of the program in any other way.
We extend the revelation command so that the expression can be probabilistic
and even nondeterministic, postulating that its definition will still respect (14).
Thus we would have
reveal h p ⊕ ¬h

=

|[ vis v; v:= (h p ⊕ ¬h) ]| ,

in which the assignment to v is atomic. 28 That suggests our weakened specification, and respects our (still) definite refinement, in fact equality:
reveal (h [ε] ⊕ ¬h)
28

=

|[ hid h0 ; h0 := true [ε] ⊕ false; reveal h⊕h0 ]| .

(15)

For those with some familiarity with The Shadow: the atomicity requirement distinguishes the command from the composite (non-atomic) fragment v:= h p ⊕ v:= ¬h
in which the branch taken –left, or right– would be visible to the attacker. The
composite fragment is in fact for any p equal to the simpler reveal h since, after
its execution and knowing which assignment was executed, an attacker would also
know whether to “un-negate” the revelation or not in order to deduce h’s value.

hid yA , yB , yC ;

hid yA , yB , yC ;

reveal yA [δ] ⊕ ¬yA ;
reveal yB [δ] ⊕ ¬yB ;
reveal yC [δ] ⊕ ¬yC ;

|[ hid cA , cB , cC : Bool;
cA := (true [ε] ⊕ false);
cB := (true [ε] ⊕ false);
cC := (true [ε] ⊕ false);
reveal yA ⊕ cB ⊕ yC ;
reveal yB ⊕ cC ⊕ yA ;
reveal yC ⊕ cA ⊕ yB ;

reveal yA ⊕ yB ⊕ yC
]|
(a) Specification

(b) Implementation

Here the coins, which are local variables, are flipped during the protocol and are within
ε of being fair.
The specification reveals to everyone the exclusive-or of the cryptographers’ actions collectively, and a little bit about the cryptographers’ actions individually. The δ depends
on ε: it should tends to zero as ε tends to zero and to 1 as ε tends to 1.
Below we argue informally that δ:= ε2 is correct, though perhaps not the best we can
do.
Fig. 4. The Dining Cryptographers: Specification and Implementation revisited

8.9

Weakening the Café’s specification

In Fig. 4(a) we have modified the Café’s specification along the lines suggested in
Sec. 8.8. Our informal justification for the suggested choice δ:= ε2 of specification
tolerance is as follows.
Each cryptographer’s act –say yA for example– is exclusive-or’d with a composite Boolean: it is cB ⊕cC in the case of yA . From our earlier calculation (4)
we know that if c{B,C} are at most ε-biased then the composite cB ⊕cC is at
most εε -biased. The postulated reveal statements are then by definition (of the
extended reveal) biased by that value, that is by ε2 .
The reason we are not sure whether this is as good as it could be is that
the three composite values (the other two being cC ⊕cA and cA ⊕cB ) are not
independent: it might be that revealing a lot about one cryptographer has a
limiting effect on what can be revealed about another. 29
We now discuss the importance of the δ parameter from the specifier’s, that
is the customer’s point of view: we have gone to a lot of trouble to formulate it;
we should now explore how to use it. We’ll look at three cases.
Exactly fair coins In this case ε=0 and so δ=0 also. Thus in the specification
we find reveal yA [0] ⊕¬yA etc., that is reveal yA 1/2 ⊕¬yA which is equivalent
to skip. Thus all three revelations of y{A,B,C} can be removed, and we are
29

In fact we should recall that this whole construction is speculative, since we do not
yet have a finalised semantics in which to prove it.

left with the original specification of Fig. 3. The refinement then establishes
that using fair coins results in no leaks at all.
Coins of completely unknown bias In this case ε=1 and so δ=1 also. Thus
in the specification we find reveal yA [1] ⊕ ¬yA , that is by definition the
command reveal yA u ¬yA . This, by definition again (14), is equal to
|[ vis v; v:= (yA u ¬yA ) ]| . 30

(16)

Interpreting Program (16) throws into relief one of the major issues in
the construction of our sophisticated model: what can the nondeterminism
“see”? We are assuming –speculatively– that it can see nothing, and so (16)
is describing an experiment where a cryptographer chooses an act (yA ), and
it is decided independently of that choice whether to reveal the act or its
complement. Once that decision is made, the value (or its complement) is
revealed but we still do not know whether the complement was taken. What
can we deduce about the cryptographer’s bias in her actions? We reason as
follows.
Suppose the revealed value has distribution true 1/4 ⊕ false. If the cryptographer is sufficiently biased, it is possible since the nondeterminism in (16)
could have been resolved e.g. to just reveal yA . Then, from our earlier arithmetic, we would know that in fact the cryptographer has bias at
least 1/2, and we know that without being told anything about how (16)
was resolved. Thus we can deduce something in this case: the specification
reveal yA u ¬yA expresses an insecurity, as it should — for the implementation is insecure also.
It’s instructive also to look at the situation from the cryptographer’s point
of view: suppose she is indeed 1/2 -biased but, embarrassed about that,
she wants to keep her bias secret. Should she risk dining with the others,
according to the implementation given in Fig. 4(b)? Rather than study the
implementation, she studies the specification (having been well schooled in
Formal Methods). She sees that from the specification an observer could
learn that her bias is at least 1/2, since that is what would be deduced if
the u were always taken the same way, as we saw above. (The reason for
the “at least” is that a true 1/4 ⊕ false outcome in the reported result could
also result from a greater bias in the cryptographer which is masked by some
lesser bias in the u.)
Coins that are nearly fair Finally, in this last case, we examine whether being able to limit the bias really does give us access to a continuum of insecurity: so far, we have seen either “all” or “nothing.” We continue with the
30

In the standard Shadow (non-probabilistic) this would reveal nothing, since we could
reason
v:= (yA u ¬yA )

=

v:∈ {yA , ¬yA }

=

v:∈ {true, false} .

And indeed in a single-run testing scenario it does not reveal anything. It’s important
therefore that we remember here that our scenario is more general.

embarrassed cryptographer of the previous case: can she deduce that in the
current case her potential for embarrassment is smaller than before?
Yes she can; and to explain that we return one final time, in the next section,
to the issue of testing.

8.10

Hypothesis testing

If a cryptographer is exactly fair, then also her utterances will be exactly fair
no matter what the bias of the coins. Given that, we can reason that over 100
lunches, say, with probability 95% she will say she paid for between 40 and 60
of them. 31
However, just as there are no exactly fair coins, neither are there going to be
exactly fair cryptographers: let’s say that a cryptographer is reasonable if her
bias is no more than 10%. In this case it does make a difference to her utterances
whether the coins she faces are biased, and indeed her most biased utterances will
result from the most biased coins. What range of utterances should we expect?
If the cryptographer is only just reasonable, and wlog is on the miserly side,
then she is described by y:= T 0.45 ⊕ F. With completely biased coins –the worst
case– then wlog this will be the description of her utterances too. 32 Given that,
we can reason that over 100 lunches with probability 95% she will say “I paid”
at least 36 times. 33 Thus –undoing our wlog’s– a reasonable cryptographer will
in 100 trials with 95% probability say “I paid” between 36 and 64 times.
Now let’s look at the case of the unreasonable, indeed miserly 50%-biased
cryptographer y:= T 0.25 ⊕ F. Using fully biased coins, with what probability will
31

32

33

With −1 assigned to F and 1 to T, the mean of her outcomes y is 0 and the variance
is 1; over 100 independent trials the distribution of the sum y100 will therefore
have mean 0 and √
variance 100. From the Central Limit Theorem [22] the derived
variable ŷ := y100 / 100 will be approximately normally distributed, and so we have
−1.96 ≤ ŷ ≤ −1.96 with probability 95% (from tables of the Normal Distribution).
Thus −19.6 ≤ y100 ≤ 19.6, so that out of 100 lunches she is slightly more than 95%
certain to say “I paid” for between 40 and 60 of them.
Note this is not the same as saying “If the frequency of I-paid utterances is between
40 and 60 out of 100, then with 95% probability the cryptographer is fair.” That
kind of statement requires a prior distribution on the cryptographers, which we are
not assuming.
The “without loss of generality”’s mean that we could have taken the complementary
y:= T 0.55 ⊕ F for the cryptographer, and that we could have allowed the biased coins
always to invert her outcome. But none of that makes any difference to the analysis
to come.
The mean of her utterances y is −0.1 and the variance is 0.99; the distribution of√the
sum y100 has mean −10 and variance 99. The derived variable is √
ŷ := (y100 +10)/ 99
and will satisfy −1.65 ≤ ŷ with probability 95%. Thus −1.65 × 99 − 10 = −26.4 ≤
y100 , so that she is slightly more than 95% certain to say “I paid” for at least
(100 − 26.4)/2 ≈ 36 lunches.

her utterances fall outside of the range 36–64 that we with confidence 95% would
expect of a reasonable cryptographer? That probability turns out to be 99.7%. 34
Thus if we set 36–64 “I paid”’s in 100 trials as our “reasonableness” criterion
in the case of potentially fully biased coins, a reasonable cryptographer will be
unfairly judged as biased only 5% of the time while a 50%-biased cryptographer
will escape detection only 0.3% of the time.
All the above was prelude to our discussion of partially biased coins: we
now assume for argument’s sake that the coins’ (composite) bias is no more
than 50%, and we re-do the above calculations to see how it affects the miserly
cryptographer’s chance of escaping detection.
As before, we determine our criteria by considering how a reasonable cryptographer would be likely to behave: facing a 50%-biased coin, she will wlog
have utterances with distribution at worst y:= T 0.475 ⊕ F. Over 100 lunches with
probability 95% she will say “I paid” between 39 and 61 times. 35
The miserly cryptographer will wlog have utterances at worst y:= T 0.375 ⊕ F
— in both cases, the coins’ bias mitigates the cryptographer’s intrinsic bias to
give a smaller bias in her utterances. With what probability will the miser’s
utterances fall outside of the range 39–61 that we might expect of a reasonable
cryptographer facing a 50%-biased coin? It turns out to be 64.8%, which though
still high is a much less rigorous test than the 99.7% she faced before. 36
Thus if we set 39–61 “I paid”’s in 100 trials as our “reasonableness” criterion
in the case of 50%-biased coins, so that as before a reasonable cryptographer will
be unfairly judged as biased only 5% of the time, a 50%-biased cryptographer
will now escape judgement 35.6% of the time (in fact roughly 100 times as often
as she did in the fully biased case). The miser is being (partially) protected by
the (partial) secrecy implemented by the (partially) secure protocol.
It is interesting to speculate whether our model will have
reveal h [ε1 ] ⊕ ¬h

v

reveal h [ε0 ] ⊕ ¬h

whenever ε1 ≥ ε0 .
34

35

36

The mean of her utterances y is −0.5 and the variance is 0.75; the distribution of√the
sum y100 has mean −50 and variance 75. The derived variable is ŷ := (y100 +50)/
√ 75
which, to appear reasonable, from Footnote 33 must satisfy (−26.4 + 50)/ 75 =
2.72 ≤ ŷ. It does that with probability 0.3%.
The mean of her utterances y is −0.05 and the variance is 0.9975; the distribution of
the√sum y100 has mean −5 and variance 99.75. The derived variable is ŷ := (y100 +
5)/
√ 99.75 and will (as before) satisfy −1.65 ≤ ŷ with probability 95%. Thus −1.65×
99.75 − 5 = −21.5 ≤ y100 , so that she is slightly more than 95% certain to say “I
paid” for at least 39 lunches.
The mean of her outcomes y is −0.25 and the variance is 0.875; the distribution of
the sum
√ y100 has mean −25 and variance 87.5. The derived variable
√ is ŷ := (y100 +
25)/ 87.5 which to appear reasonable must satisfy (−21.5 + 25)/ 87.5 = 0.37 ≤ ŷ.
It does that with probability 35.6%.

9

Conclusions

In this paper we have explored the abstract phenomena underpinning secure
software systems which operate in partially predictable environments; we have
suggested a number of models and investigated how they measure up to the
problems software designers face. Yet however successful a mathematical model
is at capturing the underlying phenomena, we understand that its impact may
be limited and its results marginalised if the formal techniques it can support
cannot be made accessible to actual program developers.
We say that a formal technique is usable only if it can be practically applied,
and relevant only if it delivers accurate results. Unfortunately usability and
relevance can normally coexist only if the theoretical basis for the technique is
both simple enough to be supported by automated tools 37 and yet complicated
enough to yield accurate results. As the examples of this paper show it is unlikely
that there is such a one model to fit all for any problem domain which includes
all the features of hiding, probability and multiple agents. That’s is not to say
that there is no solution at all — but as formal methods researchers the challenge
is to find accurate models with usable abstractions, models whose relationships
to each other are well enough understood to support tool-based analyses and to
apply after all to generic and relevant scenarios.

10

Epilogue:
A café-strength proof
of the Cryptographers’ Protocol

The Shadow Model captures the qualitative correlation between hidden and
visible state. It is simple enough to support an algebra which is amenable to
routine calculation: we have twice earlier published refinement-style proofs of
the Cryptographers’ Protocol [54, 49], the novelty being of course not in the
protocol (published long ago) nor in its correctness (established by its inventor)
but in the style of proof (program algebra and refinement). In doing so we hoped
to encourage Formal Methods to expand further into these application areas.
Our earlier proofs –as for the other approaches based on qualitative noninterference [20, 9, 36, 63]– abstracted from probability, from the fairness of the coins,
and as we explained at length above that left open the question of their validity
when repeated trials of the protocol are carried out — which is its usual environment, after all. And we proposed several methods in spe that might legitimise a
fully quantitative proof. What would that proof look like?
There is a good chance that the café-strength proof of the Cryptographers’
Protocol, thus valid for repeated trials, will have exactly the same structure as
our original qualitative proof.
That is because the original proof’s use of the “qualitative” Encryption
Lemma (11) seems to be its only point of vulnerability in the more general
37

This is rather a stark definition, as it ignores the huge benefits to be gained in a
formal methods education, which might not be based on tool support.

context; and the less-abstract “uniform” Encryption Lemma (12) is not similarly vulnerable. All the other algebraic properties appear to carry through. If
we are right, then there will be a large class of security protocols which, if proven
correct with a carefully chosen qualititative repertoire of algebraic laws, will retain their correctness in the more general context of repeated runs — provided
certain crucial demonic choices (the ones that play a part in uses of the Encryption Lemma) are replaced by uniform probabilistic choices. No other changes
should be required.
As we have seen elsewhere, with purely qualitative treatments of probabilistic
fairness [46, 23], that would have a significant impact on the applicability of tools,
by allowing them to remain Boolean rather than having to deal with proper
probabilities.
Watch this space. . .
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