
PublicKeyInfrastructure

Activeattackers

Eve,theeavesdroppercouldlisteninonthecommunicationsona

channel

MaliciousMallory,typeattackercan

1.listeninontransmissions,

2.blockmessagesfromreachingtheintendedrecipient

3.modifyplaintextpartsofmessages

4.sendfakemessagesonthechannel

1

Mallory’sattackonpublickeys

.

1.Alice−→Bob:HeyBob,I’vegotareallyjuicysecrettotell

you,what’syourpublickey?

2.Bob−→Alice(Mallory):HiAlice,ItsKB,Regards,Bob

3.Mallory(Bob)−→Alice:HiAlice,ItsKM,Regards,Bob

4.Alice−→Bob(Mallory):{Secret}KM

5.MallorydecryptsusingK
−1

M,readsSecret

6.Mallory(Bob)−→Alice:{Secret}KB

Diffie/Hellman’ssolution::

AsecureonlinedirectoryDservingPublickeyrequests.

1.eachusertrustsD

2.eachuserhasasharedkeywithD

3.nusers→usensecurechannelstogetn
2

securechannels

Kohnfelder’ssolution:Signedcertificatesforofflinename-key

bindingvalidation
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RealWorldCertificates

“Adocumentcontainingacertifiedstatement,especiallyastothe

truthofsomething”

1.Birthcertificates

2.Marriagecertificates

3.Degreecertificates

4.Doctorscertificates

(Basic)PublicKeyCertificates

Theinformation:

1.Subject:nameofperson/entityholdingthekey,

2.PublicKey:keyvalue

3.CertificateAuthorityName:anameN

4.SignedusingN’ssignaturekey
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CertificateDistributionMethods

Certificategetsintegrityandverifiabilityfromthesignature,sodoes

notneedsecurestorage/transmission.

Canbedistributed

1.Alongwiththesigneddocument

2.Aspartofaprotocol(e.g.SSL)

3.usingdirectoryServices(e.g.X.500,LDAP)

4.onweb-pages

5.usingfinger

6.byemail...

PublicKeyCertificateStandards

Aspectstobestandardised:

1.CertificateSyntax

2.CertificateSemantics

3.RulesforOperationofcertificateinfrastructure

4.LegalIssues,Liability
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X.509(version3)certificatestructure

1.CertificateVersion

2.CertificateSerialNumber

3.CA’ssignaturealgorithmID

4.CA’sX.500name

5.Validityperiod

6.SubjectsX.500name

7.SubjectsPublicKeyinformation(AlgorithmIdentifier,Public

Keyvalue)

8.(optional)Issueruniqueidentifier

9.(optional)subjectuniqueidentifier

10.(optional)Extensionfields

X.500names

X.500:anITU/ISOstandard(1984-1988)fordirectoryservices

Vision:everyperson/company/division/computer/peripheral/device

assignedadistinguishednameforuseindirectories

X.500namesconstructedfromAttributes

E.g.{Country=Australia,Organisation=UniverisityofNewSouth

Wales,Department=ComputerScienceandEngineering,

Name=JohnSmith}
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OptionalFields

Motivations:

1.X.500namemaynotbeenoughtoidentifysubjecttoa

certificateuser

2.Applicationspecificnamingsystemsneeded(e.g.emailaddress)

3.Certificatescanbeissuedunderdifferentpolicies–application

mayneedtoknowwhichone

4.Constraintsoncrosscertification(delegation)

Extensionfields

Structure:(ExtensionType,Critical/Non-critical,value)

1.Extensiontypedefinedbyapplicationcommunity

2.Extensiontypeapplication(user)definable

3.Someextensiontypesstandardised

4.Criticalmeans“anapplicationshouldnotusethiscertificate

unlessitunderstandsthisfield”.
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SomeStandardExtensionTypes

1.PrivateKeyUsagePeriod

2.CertificatePolicies(val=policyobjectidentifier)

3.PolicyMappings(pairingsbetweensimilarpolicyOID’s)

4.SubjectAltName(e.g.DNSname)

5.BasicConstraints

(a)SubjectallowedtobeaCA?

(b)Lengthofchain

6.NameConstraints(whensubjectaCA).

7.FreshestCRL(howtogetit)

SingleCertificationAuthority

Finewithinasingle,centralisedcompany,but

1.Whocaneverybodytrust?

2.Whoisqualified/capableofverifyingeveryone’sidentity?

3.Howtodoidentityverificationoveradistance?

4.Monopoly(youpaytogetacertificate)

5.Singlepointofvulnerabilityforallapplications
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SubCertificationAuthorities

ArootCA,delegatingitsrightstosigncertificatestoothers(which

maydelegatefurther,tosomedepth)

Certificatesays“KeykbelongstoRA,andRAisauthorizedbyme

asasub-certificationauthority.”

E.g.NationalPostmaster→StatePostmaster→LocalPO

InX.509,useBasicConstraintsextension.

CertificateChainLogic

If

1.Ibelievek0belongstoCA,andItrustCAasacertification

authority

2.“k1belongstoRA1,whichismysubCA”,signedk0

3.“k2belongstoRA2,whichismysubCA”,signedk1

4.“k3belongstoBillClinton,whichismysubCA”,signedk2

Ibelievek3belongstoBillClinton.
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CertificateChainswithConstraints

NameConstraints:whatnamesanRAisallowedtocertify

E.g.UNSWmaycertifynamesoftheform

1.{Country=Australia,Organisation=UNSW,*}

2.*@*.unsw.edu.au

Processingbasicandnameconstraintsandvalidityperiodsusesa

littlelogic(seeSDSI/SPKIdiscussionlaterforanexample)

MultipleCA’s

Sinceinpractice,thereisnobodythateverybodytrusts,wehave

multipleorganisationssettingthemselvesupasCA’s.

Theycompete/paybrowser/OSvendorstoincludetheirkeysas

trustedkeysintheirsoftware....
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someofthedefaultSigners(inmyNetscape)

ABAecom(sub.AmericanBankersAssociation)RootCA

AmericanExpressCA

AmericanExpressGlobalCA

BelsignObjectPublishingCA

BelsignSecureServerCA

DeutscheTelekomAGRootCA

DigitalSignatureTrustCo.GlobalCA

Entrust.netSecurePersonalCA

EquifaxPremiumCA

GTECyberTrustGlobalRoot

ThawtePremiumServerCA

VerisignClass1-4PublicPrimaryCertificationAuthority

PKI,shouldweoutsource?

Commercialtrustprovidersaregoodforindividuals,smallco’s(Mom

&Pop’sCornerstore).

Butthereareadvantagesforlargeorganisationstoruntheirown

CA’s

1.Cansetownrules

2.Maintaindesiredlevelsofsecurity

3.Preventinformationflowtoexternalbodies

4.canaffordthecost/complexityofrunningaCA

soIBMs,Telstra’s,WestpacsetcwilltendtohavetheirownrootCA.
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CrossCertificationofCA’s

Tointeract,organisationalCA’scancrosscertifywhendesired,using

E.g.“CATelstraistrustedfordomain.telstra.com”,signedkIBM”

Rulesforcertificatechaininggetmorecomplicated.

E.g.“acceptcertificatechainsgoinguptoarootCA,acrossto

anotherCA,thendowntoauserintheotherorganisation”

PKIAnarchy

PGP(PrettyGoodPrivacy,encryptionpackageforemail/file

encryption)trustmodel

1.“weboftrust”(introductionviafriends)

2.everyonecanactasaCA,andcertifykeys

3.(vague)usersetlevelsoftrust:full,marginal,untrustworthy,

don’tknow(full=thispublic-keyisfullytrustedtointroduce

anotherpublic-key)

4.usercansetparametersdescribingnumberofcertificatesat

full/marginallevelsrequiredbeforeakeyistrusted.e.g.trusta

publickey/namebindingifyouhavecertificatesfrom3fully

trustedsourcesor7marginallytrustedsources

(problem:howdoyouknowthesourcesareindependent?)
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Revocation

Keysdogetcompromised,smartcardslost,employeesleavethe

company,etc.

Soweneedtobeabletoundotheeffectsofacertificate.

Approaches:

1.CertificateRevocationLists

2.Onlinerevalidation

CertificateRevocationLists

Asignedstatementwithcontents(X.509):

1.CRLversionno

2.IssuersSignaturealgorithmID

3.IssuersX.500name

4.timethisCRLissued

5.timenextCRLissued

6.Listof(RevokedCertIDNo.,Revocationdate)
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Issues

1.HowareCRL’sdistributed?

2.Howlargedotheygrow?(needDelta-CRLs)

3.Costofrunningrevocationservice.

4.Howlongbetweenupdates?

5.Cost/Riskofkeycompromisesoccuringbetweenupdates?

6.Needsuspensionsaswellasrevocations?

OnlineStatusChecks

Maintainaservertoanswerqueries“isthiscertificatestillvalid?”

Mainissueiscost

1.ofkeepingtheserverreliablyonline.

2.ofsecuritycontrolsonserver,serverdata.

3.Queryprocessingrequirescryptocomputation(signature)

slow/expensive

Howbesttomanagerisk/costtradeoff:ongoingresearch
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CertificatePolicies

AsetofrulesgoverningtherunningofaCA:

1.TowhomwillthisCAissuecertificates?(e.gemployeesof

UNSW)

2.WhatIDdothesepeopleneedtopresenttogetacertificate?

3.HowdoestheCAphysicallyprotectitssignaturekeys?

4.HowoftenareCRL’sissued?

5.WhatchecksaredonebeforeaSub-CAiscertified?

6.WhatliabilitydoestheCAacceptwrtitscertificates?

7.Whoisresponsibleformaintainingthispolicy,&howisit

published?

Wherearekeysgenerated?

Answer1:Intheuserssystem:

1.Goodforsignaturekeys(Idon’twantanyoneelsetoknowmine!)

2.Userneedstoprovepossessionoftheprivatekey(protocolfor

this)

3.UserneedstotransmitpublickeytoCAsecurely
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Wherearekeysgenerated?

Answer2:BytheCA

1.Badforsignaturekeys(Idon’twantanyoneelsetoknowmine!)

2.CAhasassuranceofkeyquality.

3.Allowsescrowofprivateencryptionkey(e.g.ifemployeeleaves

company/dies,co.canrecoverencrypteddocuments)

4.CAneedstotransmitprivatekeytousersecurely

GatekeeperPKI

http://www.govonline.gov.au/projects/confidence/Securing/Gatekeeper.htm

1.CAStandarddevelopedbyAustralianNationalOfficeof

InformationEnvironment(NOIE)

2.forbusiness/govtinteractions

3.X.509based,withextensionforABN

4.Setsoutpolicy,legalissues

5.NOIEaccreditsorganisationsandgovtagenciesasCA’s

6.IdentruscertificatesacceptedforABN2001
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PKIRadicals

Summary:

–problemswithX509

–SDSI:localvsglobalnames

–SPKI:authorizationratherthanidentitycertificates

–TrustManagementsystems:Policymaker,Keynote

ArgumentsthatglobalrootCAisunworkable:

1.Politically:wheredoyoufindaglobalrootthateverybody

trusts?

2.Legally:globalrootCAwouldneedtotakeintoaccountrelevant

lawofallcountries.

3.onliabilitygrounds:certificatesissuedbycurrentCA’srestricted

toparticularapplications:e.g.governmentcommunications,

financialinstitutions

Result:

1.cross-certificationofCA’s

2.PGPmodel:globallyuniquenames,but

“weboftrust”:“everyoneisaCA”

16



Argumentsagainstgloballyuniquenames:

1.privacyinvasion:allowaprofiletobebuiltup

2.requiresanaminginfrastructurewithaglobalroot

3.tendencytotrytousecommonnames,whicharenotunique

eveninsmallcommunities

4.“knowingwhosomeoneis”usefulinasmallcommunity,butina

globalcommunity,namesdon’tautomaticallygiveuseful

information

5.(withoverwhelmingprobability)keysalreadyuniquelyassociated

withakeyholder

Arenamesevenrelevant?

Decisionsaboutkeyholdersaretypicallybasedonthefactthatthe

keyholder

1.regularlypaystheirbills

2.isanemployeeofcompanyX

3.hasenoughmoneyintheiraccount

4.hasbeengrantedauthoritytoperformtherequestedaction,etc

ratherthanthefactthattheyarecalled“JohnSmith”
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Exampleswherecertificateslistingthekeyholdersnameis

undesirable:

1.votingovertheinternet

2.intelligenceagencyemployees,undercoverpolice

3.sensitivemedicalinformationservices,e.g.gettingresultsof

medicaltests

Blaze,FeigenbaumandLacy,DistributedTrustManagement(1996)

arguethatinsteadof

(key,name)certificates+(name,right)accesscontrollist,

shoulduse

(key,right)certificates
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Localnames:SDSI

RivestandLampson:SimpleDistributedSecurityInfrastructure

–identifyprincipalswithkeys

–eachprincipalisassociatedwithalocalnamespace

–anameisboundtoa(possiblymany)keysineachlocalnamespace

–thesamenamecanhavediferentmeaningsindifferentnamespaces

KR:Fred7−→K1

KJ:Fred7−→K2

Linkinglocalnamespaces

principalscanmakeuseofnamesfromanotherprincipal’snamespace

myname“Joe’sFred”means

“theprincipal(s)thattheprincipal(s)IcallJoecallFred”

ASDSInameisanexpression(nameN1N2...Nk)whereN1isa

stringorakeyandtheremainingNiarestrings,

alsowritten“N1’sN2’s...Nk”

IfN1isakeythenthenameisfullyqualified

Themeaningofanameisrelativetothenamespace

Themeaningofafullyqualifiednameisindependentofthename

space
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Interpretinglinkedlocalnames

if

KR:Joe7−→KJ

KJ:Fred7−→KF

then

KR:Joe’sFred7−→KF

SPKI:SimplePublicKeyInfrastructure

–workinggroupstartingaround96,

–focusonauthorizationcertificatesanddelegation

–motivatedbygrowingcomplexityofX.509

–X.509certificatestoolargetobeusedinsmartcards/current

mobiledevices

–nowmergedwithSDSI

–currentIETFRFC:(InternetEngineeringTaskforceRequestfor

Comment),dormantsince99

–usedmainlywithinclosedsystemsratherthanforinteroperability
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SPKIcertificateformat

Namingcertificates

(cert(issuerKEYSTRING)(subjectSDSI-NAME)(validityV))

saysSTRINGisboundtoSDSI-NAMEinKEY’snamespaceduring

periodV,whichiseither

1.anintervaloftimeduringwhichthecertificateisvalid

2.(onlineURL)-statingthatvalidityofthecertificateshouldbe

checkedatverificationtimebyaquerytoURL

3.(crlURL)–statingthatvaliditycanbecheckedbythecertificate

revocationlistavailableatthegivenURL

Authorizationcertificates

(cert(issuerKEY)(subjectSDSI-NAME)(propagate)?(tagA)

(validityV))

where

–Aisanexpressiondenotingasetofactions

–the(propagate)fieldisoptional
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AuthorizationcertificatessaythataccordingtotheholderofKEY,

anyprincipalKdenotedbySDSI-NAMEhastherighttoperformany

actiondenotedbyAwhileduringthevalidityVperioddenotedbyV.

Moreover,if(propagate)ispresent,Khastherighttograntthat

righttoanyotherprincipal

TwomodesofoperationofSPKI

1.ProofPresentation:proverpresentsasequenceofcertificates.

Verifierchecksthatwhenthetuplereductionrulesareapplied

usingthecertificatesintheorderpresented,theresultisatuple

statingthattherequestisauthorized

2.CertificateDiscovery:proverpresentsanunorderedsetof

certificates.Verifiertriestofindasubsetfromwhichthereexists

aderivationofatuplestatingthattherequestisauthorized
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SPKItuplereductionrules

namingcertificates

(cert(issuerKN)(subjectP)(validityV))

aretranslatedto4-tuples

〈K,N,P,V〉

4-tuplereductionrule

〈K1,N,K2’sM’sP,V1〉+〈K2,M,Q,V2〉−→〈K1,N,Q’sP,V1∩V2〉

authorizationcertificates

(cert(issuerK)(subjectS)(propagate)?(tagA)(validityV))

aretranslatedto5-tuples

〈K,K’sS,D,A,V∩V
′
〉

where

Distrueifthepropagatefieldispresentandfalseotherwise.
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5-tuplereductionrules:

〈K1,S1,true,A1,V1〉+〈S1,S2,D2,A2,V2〉−→

〈K1,S2,D2,A1∩A2,V1∩V2〉

Accesscontrolpolicies

Examples:

•accesscontrollists(e.g.UNIXfilepermissions)

•Chinesewall:e.g.inalegalfirm,alawyerworkingonthePepsi

accountmaynotaccessfilesontheCoca-Colaaccountonconflict

ofinterestgrounds

•Authorizationrequiredfromtwoindependentsources

(Clark/Wilsonmodels)

(e.g.processingofforeigncurrencytransactionsbybanktellers)
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Rolebasedaccesscontrol/authorization

Hererightsattachnottopeople,buttorolesinanorganisation,and

peoplehavetherightsbyvirtueofthefactthattheyfillthoseroles.

E.g.,

•Projectleadersmayreadtheworkingfilesofanymembersof

theirteams.

•TheHeadofSchoolhasauthoritytoauthorizeexpenditure

greaterthan$50,000.

•Duringperiodsofabsence,theHeadofSchoolmaydelegatehis

righttoauthorizeexpendituresofupto$25,000toanacting

HeadofSchool.

ToapplyPKItoenforcepolicies,eachapplicationofinterestmustbe

modifiedtodothefollowingbeforetakinganaction:

1.obtaincertificates,verifytheirsignatures,determinepublickey

oforiginator

2.verifythatcertificatesareunrevoked

3.attempttofind“trustpath”fromtrustedroottocertificateof

publickeyofinterest

4.(X509model)extractnamesfromcertificates,lookupnamesina

databases

5.determinewhethertherequestedactionisincompliancewith

localpolicyandwhethertheCA’shavetherighttotoissuethe

relevantcertificatesunderlocalpolicy

6.ifallOK,proceed
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TrustManagementApproach

Blazeetalproposethattheverificationofpolicycomplianceshould

beperformed

•notineachapplication

•butinatrustmanagementenginethatactsasaservertoall

applications

Inputtotrustmanagementengine:

1.requestedaction

2.certificates

3.descriptionoflocalpolicy

Output:arecommendationaboutwhethertheactionisapproved

Advantages

1.Expressiveness:cangobeyondACLbasedauthorization(and

beyondSPKI)

2.Extensibilityofpolicy

3.Easeofmodificationofpolicy(don’tneedtohackapplication

code)

4.Coherency/Integrationofpolicyacrossapplications

5.Transparancyofpolicy:nothiddeninaplicationcode,canbe

madereadablebynaiveusersbyappropriatechoiceofpolicy

representationlanguage
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PrototypeSystems

Policy-Maker(AT&TLabs96):

•policiescanbeexpressedinanylanguagethatcanbeinterpreted

“safely”(withterminationguarantees)

•safeversionofAWKdeveloped

•callingapplicationresponsibleforgatheringandverifyingall

certificatesignatures/revocation

Keynote(UPenn-AT&TLabs98)

•cryptoverificationdoneintrustengine

•simplehumanreadableconditionlanguageforpolicies,e.g.

$file=“/etc/passwd”&&$access=”read”−>{return“ok”}

•noloops

REFEREE(AT&TLabs,MIT97)

•designedfortrustmanagmentinwebbrowsing

•“yes/no/don’tknow”output

•policiesmaycallotherpolicies

•trustenginemayfetchmissingcredentialfromthenet
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Ongoingresearch:

•whatlevelofexpressivenessdopraticalpoliciesneed?

•whatareappropriatelanguagesforpolicies?

•howcanwemakethemhuman-comprehensible?

•whatalgorithmsarerequiredforpolicyprocessing?
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