COMP3441/9441 Tutorial Week 7

Attacks on Authentication and Key Exchange Protocols

1. Needham-Schroder Public Key Protocol

(a) Describe Gavin Lowe’s attack on the Needham-Schroder public key pro-

tocol. The protocol goes as follow#(+ denotes public keyk ~— denotes
private key):

i. A—-S:AB
i. S— A: {ngB}Kg
ii.h. A— B: {NAvA}Kg
iv. B—S:B,A
v. S— B: {K:{,A}KS—
Vi B— A: {NA7NB}KX
vii. A— B: {NB}K};
(b) How can this problem be fixed?

2. Needham-Schroder Shared Key Protocol

(a) Describe the Denning-Sacco attack on the Needham-Schroder shared key
protocol. The protocol goes as followd (is random number generated by

A):
i. A—>S:A B ,Ny
i. S— A:{Na,B,Kap,{Kap, A} Kps t Kas
ii. A— B:{Kap,A}kps
iv. B— A: {NB}KAB
V. A— B: {NB — 1}KAB
(b) Is it enough to add timestamps to correct this flaw?
(c) Whatis the problem of using timestamps in authentication protocols? Would

the following solution (proposed by a student in this class) help overcome
this problem?

i. A— B: {A,timeA}KAB
i. A— B:{Atimea+ 1}k,,
iii. A'stimes need not match B’s, B only checks that the times differ by 1.

3. Diffie-Helman Key Exchange Protocol

(a) Describe the man-in-the-middle attack on the Diffie-Helman key exchange
algorithm. The protocol goes as follows:

i. Letpbeaprimean@ <g<p-1
i. A— B:p,g
ii. A— B:g*4 modp
iv. B— A:g*® mod p
v. A andB compute shared kelf = g¥4X2 mod p
(b) How can this problem be fixed?



