
AuthenticationProtocols

Basics

Authentication=provisionofhighdegreeofconfidenceinthe

identityofanentity

e.g.

1.authenticationofanpersontoadevice

(Password/Biometric/Tokenbasedmechanisms)

2.authenticationofadevicetoanotherdevice

(Cryptographicmechanisms)
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PasswordServers

Innetworkedenvironments,wantusertobeabletouseany

terminal/machine/device.LeadstouseofPasswordServers.

Twobasicprotocols...

Passwordverificationattheserver:

1.Terminal−→Server:Username,PasswordInfo

(Serververifiespassword)

2.Server−→Terminal:Yes/No

(Note:passwordinformationneednotbeequaltopassword).

PasswordverificationattheTerminal:

1.Terminal−→Server:Username

Server−→Terminal:PasswordInfoforUsername

2.(Terminalverifiespassword)
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CryptographicProtectionofPasswords

Storingapassworddatabase(User,Password)entriesinplaintext

runstheriskthatifthemachine/rootuserpasswordiscompromised,

alluserpasswordsarecompromised.

Remedies..

Passwordencryption:

1.store(User,{Password}K)

2.verificationtest:accept(U,P)if(U,M)indatabaseand

{M}K
−1=P

3.needtosecuredecryptionkeyK
−1

PaswordHashing:

1.store(User,h(Password))wherehisaone-wayfunction

2.verificationtest:accept(U,P)if(U,M)indatabaseandh(P)=M

3.somesystemsevenallowalluserstoaccessdatabase
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DictionaryAttacks

Suppose:passwordsarehashedusingh,andEveisabletoseethe

h(Password)valuesfromthedatabase,ortransmittedonthewire:

1.Eveprecomputesandsavespairs(M,h(M))forMrangingover

highlyprobablepasswords,e.g.wordsinthedictionary,names,

dates

2.foreachhashedpasswordvalueh(P)observed,Evechecksifitis

inthedatabase

3.Ifso,EvetheknowsvalueMpassesthepasswordtest.

Experimentallydeterminedhitrateof30%!

PreventingDictionaryAttackswithSalt

PaswordDatabase=(Username,R,h(R,Password))

whereforeachUsername,Risadistinctrandomnumbercalledthe

salt

Evenowhastodomorework:needstorecomputethewhole

dictionaryforeachRobserved.
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KeyBasedMechanisms

Passwordmechanismsuse“proofofpossessionofasecret”asthe

authenticationmechanism

Canusekeysforthisalso

Sharedkeyhandshake:

AliceandBobhavesharedkeyKAB

1.A−→B:Hi,thisisAlice

(BgeneratesarandomnumberN)

2.B−→A:N

3.A−→B:{N}KAB

thisauthenticatesAlicetoBob

PublicKeyhandshake

AlicehaspublicsignatureverificationkeyKA,knowntoBob

1.A−→B:Hi,thisisAlice

(BgeneratesarandomnumberN)

2.B−→A:N

3.A−→B:[N,signedusingK
−1

A]
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Aproposed2-wayautheticationusingsharedkeys:

(AgeneratesarandomnumberN)

1.A−→B:Hi,I’mAlice,N

2.B−→A:{N}KAB

3.A−→B:{N}KAB

ReplayAttacks

SupposeMalloryhascontrolofthemessagechannels.

Inareplayattack,Mallorysavesmessagesobservedduringprevious

runsoftheprotocol,andattemptstousethesetotricktheprincipals.

intheproposedprotocol,message3couldbeareplay,soproves

nothing
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Animprovement:

(AgeneratesarandomnumberN)

1.A−→B:Hi,I’mAlice,N

2.B−→A:{N}KAB

3.A−→B:{f(N)}KAB

wherefissomefunction,e.g.f(N)=N+1

Anothertwowayhandshake:

1.A−→B:Hi,I’mAlice,N1

2.B−→A:N2,{N1}KAB

3.A−→B:{N2}KAB
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Anattack:

(run1.1)I−→B:Hi,I’mAlice,N1

(run1.2)B−→I:N2,{N1}KAB

(run2.1)I−→B:Hi,I’mAlice,N2

(run2.2)B−→I:N3,{N2}KAB

(run1.3)I−→B:{N2}KAB

Time-stampBasedAuthentication

1.A−→B:Hi,thisisAlice,KAB(timestamp)

(Bobverifies|clockB−timestamp|<δ)

advantages:

1.onlyonemessageneeded

2.NoneedforAlice/BobtoremembervaluessuchasN
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Issues/disadvantages:

1.KAB(timestamp)canbereplayedwhile|clockB−timestamp|<δ

solution:Bobrememberstimestampvalueswhilethisispossible

2.nowneedtosecureBob’sclockvalues,andensurethatitis

highlyaccurate

3.AuthenticationbreaksdownifBob’sclockdriftstoofar.(Usea

differentauthenticationprotocolfortheuserwhoresetsthe

clock!)

Authenticationtypicallynotenough:ifthesessioniscarriedoutin

plaintextafterauthentication,anintrudercould

1.eavesdroponthesession

2.hijackthesession

Sotypically,authenticationprotocolsalsoestablishasharedkeyfor

thesession
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SharedKeyAuthenticationProtocols

Assumptions:

Sisanauthenticationservertrustedto

1.generategoodsessionkeysforusebyAliceandBob

2.preservethesecrecyofthesekeys

ShasalreadyestablishedasharedkeyKASwitheachprincipalA
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Needham-SchroederSharedKeyProtocol

AlicewantstostartasessionwithBob:

(AgeneratesN,arandomnumber)

1.A−→S:A,B,N

(SgeneratessessionkeyKAB)

2.S−→A:{KAB,B,N,{KAB,A}KBS}KAS

3.A−→B:{KAB,A}KBS,{N2}KAB

4.B−→A:{N2-1,N3}KAB

5.A−→B:{N3-1}KAB

1.A−→S:A,B,N

“I’mAlice,IwanttotalktoBob’,andNisanidentifierforthis

request
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2.S−→A:{KAB,B,N,{KAB,A}KBS}KAS

OnlyAandScanreadthis.

KABthesesionkeytobeusedbyAliceandBob

presenceofNindicatesthatthisisinresponsetomessage1

{KAB,A}KBSisamessagefromSforforwardingtoBob:“UseKAB

totalktoA”

3.A−→B:{KAB,A}KBS,......

secondpartofmessage3ispartofatwowayhandshakeusingKAB:

3.A−→B:.......,{N2}KAB

4.B−→A:{N2-1,N3}KAB

5.A−→B:{N3-1)}KAB
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AproblemwithNeedham-Schroeder

SupposeMallorystoresoldmessages

2.S−→A:{KAB,B,N,{KAB,A}KBS}KAS

mountsanattackonAlice’ssystem,andlearnsKAS.

EvenifAlicediscoverstheattackandswitchestoanewkeyK
′

ASby

thetimeMallorylearnsKAS,Mallorycanstillrun

3.M(A)−→B:{KAB,A}KBS,{N2}KAB

4.B−→M(A):{N2-1,N3}KAB

5.M(A)−→B:{N3-1}KAB

andconviceBobhe’stalkingtoAlice.

AfixedvariantofNeedham-Schroeder

1.A−→B:Hi,I’mAlice

2.B−→A:KBS(NB)

3.A−→S:A,B,N,KBS(NB)

(SgeneratessessionkeyKAB)

2.S−→A:{KAB,B,N,{KAB,A,NB}KBS}KAS

3.A−→B:{KAB,A,NB}KBS,{N2}KAB

4.B−→A:{N2-1,N3}KAB

5.A−→B:{N3-1}KAB
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Mainidea:thetickettoBobnowcontainsthenonceNB,

whenBobreceivestheticket,thisconvincesBobthatAlicetalkedto

thekeyserverSsinceNBwasgenerated

BobcanterminateoldattemptsbyAlicetoconnectbydiscarding

NB.

NeedhamSchroederPublicKeyProtocol

(OmittingstepswherebyAandBobtaineachother’spublickeys

fromthetrustedserver.)

1.A→B:A,B,{Na,A}PKB

2.B→A:B,A,{Na,Nb}PKA

3.A→B:A,B,{Nb}PKB
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GavinLowe’sattack

Wecombinetworunsoftheprotocol,α:A→Iandβ:I→B.Inβ,

IposesasA(denotedI(A)).

α1.A→I:A,I,{Na,A}PKI

β1.I(A)→B:A,B,{Na,A}PKB

β2.B→I(A):B,A,{Na,Nb}PKA

α2.I→A:I,A,{Na,Nb}PKA

α3.A→I:A,I,{Nb}PKI

β3.I(A)→B:A,B,{Nb}PKB

runβcausesBtobelievethatitistalkingtoA,notI.
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GavinLowe’sFix

AddBtotheencryptedpartofmessage2:

1.A→B:A,B,{Na,A}PKB

2.B→A:B,A,{Na,Nb,B}PKA

3.A→B:A,B,{Nb}PKB

nowstepα.2intheattackbecomes

α2.I→A:B,A,{Na,Nb,B}PKA

andAdetectsthattheencryptedpartofthismessagewasnot

createdbyI.

(Loweprovesthisfixworksforanycombinationofinterleavingof

runs.)
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