
ElectronicPaymentProtocols
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CreditCardPaymentsontheWeb

Insecuremechanism:creditcardnumberssentaspartofhttprequest

“Secure”mechanism:

1.customer’sbrowseropensSSLconnectiontomerchantwebsite,

creditcardnumberandpaymentamountsentencrypted

2.merchantwebsiteopenssecureconnectiontocustomer’sbank,

sendscreditcardnumberandpaymentamountencrypted

3.(often)merchantwebsitestorescreditcardnumbertoexpedite

furthertransactions
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Risks

Toprivacy:

1.Themerchantlearnsyourcreditcardnumber.

2.MerchantwebsitesfrequentlyhackedandCCnumbersstolen.

3.ThebanklearnsthatyoumadeatransactionwithmerchantXfor

amountY.

Tosecurity:

1.Merchantchargesalargeramountthanagreedbyclient.
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ProposalstoimprovesecurityofCreditCardpayments

1.iKPprotocols(IBM)

2.SEPP(Mastercard)

3.STT(VisaandMicrosoft)

4.SET(consortium,Mastercard,Visa,Netscape,IBM,MS)

—combinesideasfromiKP,SEPP,STT,

—firstversion1997,yettobebroadlyadopted
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PartiestothePaymentprotocols

1.CustomerC

2.MerchantM

3.PaymentGatewayP,

–aproxyforMerchant’sbank&Customer’sbank

Objective:

1.CustomerCwishestoobtaingoods/serviceGfrommerchantM

2.MerchantMwishestoreceivepaymentfrompaymentgatewayP

3.PaymentgatewayPchargespaymenttocustomersaccount
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CustomerRequirements

1.ProofofTransactionAuthorizationbyPaymentGateway

Thecustomermusthaveaproofthatthepaymentgateway

authorizedthetransaction.

2.ReceiptfromMerchant

Thecustomermusthaveaproofthatthemerchantwhohasmade

theofferhasreceivedpaymentandpromisedtodeliverthe

goods/service

3.Confidentiality

Thecustomer’saccountinformation(includingcreditcard

number)shouldnotbeknowntothemerchant
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MerchantRequirements

1.ProofofTransactionAuthorizationbyPaymentGateway

2.Proofoftransactionauthorizationbycustomer

PaymentGatewayRequirements:

1.Proofoftransactionauthorizationbycustomer

2.Proofoftransactionauthorizationbymerchant
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SETprotocol

Verycomplicated-over400pagesofspecification!

1.CardholderRegistration-cardholderregisterssignaturekeyanda

PIN-likesecretwithCertificateAuthority

2.MerchantRegistration-merchantregisterssignatureand

encryptionkeys

3.Purchaserequest-cardholderplacesorderwithmerchant

4.PaymentAuthorization-merchantverifiescardholderdetailswith

paymentgateway,whichauthorizestransation

5.Paymentcapture-transferoffundstomerchant
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WepresentahighlysimplifiedapproximationtoPayment

Authorizationphase.(BasedontheattempttomodelSETbyLuand

Smolka)
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(aftercustomer’ssearch,negotiationofprice)

Step1:CustomerInitiatespaymentphase

C−→M:Initiate

Step2:MerchantprovidesatransactionidentifyingnumberTID

M−→C:SKs
−1

M

(TID)

(Ks
−1

Mismerchant’sprivatesignaturekey)
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Step3:CustomersendsMerchantagreedprice,plusencrypted

information(*)forforwardingtopaymentgateway

C−→M:

SKs
−1

C

(TID),

{TID,PriceCM}KeM,

(*)SKs
−1

C

({TID,PriceCP,Cardno,PIN}KeP)

where

1.KeM(KeP)ismerchant(resp.paymentgateway)public

encryptionkey

2.PriceCM(PriceCP)ispricecustomertellsMerchant(resp.

paymentgateway)
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Step4:Merchantforwards(*)topaymentgateway,requestspayment

M−→P:

(*)SKs
−1

C

({TID,PriceCP,Cardno,PIN}KeP)

SKs
−1

M

(TID),

{TID,PriceMP,MAC}KeP,

where

1.KePispaymentgatewaypublicencryptionkey

2.PriceMPispricemerchantaskstobechargedtoclientaccount

3.MACismerchantaccountnumber,fordeposit

PverifiesPIN,checksPriceCP=PriceMP
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Step5:Paymentgatewayconfirmstransactionresult

P−→M:SKs
−1

M

(TID,Result)

Step6:Merchantforwardsresulttocustomer

M−→C:SKs
−1

M

(TID,Result)
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RisksremainingwithSET

YourbankstilllearnsthatyoumadeatransactionwithmerchantXfor

amountY,andcanbuildupaprofileofyou.

Intherealworld,payingincashpreventsthisproblem.

DigitalCashattemptstoreproducethisprivacypropertyinthedigital

world.
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DigitalCash
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Generalstructureofdigitalcashprotocols:

1.customerwithdrawsmoneyfromheraccount,receivesdigital

cash

2.customertransfersdigitalcashtomerchantinexchangeforgoods

3.merchantdepositsdigitalcashinhisaccount
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Twotypesofprotocols:

1.Online:merchantverifiesdigitalcashwithbankattimeof

transaction

2.Offline:merchantverifiesdigitalcashwithbanksometimeafter

thetransaction(e.g.depositsallcashatendofday)
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Riskstobeavoided

1.Forgeryofdigitalcash

—useauthenticitymechanismstocheckthatcoinhasbeen

issuedbybankitpurportstocomefrom

2.Mutiplespending

–bankmaintainsrecordofcoinnumberonceused

(a)onlineprotocols:checkagainstmultiplespendingattimeof

transaction

(b)offlineprotocols:usemechanismtodetectcheateridentityin

caseofmultiplespending
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Howtoverifyauthenticityofacoin

Idea:getthebanktosignthatthecoinisauthentic

coinismessage

“Thisisacoinofvalue$1withnumber345789234issuedbybankB,

signedB”

Problem:bankcanlinkcoinnumbertothecustomeritwasissuedto!
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Realworldsolution:(blindsignatures)

Customerputspaperwithcoinnumberandvalue+carbonpaperina

sealedenvelope

Banksignstheenvelope(pressinghard),returnstocustomer

customeropensenvelope,removespaper,nowcontainingacarbon

copyofbank’ssignature
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Problem:Howtopreventthecustomerputtingapieceofpaperinthe

envelopethatsays“thebankwillpaythecustomer$1M”?

Solution1:useadifferentkeyforeachdifferentcoinvaluee.g.$1

Solution2:(cutandchoose)

1.Customersendsbank100identicalsealedenvelopes

2.Bankrandomlychooses99/100,askscustomertoopenthem,

verifiesthatthewritingonthepapersayswhatthecustomer

claimed

3.Banksignstheremainingenvelope

Ifcustomercheats,bankschanceofcatchingthemoutis99/100.
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Blinddigitalsignatures

Let

K
−1

=(e,n)beBob’sRSAprivatesignaturekey

K=(d,n)bethecorresponding(public)signatureverificationkey

TogetBobtoblindlysignamessageM:

1.Alicegeneratesarandomnumberkrelativelyprimeton

2.Alicecomputesk
d
·M,getsBobtosignthis

Thesignedmessage=

(k
d
·M)

e
modn=(k

d.e
·M

e
)modn=k·M

e
modn,which

afterdividingbykisthesameasMsignedusingK
−1

!
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Putingittogether:AnOnlinedigitalcashprotocol

Withdrawal:

1.Alicecreates(ncopiesof,forcutandchoose)acoinofvalueV

(NB:ALice,notthebankrandomlychoosesthecoinnumber!)

andblindsit

2.Alicesendstheblindedcointothebank

3.(forcutandchoose:Aliceandbankrunthecheatingdetection

protocol)

4.BanksignstheblindedcoinanddebitsAlice’saccounttovalueV

5.BanksendssignedcointoAlice

6.Aliceunblindsthecoin
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Payment/Deposit:

1.AlicegivesBobthecoin

2.BobcontactsBankandsendsthecoin

3.Bankverifiessignatureonthecoin

4.Bankverifiesthatcoinhasnotalreadybeenspent

5.Bankenterscoininspent-coindatabase

6.BankcreditsBob’saccountandinformsBob

7.BobgivesAlicethegoods.
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Howtomakethisintoanofflineprotocol?

Basicidea:includeidentifyinginformationhiddeninthecoin,thatis

usuallyinvisible,butthatwillberevealedifAlice(orBob)triesto

double-spend.

Slide25

SchnorrProofofpossessionprotocol

AlicewouldliketoconvinceBobthatsheknowsasecretM,without

revealingit.

p,qlargeprimes,withqafactorofp−1

gageneratormodp,i.e.satisfyingg
q

=1modp

Wecandescribealine{(x,y)|y=mx+bmodq}bythe

quantitiesmandb

Thesecretisencodedassuchapair(m,b)

Wehidemandbasb
′
=g

b
modpandm

′
=g

m
modp
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(g,p,qarepublic,onlyAliceknowsm,b)

AlicetellsBob:Iknowthesecretfor(b
′
,m

′
)!

Bob:proveit!

Alicegeneratesarandompoint(x,y)ontheline

Bobverifiesthat

g
y

=(m
′
)
x
·b

′
modp

Bob’sknowingonepointonthelineisnotenoughtoknowtheline.

SupposeAliceandBobplaythisgametwice.

ThenBobknowstwopointsontheline,hencecancomputemandb!
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ApplyingSchnorrtoavoiddoublespending

Basicidea:whenthebankissuesacointoAlice,itencodesAlice’s

nameinthecoinusingtheSchnorrconstruction.

IfAlicedoublespends,herenamewillberevealed.
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DigitalCashinPractice?

1.Invented,patentedbyChaum,mid-late1980’s

2.ChaumstartedacompanyDigicash

3.Minimalbankinterest(competitionwithSET)

4.DigicashwentintoChapter11bankruptcy,acquiredbyEPay,

acquiredbyInfospace,patentssoldtoFirstData(andonit

goes....)

5.Notmuchinuse,generallyconsideredtoocomplex.
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