
Kerberos

Overview

Motivation:“singlesignon”inTCP/IPLANenvironment

DevelopedatMITaspartofprojectAthena,frommid1980’s

Sharedkeyauthenticationandkeydistributionprotocol,basedon

NeedhamSchroeder
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Atypicaldayattheoffice

1.logontoUnixdesktop(enteruname,password)

2.connectlaptoptonetwork

3.ftpfromdesktoptolaptoptotransferfiles(enteruname

password)

4.connecttowindowsservertoreadWordattachmentinemail

(enterunamepassword)

5.connecttofastservertoruncomputationintensivesimulation

(enterunamepassword)

6.etc...

Kerberosvision:SingleSignon

Logononce,terminalactsasproxyforauthenticationtootherservers

Kerberizingapplications=modifyingtheapplicationtouseKerberos

routinesforauthentication

Examples:

1.telnet

2.rlogin

3.ftp

4.NFS(NetworkFilesystem)
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Naiveapproach:

userlogsontoterminalwithpassword

terminalrememberspassword

terminalusespasswordtoauthenticateusertootherservices

Problem:

Usermayruninsecuresoftwarethattransferspassword

Solution:

Minimizethetimethatterminalrememberspassword

authenticatetootherservicesusinganauthetication“ticket”that

expires(e.g.after1day),inplaceofpassword.
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Kerberosversion4

Baselineassumptions

ServerS=Keydistributioncenter=KDChasdatabaseof(User,

KUser,S)

KUser,SisahashofUser’spassword

KSisserver’skey,knowntoserveronly
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Phase1:obtainaTicketGrantingTicket

Motivation:minimizeamountKDCneedstoremember,allowKDC

tobedistributed

(AliceenterspasswordintoterminalT)

1.T−→S:AlicerequestsTGT,n(T)

2.S−→T:{KA,TGT}KA,S

TGT={A,n(T),v,KA}KSusedtofetchticketsforAlice’suse

n(T)=networkaddressofT

KAissessionkeyforusebyA

v=validityperiodofticket

Phase2:LoggingintoaremotemachineBob

(Aliceenters“rloginBob”)

3.T−→S:A,B,TGT,{A,n(T),timestamp}KA

(whereTGT={A,n(T),v,KA}KS,asabove)

4.S−→T:{B,KA,B,ticketA,B}KA

(WhereticketA,B={A,n(T),v
′
,KA,B}KB,S

5.T−→B:ticketA,B,{timestamp}KA,B

1.(Bobverifiestimestampiscurrent)

6.B−→T:{timestamp+1}KA,B
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Oninclusionofnetworkaddressesintickets

n(T)includedsothat

1.replayattacksfromdifferentmachinescanbedetected(forcing

attackerstospoofnetworkaddresses)

2.Alicecannotdelegatehertickettootherusersmachines

(removedinV5)

KerberosVersion5
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Delegation

Examples:

Alicestartsabatchjobtorunovernight,delegatestoittherightto

accessAlicesfilesonothermachines

Alicelogsontomozart,thenwantstologontowagnerfromthere

Approach:AllowAlicetorequestticketgrantingticketswith

differentnetworkaddresses,forspecificservices

AlicepermittedtogiveaticketwithBob’snetworkaddresstoBob

Authorization-datafieldencodesrestrictionsonBob,application

specificinterpretation

BooleanFieldsinTGT’s:

1.Forwardable:AlicemayusethisTGTtorequestaTGTwith

Bob’snetworkaddress

2.Proxiable:AlicemayusethisTGTtorequestticketsthatshe

cangivetoBobtoaccessservicesonbehalfofAlice
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OtherDifferencesinProtocolMessageStructure

V4:step2.S−→T:{KA,TGT}KA,S

V5:step2.S−→T:{KA}KA,S,TGT

V4step4.S−→T:{B,KA,B,ticketA,B}KA

V5step4.S−→T:{B,KA,B}KA,ticketA,B

reason:notnecessarytodoubleencrypttickets

CryptoinKerberosimplementations:

DES,3-DESinuse

workoninclusionofAESinprogress
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PotentialVulnerabilities

(seeBellovinandMerritt)

canreplayoldtickets:timestampsaresupposedtopreventthis,but

replayscanbedoneduringlifetimeofticket

ticketlifetimestendtobelong.e.g.8hours.

networkclockprotocolstendtobeinsecure,soclockattacksarea

danger

attackercanmountpasswordguessingattackaftercollectingenough

tickets

attackerwithrootaccessonclientmachinecanmodifyKerberos

softwareonclienttorecordpasswords
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