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SSL3.0/TLS

Defactostandardforsecureinternetcommunication,particularly

betweenbrowserclientCandserverS.

DevelopmentinitiatedbyNetscape,SSLv21995

TLSanIETFstandardisedversion,butincompatiblewithSSLv3

Objectives:

•authenticateCandStoeachother,

•negotiatecryptosystemtobeused,

•generateasharedsecretkey,

•rollbacktoSSL2.0ifeitherCorSisusingthatversion.
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ApplicationLayerapproach(SSL)

Advantages:

don’tneedtomodifyoperatingsystem

Disdvantages:

NeedtomodifyapplicationtouseSSL

Attackercanaddfalsepacketstopacketstream,thatpassTCP

checksumandsequencenumberchecks.−>Realpacketslost,

fakepacketspassedtoSSL
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Networkprotocolapproach(IPSec)

Advantages:

Preventfalsepacketattack

Don’tneedtomodifyapplication

Disdvantages:

needtomodifyoperatingsystem

hidesinformationthatfirewallswouldliketosee

(incurrentversion):IPSeccanauthenticateusers,butAPIcancan

onlypassIPaddressestoapplication,notusers
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InformationexchangedintheSSLprotocol:

•Veri:SSLversionnumbersofi

•Suitei:cryptographicpreferencesofi

•Cipher:algorithmselectedfromtheclientSuitebyServer

•Ni:Noncegeneratedbyi

•Secreti:randomsecretgeneratedbyi

•Messages:allmessagesuptothispoint.
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“SpecificationofSSL”(Inferredfromdescription)

Attheendofthehandshake:

1.IfSecretC,SecretSarewhatSandCconsidertobethe

sharedsecret,thenSecretC=SecretS.

2.thesharedsecretisnotvisibletoanintruder

3.thepartiesagreeoneachother’sidentityandprotocolcompletion

status

4.thecryptosystemagreeduponshouldbethestrongestone

availabletobothparties

5.thepartieshaveaconsistentopinionoftheversionofSSLbeing

run.
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SSLProtocol

C−→S:C,VerC,SuiteC,NC

S−→C:VerS,(sessionid),Cipher,NS,signCA(S,KS)

C−→S:

signCA(C,VC),{SecretC}KS,signC(Hash(Messages(1−2)))

(changetonegotiatedcipher)

S−→C:{Hash(Messages(1−3))}MasterKey

C−→S:{Hash(Messages(1−4))}MasterKey

whereMasterKey=f(SecretC,NC,NS)

Messages(1-n)isallmessagesinfirstnsteps.
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ClientcertificatesignCA(C,VC)isoptional,andnotmuchused.
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SessionResumption

Subsequentconnections(e.g.tofetchanotherwebpagefromthe

server)usekeyscomputedfromMasterKey,providedServerhas

allowedthisbysendingsessionidandsaving

(sessionid,SecretC)atthetimeoftheinitialconnection

C−→S:sessionid,VerC,SuiteC,N
′

C

S−→C:

sessionid,VerS,Cipher,N
′

S,{Hash(Messages(1−1))}MasterKey
′

C−→S:{Hash(Messages(1−2))}MasterKey
′

whereMasterKey
′
=f(SecretC,N

′

C,N
′

S)
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(Thisestablishesthenewconnectionin3messagesratherthan5)
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AWeaknesswithsessionresumption

Thesessionresumptionprotocolspecificationimplicitlyallowsthatthe

newconnectioncanberesumedwithversion2ratherthanversion3.

Infactanadversarycanforcetheversiontoberolledbacktoversion

2.

(SeepapersbyWagnerandSchneier,1996,andbyMitchelland

Shmatikov,1998.)

Version2hadanumberofweaknesses:

1.Downgrade:Anattackercouldforcetheuseoftheweakest

cipherintheclientsupportedciphersuite

2.Truncation:AnattackercouldterminateaTCPconnection,
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closingthesessionpotentiallywithouttheclient/servernoticing

anythingabnormal.
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