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Intrusion Recovery
|
0 Intrusion detection is only part of problem
0 Also need:
To determine exploit and close it
Recovery data to a known good state
o Recovery is hard
THE TASER INTRUSION Need to identify tainted data
RECOVERY SYSTEM Preserve legitimate date while removing tainted data
Legitimate actions and tainted actions intermingled
u Even inter-dependent
Taser System Auditor
| |
0 Auditor Fp""‘”k 01 Divides system up name op cid  — dircctory name id, name
Responsible for logging actions into objects Zﬁ':;lﬁ:fc"fp :nh_|c;:;t: 2, shmibate
Online component name, files, and
o Analyser attributes 2 sy
. . PR . . . oA >
Respocrimble for identifying intrusion point and resulting 0 Records log in public network 2k
tainted operations b
QCkend SyStem Target Backend
Offline component Sy Syt
1 Resolver Application server Forensix database
Takes log and analysis and rolls back file system to ,% Append-only files
remove tainted actions i Private network o
Logging pinhole
Analyser Tracing and Propagating
|
o Note the difference between

solely “back tracking” like GraphGen, and
The need for accurate dependencies for taint
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time 0: process A creates process B
time 1: process B writes file 1

process A
rocess B

time 2: process B writes file 2
time 3: process A reads file 0

time 4: process A creates process C
time 5: process C reads file 1

time 6: process C writes file X
time 7: process C reads file 2

time 8: process A creates process D

rocess C
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(¢) dependency graph

(b) dependency graph
generated by GraphGen

(a) event log
for complete event log
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0 Use the recovery time
versions for untainted
objects

o Only replay the last
legitimate attribute or
name operation
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Optimistic Analysis

o White lists
O Intervals &

0 lgnore classes of events in analysis phase

Creates the opportunity for conflicts

E.g. NolAN allows legitimate operations in tainted directory
u Conflict: Remove tainted directory and preserve legitimate file22

Policy Desc Conflicts
. All operations shown in
- Conservative none

Table 2

Nol Ignores IPC, signals none’

NolA Tgnore reading file at- | auribuie con-
tribute: flicts

NoIAN Igm\rc reading file at- | attribute, name
tributes and names conflicts

NOIANC Igm\rc reading file at- | attribute, name,
tributes, names, content | content conflicts

Accuracy Results

v v

Recovery one day affer aftack Recovery one week after attack

Scenario Recovery | Snapshot | Nol | NoIAN | NoIANC || Snapshot | Nol | NoIAN | No[ANC
Actions

Tilegal storage 507 633.0 | 2.0 0.0 0.0 | 41540 7.0 0.2 0.2
Conltent destruction 739 1877, 0 0,0 0,0 0,0 5338.0 0,0 0,0 0,1
Unhappy student 167 1106, 0 2.0 0,0 0,1 4.0 0,0 0,1
Compromised database 3 814.0 | 0.0 0.0 0.2 0.0 0.0 0.2
Software installation 30 [ 1542.0] 1.0 0.0 0.0 .0 0.0 0.0
Tnexperienced admin 39 [ 13660 | ANT.0[ 1.0 0.0 TL.0] 1.0 0.0
Inexperienced admin 39 1366, 0 J?U 41 i@ 125.0 49820 | 701.0 701.0 126,0
(single interval) {
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Performance

o Target roSonsle
7% Ahroughput reduction on webstone

0 Backend

Number of operations 13.3 Million
Size of events in flat file 1.9GB
Size of database 2.3GB
Database loading time 36.3 min

&

Table 7: Average daily backend statistics

Conclusions

0 Taser can identify and recover legitimate snapshot
of the system
0 Trade-off in optimistic analysis
Misses some intrusion activity

Preserves more legitimate data




