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Some stat ist ics

• 70% of OS code is in device drivers
– 3,448,000 out  of 4,997,000 loc in Linux 2.6.27

• A typical Linux laptop runs ~ 240,000 lines of kernel code, 
including ~ 72,000 loc in 36 different  device drivers

• Drivers contain 3—7 t imes more bugs per loc than the rest  of 
the kernel

• 70% of OS failures are caused by driver bugs
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Lecture out line

• Part  1: Introduct ion to device drivers 

• Part  2: Overview of research on device driver reliabilit y

• Part  3: Device drivers research at  ERTOS
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Part  1: Int roduct ion to device drivers
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Funct ions of a driver

• Encapsulat ion
– Hides low-level device protocol details from  the client

• Unificat ion
– Makes sim ilar devices look the sam e

• Protect ion (in cooperat ion with the OS)
– Only  authorised applicat ions can use the device

• Mult iplexing (in cooperat ion with the OS)
– Mult iple applicat ions can use the device concurrent ly
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OS archeology

The first  (?) device drivers: I/O libraries for the IBM 
709 batch processing system [1958]
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OS archeology

IBM 7090 [1959]  int roduced I/O channels, which 
allowed I/O and computat ion to overlap
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OS archeology

IBM 7094 [1962]  supported a wide range of 
peripherals: tapes, disks, teletypes, flexowriters, etc.
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OS archeology

GE-635 [1963]  int roduced the m aster CPU m ode. Only 
the hypervisor running in the m aster mode could 
execute I/O instruct ions
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I/O devices in a typical desktop system
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PCI bus overview

• PCI bus
– Convent ional PCI

• Developed and standardised in early 90's
• 32 or 64 bit  shared parallel bus
• Up to 66MHz (533MB/s)

– PCI-X
• Up to 133MHz (1066MB/s)

– PCI Express
• Consists of serial p2p links
• Software-com pat ible with convent ional PCI
• Up to 16GB/s per device
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PCI bus overview: m em ory space

CPU

RAM
PCI 

controller

Dev1 Dev3

Dev1 Dev2 Dev3

Dev2

Physical address space (FSB)

PCI memory space
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PCI bus overview: DMA
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PCI bus overview: interrupts

CPU

RAM
PCI 

controller

Dev1 Dev3

Dev1 Dev2 Dev3

IRQ
controller

Dev2

Physical address space (FSB)

PCI memory space
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PCI bus overview: config and I/O spaces

• PCI configurat ion space
– Used for device enum erat ion and configurat ion
– Contains standardised device descriptors

• I/O space
– obsolete
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USB bus overview

• USB bus
– Host -cent ric
– Dist r ibuted-system -style architecture
– Hot plug
– Power m anagem ent

• Bus-powered and self-powered devices
– USB 1.x

• Up to 12Mb/s
– USB 2.0

• Up to 480Mb/s
– USB 3.0

• Up to 4.8Gb/s
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USB bus overview

USB bus 
controller

Root hub

Device 1 Device 2 Hub

Device 3 Device 4

CompletionsTransfer descriptors

DMA DMA
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I/O devices in a typical desktop system
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Driver stacking
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Driver stacking

TCP/IP stack

AX88772
Ethernet 

driver

hard_start_xmit(pkt)
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Driver stacking

TCP/IP stack

AX88772
Ethernet 

driver

USB EHCI
controller
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Driver stacking

TCP/IP stack

AX88772
Ethernet 

driver

USB EHCI
controller

driver

PCI bus
driver

hard_start_xmit(pkt)

usb_submit_urb(urb)

mem loads/stores
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Driver stacking

TCP/IP stack

AX88772
Ethernet 

driver

USB EHCI
controller

driver

PCI bus
driver

USB framework

PCI framework
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Driver fram ework design patterns

The driver pattern The bus pattern
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Driver fram ework software architecture
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Quest ions?
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Part  2: Overview of research on device driver 
reliabilit y
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Som e stat ist ics

• 70% of OS code is in device drivers
– 3,448,000 out  of 4,997,000 loc in Linux 2.6.27

• A typical Linux laptop runs ~ 240,000 lines of kernel code, 
including ~ 72,000 loc in 36 different  device drivers

• Drivers contain 3—7 t imes m ore bugs per loc than the rest  of 
the kernel

• 70% of OS failures are caused by driver bugs
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Understanding driver bugs

• Driver failures
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Understanding driver bugs

• Driver failures
– Mem ory access violat ions
– OS protocol v iolat ions

• Ordering violat ions
• Data form at  violat ions
• Excessive use of resources
• Tem poral failure

– Device protocol v iolat ions
• Incorrect  use of the device state m achine
• Runaway DMA
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User-level device drivers

• User-level drivers
– Each driver is encapsulated inside a separated hardware 

protect ion dom ain
– Com m unicat ion between the driver and its client  is based on IPC
– Device m em ory is m apped into the vir tual address space of the 

driver
– Interrupts are delivered to the driver via IPC's
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User-level drivers in µ-kernel OSs

ApplicationTCP/IPDriver

IPCIPC
Mem-mapped I/O

User land

Kernel
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User-level drivers in µ-kernel OSs

ApplicationTCP/IPDriver

IPCIPC

IPC

IRQ

User land

Kernel

  38

User-level drivers in µ-kernel OSs

Application

TCP/IPDriver

IPC

Net filter

User land

Kernel
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User-level drivers in µ-kernel OSa

ApplicationDriver

IPC

TCP/IP

User land

Kernel
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Driver perform ance characterist ics

  41

Driver perform ance characterist ics

• I/O throughput
– Can the driver saturate the device?

• I/O latency
– How does the driver affect  the latency  of a single I/O request?

• CPU ut ilisat ion
– How m uch CPU overhead does the driver int roduce?
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Early im plem entat ions

• Michigan Term inal System  [1970's]
– OS for IBM System /360
– Apparent ly, the first  to support  user-level drivers

• Mach [1985-1994]
– Dist r ibuted m ult i-personalit y µ-kernel-based m ult i-server OS
– High IPC overhead
– Eventually, m oved drivers back into the kernel

• L3 [1987-1993]
– Persistent  µ-kernel-based OS
– High IPC overhead
– Im proved IPC design: 20-fold perform ance im provem ent
– No data on driver perform ance available
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More recent  im plem entat ions

• Sawmill [~ 2000]
– Mult iserver OS based on autom at ic refactoring of the Linux 

kernel
– Ham pered by software engineering problem s
– No data on driver perform ance available

• DROPS [1998]
– L4 Fiasco-based real-t im e OS
– ~ 100% CPU overhead due to user-level dr ivers

• Fluke [1996]
– ~ 100% CPU overhead

• Mungi [1993—2006]
– Single-address-space dist r ibuted L4-based OS
– Low-overhead user-level I/O dem onst rated for a disk driver
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Current ly act ive system s

• Research
– seL4
– MINIX3
– Nexus

• Com mercial
– OKL4
– QNX
– GreenHills INTEGRITY
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Improving the performance of ULD
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Improving the performance of ULD

• Ways to im prove user-level driver perform ance
– Shared-m em ory com m unicat ion
– Request  queueing
– Interrupt  coalescing
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Implem ent ing efficient  shared-memory 
com m unicat ion

• Issues:
– Resource account ing
– Safety
– Asynchronous not ificat ions

ConsumerProducer

User land

Kernel notifications

shared memory
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Rbufs

• Proposed in the Nemesis m icrokernel-based mult im edia OS

ConsumerProducer data region

rwro

rorw
request descriptors

response descriptors

head pointer
tail pointer

head pointer
tail pointer
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User-level drivers in a m onolithic OS

ApplicationDriver

TCP/IP

User land

Linux Kernel

Ben Leslie et al. User-level device drivers: Achieved performance, 2005
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User-level drivers in a m onolithic OS

ApplicationDriver

TCP/IP

User land

Linux Kernel

Ben Leslie et al. User-level device drivers: Achieved performance, 2005

send()

read()

Mem-mapped I/O

  51

User-level drivers in a m onolithic OS

ApplicationDriver

TCP/IP

User land

Linux Kernel

Ben Leslie et al. User-level device drivers: Achieved performance, 2005

recv()

IRQ

read()
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User-level drivers in a m onolithic OS

Ben Leslie et al. User-level device drivers: Achieved performance, 2005

• Perform ance

– Up to 7% throughput  degradat ion
– Up to 17% CPU overhead
– Aggressive use of interrupt  rate lim it ing potent ially affects 

latency (not  m easured).
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Nooks

• A complete device-driver reliability  solut ion for Linux:
– Fault  isolat ion
– Fault  detect ion
– Recovery

Linux kernel 
(read-only for the driver)

Driver

Heap Stacks

Isolation manager Shadow driverIsolation manager:
• XPC
• Copying/replication
• Checking
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Nooks

• A com plete device-driver reliability  solut ion for Linux:
– Fault  isolat ion
– Fault  detect ion
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Linux kernel 
(read-only for the driver)

Driver

Heap Stacks

Isolation manager Shadow driverIsolation manager:
• XPC
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Driver
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Nooks

• A complete device-driver reliability  solut ion for Linux:
– Fault  isolat ion
– Fault  detect ion
– Recovery

Linux kernel 
(read-only for the driver)

Isolation manager Shadow driverIsolation manager:
• XPC
• Copying/replication
• Checking

Driver

Heap Stacks
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Nooks

• A com plete device-driver reliability  solut ion for Linux:
– Fault  isolat ion
– Fault  detect ion
– Recovery

• Problem s
– The driver interface in Linux is not  well defined. Nooks m ust  

sim ulate the behaviour of hundreds of kernel and driver ent ry  
points.

• Perform ance
– 10% throughput  degradat ion
– 80% CPU overhead
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Virtualisat ion and user-level drivers

• Direct  I/O

Hypervisor

VM1 VM2

Driver Driver
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Virtualisat ion and user-level drivers

• Paravirtualised I/O

Hypervisor

VMM VM2

Driver Stub
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Paravirtualised I/O in Xen

Xen hypervisor

Driver domain Guest domain

netfrontnetback

Driver

I/O channels

TX tx buf
free buf

RX rx buf
rx packet

• Xen I/O channels are sim ilar to rbufs, but use a single 
circular buffer for both requests and complet ions and rely on 
mapping rather than sharing   60

Xen I/O channels
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Paravirtualised I/O in Xen

• Performance overhead of the original implem entat ion: 300%
– Longer cr it ical path (increased instruct ions per packet )
– Higher TLB and cache m iss rates (m ore cycles per inst ruct ions)
– Overhead of m apping

• Opt im isat ions
– Avoid m apping on the send path (the driver does not  need to 

“ see”  the packet  content )
– Replace m apping with copying on the receive path
– Avoid unaligned copies
– Opt im ised im plem entat ion of page m apping
– CPU overhead down to 97% (worst-case receive path)
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Other driver reliability techniques

• Im plement ing drivers using safe languages
– Java OSs: KaffeOS, JX

• Every process runs in a separate protect ion dom ain with a 
private heap. Process boundaries are enforced by the 
language runt im e. Com m unicat ion is based on shared 
heaps.

– House (Haskell OS)
• Bare-m etal Haskell runt im e. The kernel and drivers are in 

Haskell. 
• User program s can be writ ten in any language.

– SafeDrive
• Extends C with pointer type annotat ions enforced via stat ic 

and runt im e checking
• unsigned n;

struct e1000 buffer * count(n) bufinfo;
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Other driver reliability techniques

• Im plem ent ing drivers using safe languages
– Singularit y OS

• The ent ire OS is im plem ented in Sing#
• Every driver is encapsulated in a separate software-isolated 

process
• Processes com m unicated v ia m essages sent  across channels
• Sing#  provides m eans to specify and stat ically enforce 

channel protocols
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Other driver reliability techniques

• Stat ic analysis
– SLAM, Blast , Coverity
– Generic program m ing faults

• Release acquired locks; do not  acquire a lock twice
• Do not  dereference user pointers
• Check potent ially NULL-pointers returned from  rout ine

– Driver-specif ic propert ies
• “ if a dr iver calls another driver that  is lower in the stack, 

then the dispatch rout ine returns the sam e status that  was 
returned by the lower driver ”

• “ dr ivers m ark I/O request  packets as pending while queuing 
them ”

– Lim itat ions
• Many propert ies are beyond reach of current  tools or are 

theoret ically undecidable (e.g., m em ory safety)
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Quest ions?
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Part  3: Device drivers research at  ERTOS
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User-level device drivers

• What is the overhead of user-level I/O in a m icrokernel-based 
OS?
– St ill an open quest ion
– Indirect  ev idence suggest  that  the overhead can be reduced to  

~ 10%

• Project : design, implement  and evaluate a user-level driver 
framework for a modern m icrokernel (seL4 or OKL4)
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A study of driver bugs
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Driver defects

• Types of driver defects
– Device protocol v iolat ions
– OS protocol v iolat ions
– Concurrency defects
– Generic program m ing defects
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A study of Linux driver bugs

Driver #bugs
USB

RTL8150 USB-to-Ethernet adapter 827 16
EL1210a USB-to-Ethernet adapter 710 2

925 15
Generic USB network driver 1028 45
USB hub 2234 67
USB-to-serial converter 989 50
USB mass storage 803 23

IEEE1394 Ethernet controller 1413 22
SBP-2 transport protocol 1713 46

PCI
11718 123

BNX2 Ethernet adapter 5412 51
i810 frame buffer 2920 16
CMI8338 audio 2660 22

498

#loc

KL5kusb101 USB-to-Ethernet apapter

Firewire

Mellanox InfiniHost InfiniBand adapter
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A study of Linux driver bugs

Driver

OS protocol

device protocol
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A study of Linux driver bugs

Driver

OS protocol

device protocol

� Issuing a com mand to  
uninit ialised device

� Writ ing an invalid register value

� Incorrect ly m anaging DMA 
descriptors

Device protocol violat ion examples:
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Device protocol violat ions

Device protocol v iolat ions

38%
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OS protocol violat ions

Driver

OS protocol

device protocol

`

Mellanox Infinihost controller 
driver

RESETREADY

if(cur_state==IB_RESET &&
   new_state==IB_RESET){
  return 0;
}
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OS protocol violat ions

Device protocol v iolat ions

38%38%

20%

OS protocol v iolat ions
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Concurrency errors

0 5 10 15 20 25 30 35

 

Race in config funct ions:

Race in hot  unplug handler: 

Deadlock in an atom ic context :

Race in the data path:

Race in PM funct ions:

Uninit ialised lock:

Im balanced locks:

Other:
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Concurrency errors
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Concurrency errors
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Concurrency errors

Device protocol v iolat ions

OS protocol v iolat ions

38%38%

20%

38%

20%

19%

Concurrency errors
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Generic errors

38%38%

20%

38%

20%

19%

38%

20%

19%

23%

Device protocol violat ions

OS protocol v iolat ions

Concurrency errors

Generic errors
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Dealing with concurrency bugs
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Dealing with concurrency bugs

driver

Threads

request1
request2 irq
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Dealing with concurrency bugs

driver

Threads

request1
request2 irq

 

evt3

request1
request2

driver

evt2

evt1

Dingo

Events

irq

  87

Writ ing non-blocking drivers

int probe ()
{
  ...
  write_config_reg ();
  msleep(20);
  read_status_reg ();
  ...
}

Linux

void probe ()
{
  ...
  write_config_reg ();
  timeout(20, probe2 );
}

void probe2  ()
{
  read_status_reg ();
  ...
}

Dingo
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Writ ing non-blocking drivers

int probe ()
{
  ...
  write_config_reg ();
  msleep(20);
  read_status_reg ();
  ...
}

Linux

void probe ()
{
  simple_evt notif;
  ...
  write_config_reg ();
  CALL (timeout(20), notif);
  read_status_reg ();
  ...
}

Dingo
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Performance of the AX88772 
USB-to-Ethernet adapter driver
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Impact  of serialisat ion on performance

Special case: drivers for very-high-performance devices

Solut ion: Re-int roduce mult ithreading at  the data path

� Exam ples: 10Gb Ethernet , Infiniband
� For such drivers, serialisat ion affects perform ance on 

m ult iprocessors

� Avoid concurrency bugs at  the cont rol path, while 
m aintaining high perform ance at  the data path
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Performance of the Mellanox 
InfiniBand adapter driver
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Dealing with OS protocol violat ions
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Modeling driver protocols with
state m achines

init

start

running

stop

unplugged

?start

!startComplete

?stop

!stopComplete

?unplugged

?unplugged

?unplugged

!stopComplete

? - incoming call from the OS
! - outgoing call to the OS
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Ethernet  controller protocol fragment

disabled

?enable enable

enabled

disable!disableComplete

!enableComplete

?disable

txq_stalled

txq_running

!txStopQueue!txStartQueue

?transmit

rx

?receive

?suspend

...
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Other features of the language

Other features of the specificat ion language:

� Tim eouts
� Protocol variables
� Dynam ic protocol spawning
� etc.
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Runt ime  failure detect ion

Driver

OS protocol
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Runt ime  failure detect ion

EthernetController protocol SM

Driver

OS protocol
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Current  status

• Current status of Dingo
– Building an open-source im plem entat ion of the Dingo 

architecture in Linux

• Project
– Im plem ent  and evaluate device drivers for the Dingo 

architecture
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Driver synthesis by exam ple

dummy-net device

0=off
1=on
ctrl data
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Driver synthesis by exam ple

dummy-net device

0=off
1=on
ctrl data

dummy-net driver

!sendComplete

?send sentOS protocol 
specification:

ctrl:=1

ctrl:=0

data:=1/
sent

Device protocol 
specification:
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Driver synthesis by exam ple
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Device protocol 
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Driver synthesis by exam ple

dummy-net device
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!sendComplete
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Device protocol 
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Driver synthesis by exam ple

dummy-net device
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ctrl data

dummy-net driver
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Driver synthesis by exam ple
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Driver synthesis by exam ple
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Driver synthesis by exam ple

dummy-net device

0=off
1=on
ctrl data

dummy-net driver

!sendComplete

?send sentOS protocol 
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ctrl:=0

data:=1/
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Device protocol 
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Driver synthesis by example

!sendComplete

?send sent

ctrl:=1

ctrl:=0

data:=1/
sent

||
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?send

?send
data:=1/
sent

ctrl:=1 ctrl:=0 ctrl:=1 ctrl:=0 ctrl:=1 ctrl:=0

!sendComplete

!sendComplete

Driver synthesis by example

!sendComplete

?send sent

ctrl:=1

ctrl:=0

data:=1/
sent

||
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?send

?send
data:=1/
sent

ctrl:=1 ctrl:=0 ctrl:=1 ctrl:=0 ctrl:=1 ctrl:=0

!sendComplete

!sendComplete

Driver synthesis by example

!sendComplete

?send sent

ctrl:=1

ctrl:=0

data:=1/
sent

||
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Driver synthesis by example

?send

?send
data:=1/
sent

ctrl:=1

!sendComplete

!sendComplete

?send sent

ctrl:=1

ctrl:=0

data:=1/
sent

||
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Driver synthesis by example

?send(1)

?send(1)
data:=1/
sent(1)

ctrl:=1

!sendComplete

!sendComplete

?send(1) sent(1)

ctrl:=1

ctrl:=0

data:=1/
sent(1)

||
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Driver synthesis by example

?send(1)

?send(1)
data:=1/
sent(1)

ctrl:=1

!sendComplete

!sendComplete

?send(1) sent(1)

ctrl:=1

ctrl:=0

data:=1/
sent(1)

||
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Driver synthesis by example

?send(1)

?send(1)
data:=1/
sent(1)

ctrl:=1

!sendComplete

!sendComplete

?send(1) sent(1)

ctrl:=1

ctrl:=0

data:=1/
sent(1)

||
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Driver synthesis by example

?send(1)

?send(1)
data:=1/
sent(1)

ctrl:=1

!sendComplete

!sendComplete

?send(1) sent(1)

ctrl:=1

ctrl:=0

data:=1/
sent(1)

||
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Implementat ion

ASIX 88772 100Mb/s USB-to-Eth controller driver
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Quest ions?


