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Lecture 10a: Cloud Computing

® What is Cloud Computing?
@ X as a Service

® Key Challenges

@ Developing for the Cloud
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WHAT IS CLouD COMPUTING?

A style of computing in which dynamically scalable
and often virtualized resources are provided as d
service over the Infernet. (Wikipedia)

WHAT IS CLOUD COMPUTING?
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Why is it called Cloud?

=¥ services provided on virtualised resources
=» virtual machines spawned on demand
=» location of services no longer certain

=» similar to network cloud

WHAT IS CLOUD COMPUTING?



Flavours of Cloud Computing:
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Technology exposed to customers
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KEY CHARACTERISTICS OF CLOUD COMPUTING

SP 800-145. The NIST Definition of Cloud Computing:
@® On-demand, self-service
e getresources (CPU, storage, bandwidth etc),
e automated: as needed, right now!
@ Network access

e services accessible over the network, standard profocols
® Pooled resources

e provider: multi-tfenant pool of resources

e dynamically assigned and reassigned per customer demand
@ Elasticity

e Scalability: rapidly adjust resource usage as needed
® Measured service

e Monitor resource usage
e billing for resources used

KEY CHARACTERISTICS OF CLOUD COMPUTING



BENEFITS

Flexibility:
=» Flexible provisioning
=» Add machines on demand
=» Add storage on demand

Effort:

=» Low barrier fo entry
= Initial effort: no need to spec and set up physical infrastructure
=» Continuing effort: no need to maintain physical infrastructure

BENEFITS



Cost;
=* Low inifial capital expenditure

=» Avoid costs of over-provisioning for scalability

=» Pay for what you use
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in “Developing and Extending Applications for Windows Azure with Visual Studio”
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Reliability:
=* Redundancy
=» Trust reliability of provider
=» Data backups
= What happens when provider goes down?
= What about Security? Privacy?

BENEFITS



Public vs Private Clouds?

HYBRID y
PUBLIC CLOUD

|
private / internal = public/external |4

AMAZON S3

©2010 NSKInc  www.nskinc.com

Public: open services available to everyone

Private: owned, operated, and available to specific organisation
s this still cloud computing?

Hybrid: system uses some private cloud services and some public cloud

Services.
http://blog.nskinc.com/IT-Services-Boston/bid/32590/Private-Cloud-or-Public-Cloud

BENEFITS
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INFRASTRUCTURE AS A SERVICE: |AAS

Service provider provides:
=» Server and network hardware
= Virtual machines
= IP addresses
=» Services to manage VMs (create, start, stop, migrate)
=» Optional: storage, database, synchronisation, communication

Client provides:

=» OS and OS environment
-> Web server, DBMS, etc.
- Middleware

=* Application soffware

INFRASTRUCTURE AS A SERVICE: |IAAS
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Challenges — Client:

= Transparency (haming, redirection)
=» Scalability: replication and load balancing decisions
=» Synchronisation and coordination

=» Security

=» Faulf tolerance

= Soffware maintfenance and sys admin

Challenges - Provider:

=» Hardware provisioning and maintenance
Load management
IP address management, DNS management

->

->

=» Infrasfructure fault folerance
=» Monitoring, logging, billing
->

Storage

INFRASTRUCTURE AS A SERVICE: |IAAS
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EXAMPLE 1: AMAZON WEB SERVICES (AWS)

Your Applications
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Availability Zones

= Edge Locations

-

AWS Global Infrastucture
=» Elastic Compute Cloud

=» Simple Storage Solution (S3)
=> Simple DB
=» Simple Queue Service

http://vmtoday.com/2013/07/introduction-to-amazon-web- services-aws/

EXAMPLE 1: AMAZON WEB SERVICES (AWS)
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Elastic Compute Cloud (EC2):

= Instances: virtual cores, memory, storage
e iNnsfance types (cpu.memory.net, storage options):

e t.m,C,p.9.X.1.i.d
e micro, small, medium, large, xlarge, ...

-» Cost:
o free tier: limited instances, free CPU hours

e on-demand: $0.007 - $39 per hour
e reserved: 1-3 years, discounted, fixed cost

=*» Launch Amazon Machine Image (AMI) on instances
=» Preconfigured or custom images

EXAMPLE 1: AMAZON WEB SERVICES (AWS)
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UsING EC2

USING EC2
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1. Grab your credit card and

Ihor
create an account (10 min). — . S : .
Bron.com/ec2/v2/homatragion=ap-southeast-2#Homa: &l @ EI El] ‘m - m
@) pe n the E Cz Das hbDa rd_ 7% xked: Now [ Pcs9243 [T Calendars ESiWork () Educa # Converter [ G3TV - Reconstru... » [=] Other Bookmarks
53 &% Simple Queue Service * fia Ihor Kuz - ydne Support ~
| EC2Dashboard Resources US East (N, Virginia) S |
Bvsnte You are using the following Amazaon EC2 resources in the Asla Pacific (Sydney) region: US East (Ohig)
Tags iforni
o 0 Running Instances 0 Elastic IPs US West (N. California)
Report
ikl 0 Dedicated Hosts 0 Snapshots US West (Oregon)
Limits 0 Volumes 0 Load Balancers Asia Pacific (Mumbai)
= INSTANCES 4 Key Pairs 1 Security Groups Asia Paciiic (Seaul S
Instances 0 Placement Groups -
Asia Pacific (Singapore) .
Launch Templates ation
| Asia Pacific (Sydney)
Spot Requests Learmn more about the latast in AWS Compute from AWS recinvent 2017 by viewing the EC2 Videas.
Bk Ratancus sla Pacific (Tokyo)
i Canada [Cantral)
Dedicated Hosts Create Instance
IMATIES EU (Frankfurt)
e To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 in
AMis
Bundie Tasks i b 2. Select where you want to
= ELASTIC BLOCK STORE MNota: Your instances will launch n i Pacifio (Sydnay) reglon create you r VI rtual mach InE'
o Service Health t (called ‘instance’)
Snapshats arvice Heal ents

= NETWORK & SECURITY

Seourity Groupa
Elastic IPs

Placamant Gruns

3. Hit this button!

Service Statua:

Barracuda CloudGen Firewall for AWS -

PAYG
Availability Zone Status: M N

@ Asia Pacific (Sydney):
This service s operating normally

._ Feedback Q English (US) 00 ) Eon Web 5 as, It ffilaton. Al fght 1 Privacy Palicy Tomms of Use

USING EC2
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4. Select a machine image (called AMI) to use
* Various OS (Major distros, Ubuntu, Windows, ...)
« Some from official providers, some from 3" parties * e
= A\ C3TV - Reconstru... » [51 Other Bookmarks
* Many pre-configured images
* E.g. with Apache + MySQL, Windows + SQL Server, etc.
* You can ‘save’ your instance to create your own AMI

Ihor

25 L s
o imm e

Ihor Kuz ~ Sydney - Support ~

Cancel and Exit

- Lo Ll T E b

Red Hat Red Hat Enterprisa Linux version 7.5 (HVM), EBS General Purpose (SSD) Voluma Type

" B4-bit
Root device type: eba Virtuallzation type: hvm
& Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-d38adab1 m
Ubuntu Server 16.04 LTS (HYM),EBS General Purposa (SSD) Volume Type. Support available from Canonical &4-bil
(httpAwww ubuntu.com/cloudisences).
Foot device type: ehs Wirtuallzartion typa: hem
» Microsoft Windows Server 2016 Base - ami-72795010 m
Windows Microsoft Windows 2016 Datacenter edition, [English] B4-bit
Roat device type: ebs Virtumlizatian typec hvm
@& Deep Learning AMI (Ubuntu) Version 8.0 - ami-a3418bc1 m
Comas with |atest binaries of deep learning frameworks pre-inatalled in separate virlual environments: MXNaet, TensorFlaw, 84-bit
Cafle, Catlo2, PyTorch, Keraa, Chalner, Theano and CNTK, Fully-configured with Nyidia CUDA, cuDNN and NCCL as well na

Intol MEL-DNN

Moot devios typa: abs Wirtuallzation type: hvm

. Feedback Q English (US) 00 18, Amazan Web S as, I uffifiaten. Al Fight ved Privacy Policy Tomms of Use
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5. Determine the amount of resources to allocate. Price varies, e.g: o
* t2.micro: USD 0.0146/hour (Linux) USD 0.0192/hour (Win) NEEY T T
7 ¢ t2.medium: USD 0.0584/hour (Linux) USD 0.0764/hour (Win) A GaTV - Reconsiry... 53 Other Bookmarks
* mb5.large: USD 0.12/hour (Linux) USD 0.212/hour (Win) A Dt Selier et
Additional costs for other software (e.g. SQL Server)

7

Family | e - worte D -| Moy - SRR | TOROEMEN | NetvorkParomnce s-:-::rt :
General purpose t2.nano 1 0.5 EBS only - Low to Moderate Yes
General purpose 1 1 EBS anly - Low to Moderate Yes
Ganeral purpose t2.small 1 2 EBS only - Low to Moderate Yes

[ General purpose t2. medium 2 4 EBS only - Low to Moderate Yes
General purpose t2.large 2 B EBS only - Low to Moderate Yos
Ganaral purpose t2.xlarge 4 16 EBS only - Moderate Yes
General purpose 2. 2xlarge B 32 EBS only . Modarate Yos
Ganeral purpose mb . large 2 B EBS only Yos Up to 10 Gigabit Yes
Ganaral purpose mb.xlarge 4 18 EBS only Yos Up to 10 Gigabit Yas
Cancel Previous Next: Configure Instance Detalls

. Feedback Q English (US) 008 - 2018, Amaran Web 5 a8, Inc. o its affiliates. Al fght vid Privacy Palicy Terms of Use

USING EC2 18



6. Done! (< 5 minutes in total)
» Set SSH key, configure firewall, etc.
* Each machine has a randomly assigned pblic IP address and DNS

@ | EC2 Management Consale

T~ 8

' @ Secure https./ap-southea
3 apps  [1 viaEzProxy [ Keepitl @ Prog name, e.g..

ec2-54-252-240-203.ap-southeast-2.compute.amazonaws.com L’j

EC2 Dashboard -
e - T

Events
Tags (), Instance ID : |-072081Bae0dSbSBec Add filter (7] 1to1of1
Reports
[ Mama = Instance |D - Instance Type - Awvailablliity Zona - Instance State - Status Chocks =~ Alarm Status
Limits
[ ] 0720818a... 2. madium ap-southeast-2b W running '.':. Initializing Nona ‘,.
- INSTANCES
| Instances
Launch Templates
Spot Requests
Instance: | 1-0720818ae0d9b98ec  Public DNS: ec2-13-2 W 179-255,ap-southeast-2.compute.amazonaws.com [_N Q=

Resarved Instances

oo onemen | s .~ | @Ot MY iNStance!

Instance 1D O720818aeDdobabec Public DNS (IPvd)  8c2-13-210-178-255, ap-southeast-
AMIs 2 compube, AMAZONTWE.Com
Bundle Tasks Instance state  running IPvd Pubjlig IP - 13.210.179.265
Instance typa 12 madium PVl IPs
- ARTR SO R Elasiic IPa Private DNS  Ip-172-31-0-44.ap-southeast-
Valumes 2 compute.intarnal
Snapshots Avallabliity zone  ap-southeast-2b Privata (Pa  172.31.0.44
. NETWIARE & BESURITY Security groups  launch-wizard-1 . view inbound rules Secondary private IPs
Scheduled events Mo scheduled events VPG ID  vpe-Talddfif
Security Groups
AMIID  ubuntwimageshvm-ssd/ubuntu- Subnet I subnet-bBeldedd
Elastic IPs xenial-16,04-amdB4-server-20180306
Placamant Grouns {ami-d38adab1)

@ Feedback Q English (US) 118, Amaron Web Sarvices, Inc. or is affllintes. All ights easrved Privacy Paolicy Terms of Use
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® @ untuﬁl’éﬂ 72-31-D-44: ~

E O SSH from a des top DO
|betaullT-. L’ ‘I-ubunt.uﬂip-1?2-31-0-44:~ )

21B-UN:~ ikuz$ ssh -i aws-keypair-20158507.pem ubuntu@ec2-13-21@-179-255.ap-southeast-2.compute.amazonaws.com

The authenticity of host 'ec2-13-210-179-255.ap-southeast-2.compute.amazonaws.com (13.210.179.255)' can't be established.

RSA key fingerprint is b4:81:8b:40:08:64:5d:1d:04:ce:16:8c:b7:37:23:72.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'ec2-13-21@-179-255.ap-southeast-2.compute.amazonaws.com,13.210.179.255"' (RSA) to the list of know

n hosts.
Welcome to Ubuntu 16.84.4 LTS (GNU/Linux 4.4.0-1052-aws x86_64

7. Connect to the new virtual machine
* Documentation: https://help.ubuntu.com

* Management : https://landscape. canonical . com * Just SSH to the address
* Support: https://ubuntu.com/advantage e Use appropriate username and keypair
Get cloud support with Ubuntu Advantaoge Cloud Guest: .
http://waw.ubuntu, com/business/services/cloud You have root or sudo access V

@ packages can be updated.
@ updates are security updates,

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

ubuntulip-172-31-8-44:

51
~ You're in Amazon’s Datacenter in Sydney!

UsiNG EC2
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|| If you need Windows, launch a Windows

instance and remote-desktop to it.
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USING EC2

21



8. Terminate (decommission) or stop (shutdown/hibernate)
® % £c2 Management Console instances when they are not in use
€ © 4 Secue hitps//ap-southeast-2.consoleal o |nstances cost you by time — not by actual resource usage
i apps (7 via EzProxy [7 Keepitl @ Progress X SSRAG . . ' . j

* Consider using a script to stop instances at a convenient
time (say midnight)
EC2 Dashboard .

o . * Restart instances manually when you next need them.

Services -~ Resource Groups

Events

Tags C, Fiiter by tags and attributes or search by keyword (2] 1ta20f2

Ragers Nama * Instance D - (Instance Type - Avallability Zone - Instance State = Status Checks = Alarm Status

'—'l'T"t5‘ - & 0720818a...  t2medium ap-southeast-2b & terminated None “u
|- Ilrns;;;ncaa -0c311B425... 12.micro ap-southeast-2b @ teminated None b

Launch Templates

Spot Requests

Reserved Instances

Dedicated Hosts Instance: | i-0720818ae0d9b88sc  Public DNS: - [l =N =]

- IMAGES

Description Status Checks Monitoring Tags

AMIis
Instance ID  HO72081Bae0dBb9Bec Public DNS (IPvd)
Bundle Tasks
Instance state  terminated IPv4 Public IP
= ELASTIC BLOCK STORE Instance type 12 medium PG IPs
Volurmes Elastic IPs Private DNS
Snapshots Availability zone  ap-southeast-2b Private IPs
= NETWORK & SELRTY Security groups . - Secondary privata IPs
: Scheduled events - VFCID
Security Groups

oo Bl iy P s P, il ) il i L —

‘ Feaedback G English [US) i 118, Amasan Wab Sanvices, Ihe. or its affilates. A jhits e Privacy Policy Tormms of Usa
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®  ® @ Billing Management Console  x thor
&« ( | # Secure | https://conscle.aws.amazon.com/billing/home?reglon=ap-southeast-2#/bills Tyear=2018&menth=5 | &l g H! T & @ gmmeo
it apps  [1 via EzProxy [1 Keep It @ Progress X SSRG Wiki [3§] xkcd: Now (7 ce9243 [T Calendars E=iWork [f)Educa % Converter [E C3TV - Reconstru... » [E5] Other Bookmarks
~ Asia Pacific (Sydney) $2.33
Amazon Elastic Compute Cloud running Linux/UNIX $0.04
$0.0146 per On Demand Linux t2.micro Instance Hour 1.366 Hrs $0.02
$0.0292 per On Demand Linux t2.small Instance Hour 0.536 Hrs $0.02
EBS $2.29
$0.055 per GB-Month of snapshot data stored - Asia Pacific 5.449 GB-Mo $0.30
(Sydney)
$0.12 per GB-month of General Purpose SSD (gp2) provisioned 16.577 GB-Mo $1.99
storage - Asia Pacific (Sydney)
~ US East (N. Virginia) $0.01
EBS $0.01
$0.05 per GB-Month of snapshot data stored - US East 0.231 GB-Mo $0.01
(Nerthern Virginia)
~ Simple Queue Service 9. Check the cost in near real-time | so.00
~ Asia Pacific (Sydney) » Hours to run virtual machines $0.00
Amazon Simple Queue Service APS2-Requests-Ti{ o Network in /0 ut $0.00
First 1,000,000 Amazon SQS Requests per month are frey VPN $0.00
[ ]
~ Simple Storage Service Disk $0.00
[ ]
~ No Region Ll adLLess -$0.04
» # of request made to services
. iy
UsING EC2
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RELIABILITY

Amazon Web Services
£ = e =y
) = o S
Region Availability Region Availability
fone / Zone
. ™ £ B
Availability Availability Availability Availability
Lone Zone Zone Lane
S o S B
5 A 5 i
-8 A

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

Regions and Availability Zones:
= 99.95% availability per service region
=» Regions: geographically dispersed, independent
=» Availability zones: contained in Regions

=» Availability zones: isolated from failures in other zones, but
connected

[RELIABILITY
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Elastic IP addresses:
=» |P address associated with account
=» Dynamic remapping to specific instances

e instance has private IP address and public IP address
e Flastic IP can be mapped (and re-mapped) to private IP

Elastic Load Balancing:
=» Distfributes traffic across instances
=» Monitors ‘health” of instances: customisable
=» Routes to healthy instances

[RELIABILITY
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AWS Lser

Client
Auto Scaling
Users Interfaces
AR APL/CLI

i =G Scaling Falicies
crallts
e

\

=
o 4
|:

[

!

|

=hessal

EC2 Instances EC2 Instances

CloddWatch *

Auto Scaling Group 2

e e e e e 0 et 3 St . 0. 0 : CloudwWatch Alarm

i
% Region ¢
AWS Cloud

— —— Auta Scaling Operations/Settings Requests/Traffic

Auto Scaling:
=» Auftomatically start or stop new instances
-» User-defined conditions

e Manual (minimum group size), schedule
e instance health, CloudWatch input

https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html

[RELIABILITY
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Security:

= Infrastructure Security

e Data centre physical security
e Sofftware and hardware maintenance

Monitoring and Testing (automatic and manual)

=» Application Security

APl access control (access keys)

Firewall settings for instances (security groups)

Virtual Private Cloud (VPC): private or public subnetworks
Encrypted storage support

Logging

[RELIABILITY
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STORAGE

Elastic Block Store:

->

¢ 4 I

¢ J

Network Attached Storage (NAS) (servers with disks)
Block level storage volumes
Mounted as block device (e.g. disk) on an instance

Physical Servers and Disks shared by customers (no caching,
competing for disk and net 1O)

Replicated in Availability zone
Cost: per GB/per month

STORAGE
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Simple Storage Service (83):
-» Buckets: store objects

e Can be placed in specific regions
=» Objects: data and metadata
e Mmetadata: key-value pairs describing the object

e identified by key (unique within a bucket)
e versioned

-» Consistency:
e highly replicated
e eventual consistency, no locking
e Afomic object update

=> Access control

STORAGE
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SNnapshots:
=» Point in time copy of EBS volume
-=» Stored in S3
=» Differential
=» Can be used to bootstrap image

Simple Database Service (SimpleDB):
=*» Non-relational database: key-value
=* Partitioned into domains
=» Consistency

e highly replicated

e eventual consistency
= Typical uses: logging, indexing S3 data
Erlang!

J

=» Replaced by DynamoDB

STORAGE
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COMMUNICATION

Amazon SQ5 Queue
il ™ RSt Rl e

Request Queue

Users

i |

i |

| |

| |

Web Server | |
(EC2 Instance) . : ;
[ Processing Servers |

. [Auto Scaling Group) -
— ~

Response Queue

% AWS cmud_/

Simple Queue Service (SQS):
=» Message-queue orienfed communication service
=» Persistent, asynchronous messaging
=» Af-least once delivery guarantee
=» No ordering guarantee
=» Access control

https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/

COMMUNICATION



PLATFORM AS A SERVICE

Service provider provides:
=» Hardware infrastructure
=» OS and platform software (middleware)
=» Distributed storage management
=» Load balancing, replication, migration
= Management and Monitoring services

Client provides:
-» Application

PLATFORM AS A SERVICE
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Challenges — Client:

=*» Learn new APl and environment

=> Follow API

=» Optimise to limits of APl and plaftform
=» Security for own app

Challenges - Provider:

= Transparency (haming, redirection)

Scalability: replication and load balancing decisions
Synchronisation and coordination

Security

Fault folerance

Monitoring

2K R 2R AR A

Software maintenance and sys admin

PLATFORM AS A SERVICE
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EXAMPLE 2: APP ENGINE

Various development languages (Python, Java, PHR Go)
... and runfime environments

Storage based on Big Table

Opftimisation via Memcache

Lots of APIs

Per use billing

L 2R R R R AR AR

Transparent scaling

EXAMPLE 2: APP ENGINE
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')Googls Cloud Platform X

<« C' | & nttps://console.cloud.google.com/projectselector/hnome/dashboard % & . &)

1. Create an account (5 min).
Google Cloud Platform GAE offers a large amount of
quota for free

Create a project

The Google Developers Console uses projects to manage resources. To get started, create
your first project.

Project name

HelloWorld

Your project ID will be certain-catcher-129306 ' Edit 2. Create a new project

Show advanced options...

EXAMPLE 2: APP ENGINE 35



3. Write an application
using GAE’s framework

v

e Edit Options Buffers Tools Python Help

webapp2

MainPage(webapp2.RequestHandler):

f get(self):
.response.headers['Content-Type'] = 'text/plain’
f.response.write('sup, World!")

= webapp2 .WSGIApplication([
('/", MainPage),
debug=True)

-:---F1 helloworld.py All L1
ading python. . .done

(Python)

50 TR

50 D <

2-1B:helloworld ikuz$ appcfg.py -A certain-catcher-129306
ate “pwd’
@05:13 PM Application: certain-catcher-129306 (was: None); version: vI

-V vl upc

(was: None)
©5:13 PM Host: appengine.google.com
@05:13 PM Starting update of app: certain-catcher-129306, version: vl
@5:13 PM Getting current resource limits.
@5:13 PM Scanning files on local disk.
85:13 PM Cloning 2 application files.
05:13 PM Compilation starting.
©5:13 PM Compilation completed.
@5:13 PM Starting deployment.
05:14 PM Checking if deployment succeeded.
@5:14 PM Deployment successful.
05:14 PM Checking if updated app version is serving.
@05:14 PM Completed update of app: certain-catcher-129306, version: vi

2-1B:helloworld ikuz$ []

4. Deploy your
application on GAE!

EXAMPLE 2: APP ENGINE
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L] Cerianm-cuaicner | £90un.d

= (& q in- - @A % 2] I
¢ C [} certain-catcher-129306.appspot.com | By % % b &

sup, World!

5. Running application.

Scale up/down, load balancing,
replication, database management, ...
many services are provided by GAE.

EXAMPLE 2: APP ENGINE 37



L

i m & e

E <9

¢ o 8P

AT ARPR Cngine vasnovang - o ~

C' @ https://console.cloud.google.com/appengine?project=certain-catcher-

= Google Cloud Platform Q

&

App Engine

Dashboard
Modules
Versions
Instances
Task queues
Security scans
Quotas
Blobstore
Memcache
Search

Settings

quota

Dashboard

6. Check your resource usage (CPU,
storage, # of API calls, ...)
Pay only when usage exceeds the free

4

Version v1 (100%) ~

Summary ~

Summary

Count/sec

0.02

Apr 26, 415 PM Apr 26, 4:30 PM

[ Total requests: 0 Client (4xx): 0

Instances

App Engine Release v Total Instances Average QPS

1.9.37 1 0

Billing status

Enabled (Daily spending limit: Unlimited) Change

1 hour

certain-catcher-129306.appspot.com

Location: us-central

6 hours | 12hours | 1day | 2days 4 days @ 7 days

;’2 '\ /\\—‘

Apr 26, 445 PM

Average Latency Average Memory

0ms 27.81 MB

EXAMPLE 2: APP ENGINE

38

14 days

30 days

i
Apr 26, 5:08 PM

Diagnose

View in Debug



SOFTWARE AS A SERVICE

Service provider provides:

=» Hardware infrastructure

OS and platform software (middleware)
Distributed storage management

Load balancing, replication, migration

$d 4 4 I

Management and Monitoring services
-» Application

Client provides:
=» Data

SOFTWARE AS A SERVICE
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Challenges — Client:

=* Learn new application
=» Deadl with potential restrictions

e Web interface, restricted functionality
e No offline access, no local storage

Challenges - Provider:

2

Transparency (naming, redirection)

Scalability: replication and load balancing decisions
Synchronisation and coordination

Security

Fault tolerance

Monitoring

Software maintenance and sys admin

L 2K R IR R AR A 4

Application development and mainfenance

SOFTWARE AS A SERVICE
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KEY CHALLENGES OF CLoOUD COMPUTING

Scalability:
= Datacentre vs Global
=» Partifioning

e Services and Data
=* Replication

Consistency:

=» Dealing with consequences of CAP Theorem
=» Dealing with un-usability of eventual consistency

KEY CHALLENGES OF CLoUD COMPUTING
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Reliability:

=» SLA (Service Level Agreement). guarantees given by provider
e How reliable are the guarantees?
e What is the consequence if they aren’t met?

=* Redundancy and Replication
e Wwithin same provider (e.g. Availability Zones, Regions, etc.)
e Migrafion across providers

=» Geographically distributed architecture

KEY CHALLENGES OF CLoUD COMPUTING
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=>» Design for failure: Chaos Monkey

e fest how well system deals with failure
e regularly and randomly kill system services

KEY CHALLENGES OF CLoUD COMPUTING
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Security and Privacy:
=» External threats
e Denial of Service

e Infrastructure or platform service compromise
e S0aS compromise: data theft

=> Co-located threats: other customers

e |solation: buf, covert channels, bugs in isolation
=» Privacy: data collected by providers

e |aaS and Paas providers: encryption only helps a bit

e SQQS providers: at mercy of service provider

e Governments and others: where is your data stored or
processed? Which laws apply?

KEY CHALLENGES OF CLoUD COMPUTING
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DEVELOPING FOR THE CLOUD

Examples from Amazon:

WEB APPLICATION
HOSTING

amazon

webservices

http://aws.amazon.com/architecture/

DEVELOPING FOR THE CLOUD
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