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1 Introduction

The hardware evolution has reached the point where it become extremely dif-
cult to further improve the performance of superscalar processors by either
exploiting more instruction-level parallelism (ILP) or using new semiconductor
technologies. The e ort to increase processor performancéy exploiting ILP
follows the law of diminishing returns: new, more complex ogimisations tend
to cost more in terms of silicon as well as design e ort and preide smaller and
smaller performance gains. In addition, aggressive use opsculative caching
and execution techniques in modern superscalars leads to ppenergy e ciency

| an important concern in both embedded systems with limited battery ca-
pacity and in server systems, where heat dissipation is a ptdem of growing
importance.

The natural solution is to rely on thread-level parallelism (TLP) rather than
ILP to further increase the computational power of computer systems. The fol-
lowing forms of TLP are currently being used: explicit multithreading, chip-level
multiprocessing (CMP), symmetric multiprocessing (SMP), asymmetric multi-
processing(ASMP), non-uniform memory access multiprocessingNUMA), and
clustered multiprocessing

With the exception of clustered multiprocessors, all of theabove architec-
tures provide all cores in the system with access to a sharedhysical address
space. The shared memory organisation has three major advéeges over simpler
private memory organisation. First, because in shared-memry systems com-
munication does not have to interfere with computation and because access to
shared memory can be streamlined using hardware caching, ared memory pro-
vides an extremely e cient low-latency high-bandwidth com munication mech-
anism. Second, shared memory provides a natural communicin abstraction
well understood by most developers. Third, the shared memaor organisation
allows multithreaded or multiprocess applications develped for uniprocessors
to run on shared-memory multiprocessors with minimal or no nmodi cations.

The goal of this report in to give an overview of issues and trdeo s involved
in memory hierarchy design for shared memory multiprocesss.



Figure 1: The Intel Core Duo processor layout.

The report is largely based on the material from Hennessy andPatter-
son [HPO3], Culler, Singh, and Gupta [CSG99], and Adve and Ghrachor-
loo [AG95]. Other sources are referenced throughout the regrt.

2 Memory hierarchy organisation: a high-level
overview

This section presents a high-level overview of alternative involved in memory
hierarchy design of a shared memory multiprocessor. The mogundamental
question to be answered by the memory system designer is: Onhat level
of the memory hierarchy should physical sharing of memory ocur? Moving
sharing closer to processor cores enables faster inter-pressor communication
but typically slows down regular non-shared memory accesse while moving
sharing to lower levels of the memory hierarchy allows fastenon-shared accesses
at the cost of more expensive inter-processor communicatio Another general
trend is that architectures that share fewer layers of the menory hierarchy scale
better. The available design alternatives are:

Shared L1 cache. This approach is only used in chips with explicit
multithreading, where all logical processors share a singl pipeline.

Shared L2 cache. Some CMP systems are built with shared L2 caches.
This design minimises on-chip data replication and makes mee e cient
use of cache capacity. For example, Figure 1 shows the physitclayout of
the Intel Core Duo processor with shared L2 cache. Unfortuntely, shared
L2 caches have longer access times; therefore, many exigliCMP systems
use private L2 caches.

Shared main memory.  In this memory system organisation, every pro-
cessor or core has its own private L1 and L2 caches, but all paessors share
the common main memory. For example, in the dual-core Itanium 2 Mon-
tecito processor (Figure 2), every core has 3 levels of priva on-chip cache
connected to a shared o -chip memory controller. Until recently, this was
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Figure 2: The Montecito processor with 3 levels of private orchip cache.

the dominating architecture for small-scale multiprocessrs. However, as
the gap between processor and memory speeds is increasingdaas the
number of threads per chip is growing, memory bandwidth is beoming a
bottleneck even for small-scale systems. Therefore, somé the recent ar-
chitectures, such as AMD64, abandoned the shared memory oagisation
and switched to the NUMA organisation (see Figure 3).

No physical sharing.  In this memory system organisation, every pro-
cessor (or node consisting of more than one processors) ha®wn private
main memory and can access remote memory connected to otheodes
through interconnection fabric. Of course, the cost of accss to local mem-
ory is much lower than for remote memory access; therefore ik architec-
ture is known as the non-uniform memory access architecturer NUMA.
One example of the NUMA architecture are Sun WildFire serves (Fig-
ure 4) that can include up to 4 symmetric multiprocessors, eah consisting
of up to 28 UltraSparc 4 processors.

Once the overall memory hierarchy layout is xed, the next step is design
of interconnects between di erent levels of the hierarchy. The two major types
of interconnects are bus-based and network-based intercoects. The main dif-
ference is that a bus is a shared resource that can be used by agle client
at a time, and thus supports a single ow of data, while an interconnection
network provides larger bandwidth by allowing multiple simultaneous ows of
data. Buses connect communicating entities directly and tterefore are generally
faster under moderate loads. In contrast, messages in an iatconnection net-
work travel from the source to the destination through a number of switches,
which leads to higher latencies but allows much better scalkility. Section 3
discusses interconnection networks design in more detail.



Figure 3: A 4-way AMD64 multiprocessor with private memories.

E6000

Figure 4: The Sun WildFire architecture.



The next major issue in memory hierarchy design is selectiorof a consis-
tency model. In a multiprocessor system data can be replicad across multiple
locations, including the main memory, private and shared cahes, memory write
bu ers, and processor registers. As a result, the problem omaintaining data
consistency arises. In addition, modern processors exeauinstructions out of
order. This does not constitute a problem in a uniprocessorystem, as long as
no data or control dependencies are violated. For examplei a uniprocessor
system, reads and writes to di erent memory locations can besafely reordered.
In contrast, as we will see in Section 5, reordering memory aesses to shared
memory locations in a multiprocessor system can have dramat impact on pro-
gram behaviour. A memory consistency model de nes what proprties should
be enforced among reads and writes issued by di erent procesrs in the sys-
tem. Two related notions are used to reason about memory aces consistency
in multiprocessor systems.Cache coherencalescribes ordering of memory reads
and writes to the same location, whilememory consistency describes ordering
of memory accesses to di erent locations. Section 4 will desibe algorithms for
enforcing cache coherence, while Section 5 will study the &deo s involved in
the design of a memory consistency model.

3 Interconnection networks
The interconnection network design space has four dimensits:

Topology de nes the physical interconnection structure of the netwak
graph. Some standard topologies are described below.

Routing algorithm  determines which routes messages can follow through
the network graph.

Switching strategy  determines how the data in a message traverses its
route. The switching strategy can be either circuit switching, in which
a path from the source to the destination is established and eserved be-
fore the actual data transfer, or packet switching in which packets are
individually routed from source to destination.

Flow control mechanism  determines how the network deals with mul-
tiple data ows requiring access to the same network resoure (e.g., a
channel).

From the performance point of view, two most important characteristics
of interconnection networks are message latency and banddth. Latency is
the time required to transfer n bytes of information from its source to the
destination. The following formula describes the four commnents of message
latency:

Time(n)s p = Overhead+ RoutingDelay + ChannelOccupancy+ Contention
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Figure 5: The hypercube topology.

Overhead is the time of getting the message into and out of the network
on the ends of the transmission.Channel occupancyis the actual time used to
transfer the packet along communication channels within the network. Routing
delay is the sum of delays that occur at each switch on the way of the pcket
when selecting the right output port for the packet. Contention delay is the
time the packet spends queued at each switch waiting for the atput channel to
become available.

Network bandwidth can be studied from two points of view. Local band-
width is the bandwidth available to individual node, while global bandwidth
characterises the aggregate amount of data that can be tramsitted through
the network in a unit of time. The most common measure of aggrgate band-
width is bisection bandwidth| the sum of the bandwidths of the minimum set
of channels which, if removed, partition the network into two equal unconnected
sets of nodes.

The primary factor that determines network performance and scalability is
the topology of the network. In particular, the network diameter and the average
routing distance determine message latencies, while the number of channels
connecting two halves of the network determines the bisectin bandwidth. Some
of the most popular network topologies arecrossbar, hypercube torus, and fat
tree.

A crossbar is a fully connected network that directly conneds all its inputs
to all outputs. Of course, this topology does not scale very wll. Therefore,
crossbars are mainly used to connect systems with small nundrs of nodes and
as building blocks for larger networks.

A d-cube (or ad-dimensional hypercube) is ad-dimensional array of nodes,
where every node is directly connected to its grid neighbous that di er by one
in precisely one coordinate (see Figure 5). Al-cube with k elements along each
dimension has the diameter ofd(k 1) and the bisection ofk9 . A torus is
a hypercube whose faces are connected in such a way that evenpde in the
network has 2 edges coming out of it (Figure 6).
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Figure 6: 2D torus topology.

Figure 7: The fat tree topology.

A fat tree is an interposition of multiple regular trees, eac of which contains
all computational nodes in the system in its leaves (see Fige 7). The diameter
of a fat tree is equal to 20 1), whereh is the height of the tree. The bisection
is equal to the number of regular trees interposed to form thefat tree.

4 Cache coherence protocols

The term \cache coherence" refers to the ability of a memory gstem to synchro-
nise access to individual memory locations by di erent proessors. The cache
coherence property adds two additional constraints to conentional uniproces-
sor memory ordering semantics. First, it requires that all processors in the
system observe all writes in the same order. This property iknown as write
serialisation. Second, it requires that all writes eventually become viddle to
all processors. However, it does not de ne any constraints o when this should
happen. The issue of exactly when a written value must be seehy a reader is
de ned by a memory consistency model.

In bus-based and some small-scale interconnect-based skdrmemory sys-
tems, cache coherence is implemented using a technique knows bus snooping



each processor on the bus monitors bus transactions issued lother processors
and updates the status of data in its cache according to thisnformation. This
involves looking for a cache line on every memory access issliby any processor
in the system. Performing this lookup in the L1 cache could seerely interfere
with processor operation. Therefore, cache coherence cantler is usually in-
serted between the memory bus and the L2 cache, so cache cobece is enforced
across L2 caches. For this to work properly, the L2 cache musbe inclusive,
that is it should contain L1 cache as its subset.

There exist 2 major types of snooping protocolsupdate-basedand invalidate-
basedprotocols. Update protocols immediately put writes performed by a pro-
cessor on the bus, thus updating all copies of the data. In inglidate protocols,
a processor performs an invalidate bus transaction before mting the data in
order to ensure that it has the only valid copy of the data blok. After exclu-
sive access to the data is obtained, subsequent writes can ksafely performed
locally. Obviously, update protocols raise much more bus ta c, while the lazy
nature of invalidate protocols allows batching multiple writes in a single bus
transaction. Given that the memory bus is a very limited resaurce, invalidate
protocols are much more popular nowadays.

A cache coherence protocols can be speci ed as a nite state athines (FSM)
de ned for each individual cache line. Figure 8a shows the FB! for the simplest
snooping protocol with 3 states: modi ed, shared and invalid. The modied
state means that the only valid copy of the data block is storal in the local
cache. The local processor is the exclusive owner of the datand can freely
read and write it locally, until another processor requestsaccess to the same
block. The shared state means that a valid copy of the data is ontained in the
local cache and, probably, in some of the other processorsaches. This data
can be read locally, but before modifying the data, it must beupgraded to the
shared state by issuing an invalidate request on the bus. Fially, the invalid
state means that the local cache does not have a valid copy ohe data. The
data can be either in the main memory or in other processors'aches. To access
the data, the appropriate request must be issued on the bus. bte that this
protocol relies on the atomicity of bus transactions to enface strict ordering of
memory accesses. That is, write serialisation is enforcedytthe bus arbitration
mechanism.

Numerous improvements to this simple protocol have been destoped. One
simple improvement known as the MESI protocol is illustrated in Figure 8b. The
basic observation behind this protocol is that, in the MSI protocol, if a processor
rst reads a data block from memory and then writes it, two bus transactions
are required even if there is no sharing: one to upgrade the btk from invalid to
shared state and another one to upgrade from shared to modi €. To overcome
this ine ciency, a new state is introduced to indicate that t he cache line is
exclusively owned by the local processor and is unmodi ed. Tis state is called
exclusive clean The advantage of having this additional state is that it can be
upgraded to the modi ed state locally, without issuing additional bus requests.
Alternatively, it can be downgraded to shared or invalid if another processor
issues read or write request to this block. In order to deternme whether a
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Figure 8: Snooping protocols for cache coherence.
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Figure 9: The layout of a multiprocessor with directory-based cache coherence.

cache line must be in shared or exclusive clean state, a newné is added to the
memory bus.

In a large-scale multiprocessor, broadcasting memory acsees to all nodes
becomes impractical; therefore a di erent mechanism for mataining cache co-
herence is used.Directory-based protocols maintain information about sharing
status of every memory line in a directory. Instead of broadasting memory
accesses to all nodes in the system, processors send cormyting requests to
the directory. The directory \knows" which nodes store the memory line in
their caches and forwards the request to those nodes only. Tehdirectory acts as
the point that orders memory accesses and thus enforces salisation of writes.
The directory is located in the same node as the memory that itdescribes (see
Figure 9). Clients can compute the home processor of a memotylock from its
address in order to forward their requests to this node.

The basic FSM of directory-based protocols is the same as thene in Fig-
ure 8a, except now it is replicated across individual procesor caches and the



directory. Caches contain only the status bits that describe whether the cache
line is invalid, shared or modi ed. The directory also stores a bit vector describ-
ing which processors have copies of the memory line. Therefg, the directory

size grows linearly with the memory size and the number of noés in the sys-
tem and can become very large for large-scale multiprocesso Such systems
use various techniques for directory size reduction. One pgmular technique is to

replace the directory with a cache that describes the statusof the most recently

used memory blocks only, rather than the entire memory.

5 Memory consistency models

The cache coherence property described in the previous séah constraints pos-
sible orders in which di erent processors in the system obswe writes to a single
memory location. A memory consistency model is a broader denition of the
memory system behaviour, which speci es ordering constraits imposed on all
memory accesses in the system.

The strictest memory consistency model used in practice isequential consis-
tency proposed by Lamport [Lam79]. According to Lamport, a multiprocessor
system is sequentially consistent if the result of any exedion is the same as
if the operations of all the processors were executed in sormreequential order
and the operations of each individual processor appear in tis sequence in the
order speci ed by its program. The main bene t of this model is that it allows a
programmer to reason about a multiprocessor system as if it &s a uniprocessor
system, which enormously simpli es implementation of conairrent algorithms.

The problem with sequential consistency is that it disallows most of hard-
ware and software (compiler) optimisations that exploit instruction-level paral-
lelism. In a system that executes all instructions strictly in the program order
and blocks on all memory accesses, cache coherence protgcdéscribed in the
previous section are su cient to ensure sequential consigncy. However, most
existing systems do not follow these restrictions. Below, lenumerate possible
types of sequential consistency violations and give exampk of ILP optimisa-
tions that can lead to these violations. The \X! Y" notation refers to a program
order relaxation which leads to operation Y that follows X in the program order
being executed before X.

W ! R relaxation

Relaxation of the program order between a write and a followng readfrom a dif-
ferent location can violate sequential consistency by returning a read vala that
would be stale inany global sequential order. For example, if in the program
in Figure 10 both processors perform ag reads before writig new ag values,
then both reads can return zeros and, as a result, both procesrs will enter
the critical section simultaneously, which would not be posible in a sequen-
tially consistent system. In the majority of modern procesrs, such reordering
can happen for several reasons. First, from the point of viewof an individual

10



Initially Flagl = Flag2 = 0

P1 P2
Flagl = 1 Flag2 =1
if (Flag2 == 0) if (Flagl == 0)

critical section critical section

Figure 10: Example for sequential consistency.

processor, memory accesses to di erent locations do not catitute a data haz-

ard and can be safely reordered to achieve better pipeline iisation. Even if

two operations are separated by a branch instruction, they an still be reordered
during speculative execution. Second, most modern processs use write bu ers,

which means that the write operation can complete before thevalue actually

reaches the memory bus. The following read operation can bygss the queued
write, which e ectively reorders the e ects of the two operations. A similar

e ect can be observed in systems with non-blocking caches:he write operation

can complete before the corresponding request is put on the emory bus, and
the following read can be satis ed from the cache. Finally, eordering can be
introduced statically by an optimising uniprocessor compier that assumes the
sequential memory model.

W ! W relaxation

Reordering writes performed by a processor to di erent memaoy locations can
lead to another processor observing the order of writes thats di erent from the
one de ned by the programmer and hence violates sequentialansistency. For
example, if the program executed by processor P1 in Figure 1k reordered in
such a way that the Headis modi ed before the Data eld of the Task structure
is initialised, than one of the other processors may observan invalid state of the
Task structure. Similarly to the previous case, such reorderingcan be caused by
either out-of-order pipeline or can be introduced by a comper. In a bus-based
system, writes are typically executed in the order in which tey are issued by
the pipeline. However, in a system based on an interconneain network, writes
can be reordered by the network. For example, a write to a nedsy memory
module can complete before a write to a remote module even ithe latter was
issued rst.

R! W and R ! R relaxations

Reordering a read with one of the following reads or writes ca result in reading
stale or otherwise incorrect data. For example, if processoP2 in Figure 11
reads the Data eld before reading Head the obtained value of Data can be
stale. In this example, reordering can happen as a result ofwerlapping of the
two reads operations in a system with multiple memory modules.

11
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while (there are more tasks) { while (MyTask == null) {
Task = GetFromFreelList (}; Begin Critical Section
Task — Data = ...; if (Head != null) {
insert Task in task quete MyTask = Head;

1 Head = Head — Next;

Head = head of task queue;
End Critical Section

}

= MyTask — Data;

Figure 11: Example for sequential consistency.

Initially A=B =0

P1 P2 P3
A=1
if (A ==1)
B=1
if (B==1)
register] = A

Figure 12: Example for sequential consistency.

Reading own writes early

A system with non-blocking caches can return a value of a wri¢ in a subsequent
read before the write propagates to all processors in the syam. Luckily, this
important optimisation does not compromise sequential cosistency.

Reading others' writes early

A more serious problem is that of maintaining a global orderhg of writes issued
by di erent processors. While writes to the same memory loc&on are serialised
by a cache coherence protocols, writes issued to di erent adtesses can arrive to
di erent processors in di erent orders in a multiprocessor with an interconnec-

tion network. For example, if in Figure 12 the write of variable A reaches P3
after the write of B by P2, then the value read by P3 will be stale. This problem
does not exist in systems that use invalidate-based cache herence protocols,
where the new data value can only be sent to a remote processaifter the in-

validation has been acknowledged by all processors in the siem that stored a
copy of the memory block in their caches.

As can be seen from the above discussion, a straightforwardniplementa-
tion of sequential consistency would defeat many optimisaibns used in modern
processors and thus destroy the performance of the resultgynsystem. Two so-
lutions to this problem have been proposed. The rst solution implemented in
the MIPS R10000 architecture is to maintain sequential constency but hide
the resulting latency using speculative execution. The praessor executes the

12



Table 1: Relaxed consistency models.

program using usual ILP optimisations but does not commit the results until
it becomes clear that they do not violate sequential consigncy. If the pro-
cessor detects a memory consistency violation, it rolls bdcand restarts the
uncommitted computation.

The second solution is to sacri ce the convenient sequentiaview of memory
in order to enable some of the ILP optimisations. Such a trade is provided by
relaxed consistency models Relaxed consistency models rely on programmer's
knowledge of the program logic to determine situations whee the consistency
guarantees supported by the model are insu cient for corred program execu-
tion and to explicitly issue serialisation instructions to enforce stronger memory
ordering at these speci ¢ points in the instruction stream. Table 1 summarises
relaxations supported by several consistency models.

The set of serialisation instructions supported by a specic architecture is
called the safety net of this architecture. Serialisation instructions (or mem-
ory barriers) can be either ne grained or coarse grained. Om example of a
coarse grained barrier is the PPCsync instruction, which guarantees that all
instructions preceding it complete their execution beforeany of the following
instructions starts executing. In contrast, ne-grained barriers enforce only par-
tial ordering of instructions. For example, the I1A-32 Ifence instruction ensures
that any memory loads issued before it will complete their execution before any
of the following instructions starts executing. A memory barrier may require
global synchronisation among all processors in the systemTherefore, barrier
instructions are quite expensive and should be used with ca, especially in
large-scale systems.

6 Operating systems for shared-memory multi-
processors

This section highlights some interesting interactions betveen shared memory
organisation and operating system architecture. In a multprocessor computer,
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an operating system is a shared resource and, therefore, a fgmtial bottleneck.
There are three main sources of contention that can be foundi a multiprocessor
operating system:

Locks. In order to provide safe access to resources shared among mul
tiple processors, they need to be protected by locks. The puymose of a
lock is to serialise accesses to the protected resource by fttiple proces-
sors. Undisciplined use of locking can severely degrade germance of the
system or even cause a livelock. This form of contention canéreduced
by using ne-grained locks, avoiding long critical sectiors, replacing locks
with lock-free algorithms, or, when possible, avoiding shang altogether.

Shared data. Accesses to a shared data item by multiple processors
(with one or more of them modifying the data) are serialised ly the cache
coherence protocol. Even in a moderate-scale system, sdisation delays
can have signi cant impact on the system performance. In addtion, bursts
of cache coherence tra c saturate the memory bus or the intecconnection
network, which also slows down the entire system. This form bcontention
can be eliminated by either avoiding sharing or, when this isnot possible,
by using replication techniques to reduce the rate of write &cesses to the
shared data. One example of such techniques is the scalablgis lock
algorithm proposed in [MCS91]. This approach has been genalised in
the Tornado system, which supports a general-purpose clusted objects
mode [GKAS99].

False sharing. This form of contention arises when unrelated data items
used by di erent processors are located next to each other imemory and,
therefore, share a single cache line. The e ect of false shiag is the same
as that of regular sharing | bouncing of the cache line among several
processors. Fortunately, once it is identi ed, false shamg can be easily
eliminated by padding each data item to the cache line size ootherwise
adjusting the memory layout of non-shared data.

A perfectly scalable operating systenshould increase its throughput linearly
with the number of processors. There exist two conceptual aproaches to devel-
oping a scalable operating system. The rst, evolutionary, approach is to take
an existing OS and modify it to support a large number of procesors by iden-
tifying and eliminating all points of contention. However, scaling an existing
system turned out to be much more di cult than it may appear [C W05, BHO3],
which prompted some researchers to design a scalable OS frasaratch. This ap-
proach was followed by Hurricane, Tornado, and K42 systemsGKAS99]. These
systems use techniques like replication and per-CPU data stictures to achieve
near-linear scalability.

Apart from eliminating bottlenecks in the system itself, a multiprocessor
operating system developer should provide support for e ciently running user
applications on the multiprocessor. Some of the aspects ofish support include

14



mechanisms for task placement and migration across process, physical mem-
ory placement in NUMA systems (the OS should guarantee that nost of the
memory pages used by an application are located in the local emory), and
scalable multiprocessor synchronisation primitives.
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