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I. Today’s Problem Today’s Problem: Virtual Aliasing

Virtual memory is not well-behaved (inside an Operating system)The following 
annot be proved in general:
{p 6= q} ∗ p = 0; ∗q = 1 {∗p == 0}be
ause

• even if p and q point to di�erent virtual addresses
• these virtual addresses might denote the same physi
al memory(or overlapping regions in physi
al memory)Impli
ations

• OS veri�
ation must in
lude address translation and must go down to physi
al memory(at least for some parts of the OS)
• (non impli
ation) appli
ation programs rely on OS to provide sane virtual memory
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II. Project background Robin

Robin � veri�ed trustworthy 
omputing base for OS virtualization

• European proje
t with TU Dresden, ST Mi
roele
troni
s, Nijmegen University, Se
unet

• Goal: to built a small robust trusted 
omputing base

• permit to run several instan
es of lega
y OS'es (in parallel with spe
ial appli
ations)

• enfor
e 
omplete separation (if wished)(e.g, of a se
ure Email-
lient and the latest bells�and�whistle�web browser,whi
h opens the door wide for any intruder)
• veri�
ation of sele
ted properties of the kernel
• veri�
ation workpa
kage is more or less a 
ontinuation of VFias
o
• See http://robin.tudos.org/
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III. General approach

Split kernel veri�
ation?
• 
ode of the kernel probably splits into 5% dirty and 95% well-behaved

• 
ould use a simple semanti
s for the 95% well-behaved 
ode andestablish its assumptions by verifying the dirty 5%

• Our approa
h: Use one faithful and 
orre
t semanti
s for the 
omplete kernel,whi
h simpli�es 
onsiderably in the well-behaved 
aseTe
hnology
• We favour sour
e 
ode veri�
ation
• instead of model 
he
king/type 
he
king/. . .
• be
ause this te
hnique 
an 
at
h all errors
• 
an be extended to obje
t-
ode veri�
ation later

slide 6 of 19



III. General approach Denotational Semantics for C/C++

• semanti
 domain: State transformers

State −→ Result

• State is the set of all system states (des
ribes memory 
ontents, address translation, . . . )

• Result is a disjoint union
Result =















State ⊎ ok (normal termination)

State ⊎ break

. . .

1 ⊎ hang divertion

• Intuition
Result • • • •

State • • • • •
ok break

break
catch_break

• denotational semanti
s is based on a (abstra
t) hardware model (IA32)(symboli
 evaluation of C++ inside PVS)
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IV. Related ProblemsRead a

ess 
an 
hange the 
ontents of the memory

• be
ause of the page fault handler

• solution: model as state transformer, whi
h is free to 
hange the statepage fault handling is inherently re
ursive

• page fault handler is 
alled even for page faults in the page fault handler

• Our approa
h: re
ursiveness of the page fault handler is bounded and very small (2 or 3)1. verify 
ode that does never require a page fault handler(hopefully some parts of the page-fault handler)2. verify 
ode that only needs a non-re
ursive page-fault handler(hopefully the 
omplete real page-fault handler)3. verify the remainderVeri�
ation will involve di�erent memory models
• startup 
ode (before address translation is swit
hed on)
• be
ause of the simple solution to re
ursive page-fault handlers

– Memory a

ess is a
tually a while loop with the page-fault handler as body
– a 
hange in the page-fault handler 
hanges the memory model
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V. Plain Memory SpecificationPlain memory behaves just as you would expe
t

• plain memory des
ribes a subset of the available (virtual) memory

• there is no virtual aliasing in this subset

• the property is preserved by 
ertain, safe operations (plain memory forms an invariant)

• (the 
hallenge lays in des
ribing all this without referring to the address translation,be
ause the plain memory abstra
tion shall be used with all kinds of memory models)Minor generalisations
• split plain memory in read-only and read-writeto permit reading the page dire
tory without leaving the plain memory

• permit harmless additional operations, like
– the semanti
s of break, continue, goto

– swit
hing the page dire
tory while keeping the address translationof all plain memory 
onstant (shared kernel page tables)Leave and reestablish plain memory when
• the address translation of the plain memory is 
hanged
• side e�e
ts in the page dire
tory (dirty, a

essed bits)
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V. Plain Memory Specification IIIn detail: Plain memory 
onsists of two sets of addresses, ro_addr and rw_addr ,su
h that1. reading in ro_addr ∪ rw_addr is always su

essful2. reading in ro_addr ∪ rw_addr does not 
hange the 
ontents of ro_addr ∪ rw_addr3. writing in rw_addr is always su

essful4. writing in rw_addr does not 
hange ro_addr5. writing in rw_addr does 
hange the target of the write operation in rw_addrin the expe
ted way and leaves the remainder un
hanged6. reads in ro_addr and read/writes in rw_addr preserve the plain-memory property7. allow for a set of other a
tions (i.e., state transformers) that
• do not 
hange ro_addr ∪ rw_addr

• do preserve the all these propertiesTe
hni
ally two sets ro_addr and rw_addr form a plain memory with respe
t to

• a set of states

• a memory model, given as a read and a write operation
• a set of �safe� operations(derived from ro_addr and rw_addr and expli
itly provided in point 7)
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V. Plain Memory PVS source

pm : Var Memory struct[State]
states : Var PRED[State]
ro addr, rw addr : Var PRED[Address]
other actions : Var PRED[[State −> Result[State, Unit]]]

plain memory?(pm, states, ro addr, rw addr, other actions) : bool =
unchanged memory invariant?(pm, states,

union(other actions, memory read transformers(pm,
union(ro addr, rw addr))), union(ro addr, rw addr))

AND

unchanged memory invariant?(pm, states,
memory write transformers(pm, rw addr),
ro addr)

AND

unchanged memory write invariant?(pm, states, rw addr)
AND

changed memory invariant?(pm, states, rw addr)
AND

transformers ok?(states,
union(memory read transformers(pm, union(ro addr, rw addr)),

memory write transformers(pm, rw addr)))
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V. Plain Memory Results I

pm : Var Memory struct[State]
states : Var PRED[State]
ro addr, rw addr : Var PRED[Address]
other actions : Var PRED[[State −> Result[State, Unit]]]

dt : Var (interpreted data type?[Data])
s : Var State
addr : Var Address
data : Var Data

ad write ok : Lemma

plain memory?(pm, states, ro addr, rw addr, other actions) And

states(s) And

in plain memory?(dt, addr, rw addr)
Implies

OK?((
write data(pm,dt)(addr, data) ##

read data(pm,dt)(addr)
)(s) )
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V. Plain Memory Results II

read write res : Lemma

plain memory?(pm, states, ro addr, rw addr, other actions) And

states(s) And

in plain memory?(dt, addr, rw addr)
Implies

get data((
write data(pm,dt)(addr, data) ##

read data(pm,dt)(addr)
)(s))

= dataAssuming we have
• a plain memory
• a starting state s, belonging to the plain memory
• a C++ data type, given by dt

• an address addr, su
h that dt �ts into the plain memory at addrthen, it holds that

• reading something of type dt at addr

• dire
tly after writing data at addr

• will terminate su

essfully (lemma on previous slide)
• deliver the data written
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V. Plain Memory Results III

read write other res : Lemma

plain memory?(pm, states, ro addr, rw addr, other actions) And

states(s) And

in plain memory?(dt1, addr1, rw addr) And

in plain memory?(dt2, addr2, union(ro addr, rw addr)) And

blocks disjoint?(addr1, size(uidt(dt1)), addr2, size(uidt(dt2))) And

valid in mem(pm,dt2)(addr2)(s)
Implies

get data((
write data(pm,dt1)(addr1, data1) ##

read data(pm,dt2)(addr2)
)(s))

=
get data(read data(pm,dt2)(addr2)(s))If the memory blo
ks are disjoint, writing at addr1 does not a�e
t the data at addr2.
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V. Plain Memory Results IVAs expe
ted
phy mem plain memory : Lemma

plain memory?(phy pm, fullset[Physical memory], emptyset[Address],
physical addresses(max), emptyset[[Physical memory−>Result[Physical memory, Unit]]])Physi
al memory forms a plain memory with all physi
al addresses being read-write enabled.

Still to doVirtual memory forms a plain memory if
• there is no virtual aliasing among the addresses
• the page dire
tory/page tables are not 
ontained in the rw_addr

• the page-fault handler behaves reasonable (does not tou
h plain memory)
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Conclusion

• plain memory abstra
tion 
aptures well-behaved memory

• theorems about plain memory serve as a short 
utin the fairly 
ompli
ated model of virtual memory

• hopefully, the 95% 
lean OS 
ode 
an be veri�edwith just using the plain memory theorems
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