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Abstract—A research area that has become increasingly impor-
tant in recent years is that of on-board mobile communication,
where users on a vehicle are connected to a local network that at-
taches to the Internet via a mobile router and a wireless link. In this
architecture, link disruptions (e.g., due to signal degradation) may
have an immediate impact on a potentially large number of con-
nections. We argue that the advance knowledge of public transport
routes, and their repetitive nature, allows a certain degree of pre-
diction of impending link disruptions, which can be used to offset
their catastrophic impact. Focusing on the transmission control
protocol (TCP) and its extension known as Freeze-TCP, we present
a detailed analysis of the performance improvement of TCP con-
nections in the presence of disruption prediction. In particular, we
propose a Markov model of Freeze-TCP that captures both the
TCP behavior and the prediction+“freezing” feature and, using
simulations, show that it accurately predicts the performance of the
protocol. Our results demonstrate the significant throughput im-
provement that can be gained by disruption prediction, even with
random packet losses or imperfect timing of the predicted disrup-
tions.

Index Terms—Disruption prediction, freeze-transmission
control protocol (TCP), mobile networks, mobile router (MR),
performance-enhancing proxy (PEP), public transport, wireless
TCP.

I. INTRODUCTION

RECENT YEARS have evidenced a growing interest in
the paradigm of pervasive connectivity, which aims to

provide communication and information access anywhere,
anytime. As part of that trend, there has been an increasing
number of both commercial systems and research projects
aiming to provide broadband Internet services to public trans-
port passengers, by deploying high-speed local-area networks
(LANs) on-board public transport vehicles. Some examples of
commercial systems include [2]–[4], which provide Internet
services for land-based transportation systems (i.e., long-dis-
tance trains and buses), and [5] and [6], which do the same
for air travellers. Research projects, such as [7] and [8] study
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Fig. 1. On-board communication architecture.

implementation, integration, deployment, and standardization
of IPv6 mobility-related technologies.

The architecture of a typical on-board mobile network is
depicted in Fig. 1. It consists of three main components: a
high-speed mobile local-area network (MLAN), mobile router
(MR), and mobile wireless Internet connection (MWIC) [9].
The MLAN provides a local high-speed connectivity to the
on-board passengers (and other devices integrated in the ve-
hicle). The MR facilitates communication between the MLAN
and the global communication infrastructure (Internet). It may
also be equipped with additional features, such as a data server
and query manager to enable proxying/caching of on-board
user requests. Finally, the MWIC connects the gateway to
the outside world, typically by either a land-based cellular
station (in urban areas) or a satellite (in rural areas or in sea-
or airborne systems). Thus, passengers need simply connect
their devices to the MLAN and start enjoying Internet services.
This architecture is advocated by the Internet Engineering Task
Force (IETF) network mobility (NEMO) working group, and a
basic support protocol, based on an extension of Mobile IPv6
for mobile networks, is currently a proposed standard [10].

The mobile network architecture has several significant ad-
vantages over the individual connection approach that is still
widely used today, i.e., where each user uses their own private
connection to the Internet. First and foremost, it enables the in-
dividual passengers to enjoy multiple wireless interfaces. For
example, when a long-distance train leaves the coverage area
of a metropolitan cellular network, communications can con-
tinue to be maintained via satellite, without requiring each pas-
senger to carry their own satellite antenna; furthermore, these
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interface transitions can be transparent to the users, who “feel”
that they are simply connected to a LAN. In addition, having
the users connected via a common local network brings advan-
tages in terms of performance as well. In particular, statistical
multiplexing of the MWIC becomes possible when the users’
data traffic patterns are bursty; also, popular items (such as news
or travel information) that are requested by many users can be
cached by the MR on board, eliminating the need to retrieve
them several times via the MWIC (in fact, on-board multicas-
ting may even be possible when several users request the same
information simultaneously, e.g., tune to the same Internet radio
station). Finally, the fact that the entire MLAN is seen as a
single mobile entity alleviates many scalability-related issues;
for instance, it helps prevent the common problem of discon-
nection when a large number of users cross a cell boundary
simultaneously.

Despite the many advantages listed above, a critical issue with
the mobile network architecture is the possibility of temporary
outages in the MWIC. An outage1 is a period during which all
packets to/from the MR are lost or corrupted, and can be caused
by various factors, such as loss of signal (e.g., when the ve-
hicle passes through a tunnel or high-rise building blocking the
line-of-sight), interference, or handoff failure between neigh-
boring base stations [11]. The problem is exacerbated in a mo-
bile network setting, where a potentially large number of users
are connected to the Internet via a single wireless link, hence, its
disruption affects all the active connections and services. Recov-
ering from such unexpected disruptions can be slow and costly.
On the flip side, the nature of public transport is such that its
routes are known in advance and repetitive. This important fea-
ture can be used to predict link outages to a certain extent. In
particular, many of the typical scenarios that cause wireless link
outages, such as going under a tunnel or passing near a high-rise
building blocking the line-of-sight, are almost exclusively loca-
tion-dependent by nature, and therefore occur predictably when-
ever the vehicle returns to the same location.

It is important to emphasize that, once predicted, not much
can usually be done about the wireless link outage itself (un-
less the MR is equipped with multiple wireless interfaces, in
which case it may be able to negotiate a vertical handoff for
the affected sessions). Nevertheless, by sending an advance no-
tification to existing connection endpoints before the link goes
down (and when it comes up again), the network can avoid the
chaotic and uncoordinated attempts by the individual connec-
tions (whether at the transport or application layer) to resume
their data flows, which would otherwise be subject to contention
and excessively long timeouts, and might even leave some appli-
cations in an inconsistent state. Ultimately, this leads to a better
system performance.

In this paper, we focus particularly on transmission control
protocol (TCP), the ubiquitous transport control protocol of the
Internet, and study in detail how outage prediction can be har-
nessed to improve its performance, by using an extension known
as Freeze-TCP, originally proposed to prevent undesirable time-
outs when a mobile host is handed off between wireless base
stations [12]. We are not concerned with the details of the dis-

1In this paper, we use the terms outage and disruption interchangeably.

ruption prediction mechanism; rather, we merely assume that
outages can be predicted sufficiently in advance with a certain
probability. Our contribution is twofold. First, we describe a
Markovian model for the behavior of Freeze-TCP sources in
the presence of partially predicted link outages. This model is
an extension of the one described in [1], in that it accounts for
random packet losses that occur in addition to complete outages,
and for imperfect timing of the predictions. We then apply this
model to explore the dependence of the Freeze-TCP throughput
on such parameters as the frequency and duration of outages,
their prediction probability, random packet loss rate (in addi-
tion to the outages), and timing of the prediction. Our results
(which are also backed by ns-2 simulations) demonstrate that,
for a given pattern of outages, there is a monotonic dependence
between the average throughput attained by Freeze-TCP and the
prediction probability, which becomes more convex as the max-
imum TCP window size increases and/or the link becomes more
unstable. Furthermore, our findings show that the throughput
improvement attained by Freeze-TCP and outage prediction re-
mains significant as long as the random packet loss rate is below
about 1%.

The rest of the paper is organized as follows. Section II
presents some of the related work on wireless TCP enhance-
ments and mobility prediction, and discusses particular issues
arising for on-board mobile networks. Section III describes the
Markov model of Freeze-TCP, as well as the implementation
considerations of Freeze-TCP in the ns-2 simulator. Section IV
presents the results of our experiments, obtained by applying
the model and simulation runs in several typical scenarios.
Finally, concluding remarks are presented in Section V.

II. RELATED WORK

A. TCP Enhancements for Wireless Environments

It is generally accepted that, in its classic form, TCP is
ill-suited for wireless communications: it takes any packet loss
to be an indication of congestion (a reasonable assumption for
the majority of fixed communication links), whereas losses in
wireless links are mainly caused by random bit errors, e.g., due
to signal fading. With the growing acceptance of wireless and
mobile computing, the study of techniques to improve TCP
performance in wireless environments has become an active
area of research [13], [14]. Some of the recent proposals to that
end include Snoop [15], where the base station can make local
retransmissions to the mobile host; Indirect TCP [16], which
splits the communication into two separate TCP connections,
between the mobile host to its base station and from there to the
remote (fixed) endpoint; M-TCP [17], where the base station
“chokes” the remote sender by advertising a small window
size; and WTCP [18], which uses rate-based (rather than
window-based) flow control altogether. Chakravorty et al. [19]
go even further and propose to avoid slow-start and congestion
avoidance altogether, by clamping the TCP window to an static
estimate of the bandwidth-delay product of the link.

All of the above methods, however, require significant sup-
port from the wireless base station or the sending host, and
are therefore unsuitable for our on-board mobile networking
scenario. By contrast, Freeze-TCP, proposed in [12] to prevent
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undesirable timeouts when a mobile host is handed off to
a new wireless base station, is a fully end-to-end approach
and therefore well-suited to our context. In Freeze-TCP, once
notified of the impending handoff by the MAC layer, the
mobile host transmits an acknowledgment carrying a zero
window advertisement (ZWA). Upon receiving the ZWA, the
remote (fixed) host freezes all data transmission and enters a
zero window probing mode, during which it attempts sending
one-byte probes at intervals specified by its persistence timer,
until the mobile host is reconnected. In addition, once the
mobile host is reconnected at the new base station, it transmits
a triple acknowledgment (TR-ACK) with a nonzero window
advertisement (NZWA), enabling the remote host to resume its
data transmission.2

It is important to observe that, in an on-board mobile network
setting, Freeze-TCP can be implemented transparently by the
MR (thus keeping the mobility of the network entirely hidden
from the users), by keeping track of the active TCP connections
and their current sequence numbers, and “injecting” the ZWA
and NZWA packets on behalf of the end hosts. Thus, the MR acts
as a performance-enhancing proxy (PEP) [20], and the perfor-
mance enhancement is achieved without any changes in existing
user devices. An alternative approach would be for the MR to
merely broadcast a signal notifying all on-board users about the
imminent outage, and another signal after the outage is over,
and leave the specific transport-layer protocol mechanics to the
discretion of the end hosts. This alternative avoids the need to
track all active connections at the MR and interfere with their
end-to-end semantics, but requires the individual on-board de-
vices to implement Freeze-TCP, and, in particular, be able to
respond to such notifications by the MR. The latter approach is
likely to be more viable in the long run for other transport- and
application-layer protocols that are not as widely used as TCP,
for which it may be unreasonable to expect the required protocol
extensions to be supported transparently in the MR.

B. Wireless Link Disruption Prediction

The idea of predicting wireless link quality based on loca-
tion and mobility patterns is not entirely new, and has been pro-
posed before in certain related contexts. We now mention some
of the recent proposals on mobility and location predictions, de-
signed to improve network connectivity for stable end-to-end
communication. Jiang et al. [21] presents a prediction method
for future link availability. The calculation of link availability
is based on the current node’s movement, taking into account
the speed and direction of motion between mobile nodes. Song
et al. [22] present a study on empirical evaluation of a Markov
recent history-based prediction scheme, and demonstrate that
the users with extensive statistical data history can achieve a
prediction accuracy as high as 72%. Su et al. [23] propose a
predictive route reconstruction mechanism based on mobility
patterns of the mobile users. The link expiration time between
any two nodes is predicted by making use of the coordinates of
the nodes, their speeds, and direction of motion, which are pro-
vided by global positioning system (GPS) equipment. Liang and

2The purpose of the TR-ACK is to make the remote host perform a fast-re-
transmit of packets possibly sent (and lost) before the ZWA was received, and,
thus, avoid the undesirable consequences of a timeout.

Fig. 2. Disruption prediction process.

Haas [24] present a predictive distance-based mobility manage-
ment scheme for personal communication service (PCS) net-
works. In this scheme, the network uses a stochastic model for
the velocity of mobile nodes, and predictions are made about the
nodes’ whereabouts in advance in the form of a probability den-
sity function. Finally, Akyildiz and Wang [25] propose a frame-
work for mobility management and quality-of-service (QoS) in
wireless networks, based on historic records and predictive pat-
terns of mobile users.

However, none of the above works considered the specific is-
sues arising in the context of disruption prediction for on-board
mobile networks in public transport vehicles. Fig. 2 presents a
high-level view of how the disruption prediction process can be
implemented by the MR. First, it needs to track the relevant en-
vironmental factors—most importantly, location (which can be
obtained by GPS or other, possibly proprietary, means), as well
as any additional parameters that may impact the link quality,
such as time of day, weather conditions, vehicle velocity, etc.3

Together with measurements of the quality of the link itself
(i.e., signal strength, available bandwidth, etc.), the above are
recorded in a historical database, which is then used for the pur-
pose of the disruption prediction itself, e.g., by comparing the
current situation with past patterns where disruptions are known
to have occurred. Further details about the implementation of
the disruption prediction process in the MR, and, in particular,
factors affecting the resulting prediction accuracy, are the sub-
ject of ongoing research and beyond the scope of this paper. We
refer the reader to [27] for an overview of the issues involved.4

The warnings generated by the MR about impending disrup-
tions can be utilized to improve the performance of the on-board
network in several ways. In this paper, we focus on improve-
ments at the transport layer, achieved transparently by a MR
acting as a PEP. Another task that is the responsibility of the
MR, and can gain from transparent use of prediction information
without involving user devices, is vertical handover of connec-
tions, where the MR is equipped with several MWIC interfaces.
In particular, in order to allow a MWIC transition (e.g., in a train

3Indeed, the study presented in [26] of the dependence of cellular signal
strength on a variety of environmental factors shows location to be the primary
factor affecting the signal quality.

4While the disruption prediction approach fits naturally into the context of
on-board LANs supported by MRs in public transport vehicles, we point out
that, in principle, it can be implemented in other scenarios as well, such as in a
private car commuting regularly on a fixed route, or by individual users in public
transport vehicles where an on-board LAN is not deployed. However, the sta-
bility of routes traveled by public transport vehicles and the virtually unlimited
memory and computational power available in the MR means that, in general,
it can achieve a better prediction accuracy than is possible in other scenarios.
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leaving a metropolitan cellular coverage area and switching to a
satellite link) to be smooth and transparent to the users, the dis-
ruption of the existing link must be predicted well in advance,
since the vertical handoff procedure normally entails a signif-
icant overhead of several round-trip exchanges. The problems
arising in the management of multiple-MWIC networks are dis-
cussed elsewhere (see, e.g., [28]–[30]), and we do not consider
them here further. Finally, we mention that the warnings gener-
ated by the disruption prediction process can also be distributed
to the on-board user devices, which can use them to make in-
formed decisions and actions at the application, session, and
even transport layer. In particular, we expect this to be the norm
with future disruption-tolerant applications, such as those con-
sidered by the DTN research group [31].

III. SYSTEM MODEL

Our results on the Freeze-TCP performance are based on a
Markov model, which captures the behavior of both the TCP
sender and the link. To describe the behavior of the wireless
link, we follow the Gilbert–Elliot model, which is a two-state
hidden Markov model commonly used for performance anal-
ysis over wireless links. In this model, the link alternates be-
tween the “up” and “down” states, spending a random amount
of time in each state that is distributed exponentially with a mean
of and , respectively. A packet transmitted while the
link is in the “up” or “down” state is lost with a probability of

and , respectively, such that . For sim-
plicity, in this paper we assume , i.e., all packets
are lost while the link is in the “down” state. In our setting,
the “down” periods correspond to link outages, which can be
predicted independently with a certain probability. On the other
hand, packet losses incurred during the “up” state are consid-
ered to be random events unrelated to the vehicle location (e.g.,
caused by noise), and are therefore inherently unpredictable.

For clarity of presentation, we begin the description of the
Freeze-TCP Markov model in the first subsection for the spe-
cial case of , i.e., assuming the “up” state is entirely
error-free and all losses occur only during outages. The fol-
lowing subsection extends the model to account for random
losses in the “up” state as well, i.e., for . Finally, the
third subsection describes some implementation considerations
of the ns-2 simulation platform.

A. Freeze-TCP Model for a Link Without Random Losses

We now proceed to describe the Markov chain structure in de-
tail. A state is defined by a triplet , where is the
size of the last successfully transmitted window, is the cur-
rent congestion window threshold between slow-start and con-
gestion avoidance phases, and is a boolean value denoting
“freezing.” Every state must have , where

is an external parameter of the model, denoting the max-
imum TCP window size (in packets).5 States with
model TCP’s “slow-start” phase, whereas correspond

5We assume that the maximum window size is too small to cause congestion
on the connection’s path; therefore, TCP will not back off before reaching this
window size.

to the “congestion avoidance” phase. A value of corre-
sponds to normal operation, whereas is a “frozen” (per-
sistent) state, which the protocol enters upon reception of a ZWA
packet and leaves upon reception of a NZWA packet.

The states in our model capture the internal status of TCP
with a granularity of a window; that is, the transitions among
the states do not occur after every packet. This reduces the total
number of states considerably, thereby facilitating the subse-
quent analysis. There is an approximation involved with this ap-
proach, however, in that the effect of a link failure in the middle
of a window transmission cannot be captured with precision.
Instead, below we take a conservative view, deeming any link
failure to have occurred at the start of the corresponding window
transmission.

There are four kinds of transitions possible among the states;
these are outlined below. The first three types are from regular

states; the last kind applies to “frozen” states.
1) If everything is normal, and the link stays up during the

round-trip time (RTT), TCP advances normally. Thus,
from any state in the slow-start phase ( where

), it will advance to .
From (a slow-start state just after a
timeout in the previous window), it will proceed to

. Finally, from a congestion-avoidance
state ( where ), the transition is to

, unless , in which case
it stays in the same state (the window is already at the
maximum size).

2) If the link goes down and its failure is not predicted in
time, a timeout occurs and TCP sets the congestion window
threshold value to be half the current window size, before
restarting in a slow-start phase. This corresponds to a tran-
sition from to .

3) If the link goes down but its failure is predicted in time,
TCP freezes its current state instead of falling back
into slow-start. This corresponds to a transition from

to , for all states where .
Observe that “freezing” is not possible from a state with

, as that means that a timeout has already occurred.
4) From a “frozen” state , there is a transition to

the corresponding regular state when the link
resumes operation.

The corresponding transition rates depend on the transition
type as well as the state from which they occur; indeed, states
with , which denote that a timeout has just been suffered,
require special consideration. The transition rates are detailed
below.

• For all transitions of type 1 occurring from a state with
, the rate is , where is the

connection’s RTT, is the transmission time of a single
packet, and is the window size at the state to which the
transition is made.6

• For all transitions of type 1 from a state with (i.e.,
after the link is down), the rate is the reciprocal of ,
where is the average link “down” time.

6Recall that the interpretation ofW is the size of the last window successfully
transmitted; hence, the number of packets transmitted in a transition between
states is given byW at the transition’s destination state.
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Fig. 3. The Freeze-TCP Markov chain model (excluding the “frozen” states),
forW = 16. The solid arrows correspond to transitions of type 1; the dotted
arrows are transitions of type 2. Transitions of types 3 and 4 (to and from the
“frozen” states) are not shown.

• For all transitions of type 2 occurring from a state with
, the rate is the misprediction probability (i.e., one

minus the prediction probability) times the reciprocal of
, where is the average link “up” time.

• For all transitions of type 2 from a state with (all of
which are to the state ), the rate is .
Indeed, if the link is down during a second consecutive
timeout (which is twice the RTT, due to Karn’s exponential
backoff), TCP will eventually resume operation in a con-
gestion avoidance mode.

• For all transitions of type 3 (which, by definition, are from
states with ), the rate is the prediction probability
times the reciprocal of , where is the av-
erage warning period ( for a perfectly timed
successful prediction). In other words, the link “up” time
is effectively reduced by the warning period. Note that the
above implicitly assumes the average warning period to be
small compared to the average “up” time, so that the “ef-
fective” up time can still be considered exponentially dis-
tributed (otherwise, obviously, it cannot be modeled by a
Markov chain).

• For all transitions of type 4, the rate is the reciprocal of
, the average link “down” time.

Observe that, as per the transitions described above, many
of the states are unreachable. These include, for example, all
slow-start states where is not 0 or a whole power of 2, or
where , as well as all “frozen” states with .
Furthermore, many functional equivalences among states can be
noted; for instance, it makes no difference whether is 0, 1,
2, or 3. Therefore, the analysis of the chain actually involves
much fewer states than may seem at first.

Fig. 3 presents a diagram of the functional part of the
chain, with the exception of the “frozen” states and transitions
involving them (of types 3 and 4). Thus, it is to be kept in
mind that, for any state in the diagram with , there is a
corresponding “frozen” state, with transitions back and forth
between them only (at the rates outlined above); there are no
other transitions within the “frozen” states.

B. Model Extension for Random Losses in the “Up” State

We now proceed to extend the model to account for random
packet losses that may occur while the link is in the “up” state,
i.e., with in the Gilbert–Elliot link model. At first
glance, incorporating random packet losses requires only the
modification of the transition rates—specifically, increasing the
rates of the timeout transitions to reflect the possibility of time-
outs to occur due to random losses, not just (unpredicted) out-
ages. However, this causes the model to result in an excessively
low throughput, since it does not account for the fact that TCP
does not always time out after a lost packet; indeed, if a lost
packet is followed by three correct ones, the fast retransmit pro-
cedure is triggered, and the congestion window is merely halved
rather than reset back to 1 packet altogether.

To account for the fast retransmit behavior of TCP, we intro-
duce a set of auxiliary states, denoted by . As for
“regular” states, denotes the congestion window threshold
and is a Boolean value denoting “freezing.” However, these
states do not have a current window size ; instead, “ ”
is used to denote that these states are introduced to model the
fast retransmit feature. Specifically, a state
denotes that the TCP sender has attempted to recover after a
loss of a packet followed by a TR-ACK, with the congestion
window having been reduced to . Therefore, the range of

in these auxiliary states is between 2 to , where
is the maximum window size of the TCP connection. (Note that
fast retransmit is not possible with ; for a TR-ACK to
follow a lost packet, the previous window size must have been
large enough for at least four segments.)

The new auxiliary states are interwoven with the rest of the
chain by the same four types of transitions described above. In
case of a successful transmission, TCP “recovers” from the state

to the regular state
, and proceeds with congestion avoidance from there.

A timeout (e.g., due to an unpredicted outage) occurring in any
of the auxiliary states causes a transition to

. A predicted outage causes a “freeze” transition from
to its corresponding state ,

and the transition in the opposite direction occurs when the link
becomes operational again. The rates of the above four transi-
tion types are determined identically to the rates of similar tran-
sitions from the regular states.

In addition, a fifth transition type is required for the
fast retransmit occurrences, where the chain advances
from a regular state
to the auxiliary state , where

.7 The rate associated with
this type of transition is ,
where is the connection RTT, is the transmission time of
a packet (so that is the time between the
start of a transmission of a window of size and the start of the
transmission of the next window), and is the probability
of a fast retransmit event to occur due to a transmission attempt
of a window of size , derived in a straightforward manner
from the packet loss rate of the link.

7Recall that a state hW; C ; fi denotes a situation that a window of size
W has been successfully transmitted; thus, the fast retransmit occurs during the
transmission attempt of the next window, which is of size min(2W;C + 1).
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Fig. 4. The Freeze-TCP Markov chain model (excluding the “frozen” states),
extended for random packet losses, for W = 16. The new auxiliary states
corresponding to TCP’s fast retransmit feature are denoted by double circles.

Fig. 4 presents the extended diagram of the functional part
of the chain (again, without the “frozen” states and transitions
involving them). The new auxiliary states are shown as double
circles, and the numbers therein denote the respective conges-
tion window thresholds (and, for this reason, appear in a dif-
ferent font to distinguish them from the other states, where the
number inside the circle is the size of a successfully transmitted
window).

Finally, the model is solved by finding the steady-state proba-
bilities of the chain states (e.g., by the standard technique of in-
verting the transition rate matrix), and, subsequently, using them
to compute the expected throughput. The protocol throughput
is composed of two separate components. One is the fully suc-
cessful window transmissions; in a state , this
contributes packets per time unit (unless ,
in which case the throughput is limited by ). The other com-
ponent consists of partial successes, i.e., portions of the window
successfully received before a random loss. The contribution of
this component is calculated by considering the transitions cor-
responding to timeouts and fast retransmit occurrences, and, for
each such transition, multiplying its steady-state rate by the con-
ditional expected value of the successful portion of the window,
given that a loss occurred (again, this is obtained in a straightfor-
ward manner for every window size from the packet loss rate of
the link). Obviously, the throughput in all the “frozen” states is
0. Averaging the throughputs according to the steady-state prob-
abilities yields the throughput performance of the protocol.

To conclude, we note that our Markov TCP model bears a cer-
tain similarity to the one presented in [32]; indeed, we follow
a similar approach in modeling the slow-start and congestion-
avoidance phases, and the auxiliary states introduced to capture
the fast retransmit TCP behavior are similar to the states with

in [32]. There are also some differences—for example,
we provide separate states for all values of up to ,
and not just those which are whole powers of 2, as in [32];
this makes the agreement between our model and simulations
somewhat more precise, for only a modest cost in complexity.
However, the most obvious difference from [32], and indeed the
motivation behind this work, is the inclusion of “frozen” states,
to model the behavior of Freeze-TCP. We emphasize that our

method of duplicating the Markov chain states by introducing
a extra Boolean parameter , so that the states corresponding
to are used to “freeze” their counterparts with ,
can be used on any Markov model of TCP. Thus, whilst we
have focused on modeling the TCP-Reno flavor (as has [32]),
our method can be readily used with Markov models proposed
for other TCP flavors (e.g., SACK and Vegas [33]).

C. Simulation Model

To verify the validity of the Freeze-TCP Markov model, we
have implemented a simulation platform, using the ns-2 sim-
ulator [34]. The implementation of the Freeze-TCP extensions,
coupled with disruption prediction, required significant portions
of code to be added/edited in various modules of the standard
ns-2 distribution. Following are some details on the challenges
we faced and our implementation decisions.

First, the standard ns-2 does not provide support for the TCP
receiver to detect link states and send ZWA packets. There is
also no support for the sender to process ZWAs, i.e., freeze the
current operating variables (including the congestion window,
ssthresh, timers, etc.). We have addressed the sender-side limi-
tation by writing a new agent that can detect and process ZWAs.
This agent was executed with the fast retransmit/recovery option
enabled. The modification of the receiver was more challenging,
because the receiver needed to generate ZWAs and NZWAs ac-
cording to the predictions of the link outages. This required us
to develop an interface that allows the receiver to communicate
with a link-status module and generate ZWA/NZWA packets
with a given prediction probability, with the durations of time
within and between disruptions sampled from the exponential
distribution.

Second, although the standard ns-2 loss model allows to con-
figure a link with particular loss rates, it does not allow complete
disruptions (setting loss rate to 100% merely cuts off communi-
cation from sender to receiver, but receiver can still send ACKs
to the sender). To implement full disruptions, we used the net-
work dynamics interface to completely disconnect the link be-
tween sender and receiver at the start of a disruption, save the
current loss parameters, and eventually reconnect the link with
these saved parameters.

Finally, the standard ns-2 does not have any automatic mech-
anism to control the simulation durations so as to achieve a
desired confidence level with required precisions. We have used
a publicly available simulation management tool, Akaroa [35],
that was interfaced with our simulator to adaptively control
the duration of all our simulation experiments. All simulations
were automatically stopped when a 95% confidence level was
reached with 5% relative precision.8 The actual simulation run
durations varied between 50,000–200,000 s, depending on the
simulation parameters.

IV. ANALYSIS AND SIMULATION RESULTS

To verify the validity of the Freeze-TCP Markov model and
evaluate the protocol performance, we have conducted several

8In addition to computing confidence levels online, the Akaroa tool uses so-
phisticated methods (based on spectral analysis) to detect the end of the transient
phase and any possible correlations in the output data. All data in the transient
phase are discarded before computing the confidence level.
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Fig. 5. Average throughput: “up” time of 50 �RTT and “down” of 10 �RTT.

sets of experiments and compared the throughput predicted by
the model with that achieved in simulation for a variety of sce-
narios. All these cases assume a TCP connection between end-
points engaged in a long file transfer, using segments (packets)
of 1000 bytes and a maximum TCP window size of either 32,
64, or 128 segments. The bandwidth of the connection is taken
to be 1 Mb/s, and the one-way delay (in each direction) is set to
250 ms. Finally, we vary the probability of successful prediction
between 0% and 100%. The results are presented below.

A. Throughput Dependence on Window Size and Link Stability

For our first set of experiments, we take a link with an av-
erage “up” time of and an average “down” time of

, and compare it with a less stable link, with an average
“up” time of and an average “down” time of .
These values were selected to best illustrate the benefits made
possible by outage prediction. Indeed, if the average “up” time
is higher than the RTT by many orders of magnitude, outage pre-
diction becomes insignificant, since the slow-start and conges-
tion avoidance phases take a negligible portion of time anyway.
Conversely, if the link is so unstable that it frequently changes
states within a single RTT, prediction becomes hardly relevant,
since even the ZWA and NZWA notifications cannot be prop-
erly communicated. The results are shown in Figs. 5 and 6. In
both figures, the plots show the TCP throughput, as predicted
by the respective Markov model solution, as solid curves; the
throughput achieved in the actual simulation runs is shown with
“x”-marks.

We observe that our model achieves a good accuracy in pre-
dicting the Freeze-TCP throughput. The fact that the predicted
throughput is consistently higher, by a slight margin, than the
value actually attained, can be explained by observing that, in
our model (and similarly in [32] and [33]), the TCP window
in the congestion-avoidance phase is assumed to grow by one
packet per round-trip period, whereas in reality, TCP increases
the window size by the reciprocal of its current value upon
reception of every acknowledgment. This effect causes the
window to grow slightly more slowly (e.g., from a window
of two packets, reception of two acknowledgments causes it

Fig. 6. Average throughput: “up” time of 10 � RTT and “down” of 4 � RTT.

to grow to after a RTT, which is
slightly less than 3); thus, it takes a slightly higher number of
RTT periods than predicted by the model to attain the maximum
window size.

Another important conclusion from the plots is that an in-
vestment in a good prediction method, correctly predicting a
high percentage of outages, becomes more worthwhile as the
window sizes are larger or the link is less stable. Indeed, we ob-
serve that for the lines are nearly linear, while for

and the curves become increasingly
quadratic; furthermore, the curves in Fig. 6 are more convex
than those in Fig. 5. This phenomenon can be explained as
follows. The time it takes TCP to complete the slow-start and
congestion avoidance phases is constant. Therefore, if most of
the outages happen after TCP has already reached the max-
imum window size, then each unpredicted outage inflicts a fixed
penalty on the TCP performance, namely, the difference be-
tween TCP’s maximum throughput and that achieved during the
slow-start and congestion avoidance phases. In that case, the
throughput simply increases linearly in the percentage of out-
ages that are predicted. However, if most of the outages happen
while TCP is still in the congestion avoidance stage, then each
additional correct prediction has an increasing contribution to
the throughput, as it happens at a higher window size. The de-
pendence of the throughput on the percentage of correctly pre-
dicted disruptions then becomes more convex. This effect is
graphically illustrated in Fig. 7. Therefore, the more likely out-
ages are to happen during the congestion avoidance phase—in
other words, the larger the maximum window size and/or the
less stable the link—the more convex is the throughput depen-
dence on the prediction probability.

B. Throughput Dependence on Random Link Losses

We now introduce random packet losses in the link and con-
sider their impact on the performance achieved by Freeze-TCP.
The random packet loss rate while the link is “up” is varied be-
tween 10 and 10 . Figs. 8 and 9 plot the resulting throughput
as a function of the prediction probability, for several values of
the random loss rate for a maximum window size of 64 and 128,
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Fig. 7. Illustration of outages during maximum window size (top, t = 1, 4)
versus outages during congestion avoidance phase (bottom, t = 1, 2). The
shaded areas represent the difference (in transmitted packets) between a pre-
dicted and an unpredicted outage. In the bottom figure, misprediction of the
outage at t = 2 (dashed area) loses more than that at t = 1 (solid area).

Fig. 8. Average throughput as a function of prediction probability, for several
packet loss rates, maximum window = 64 packets.

respectively. (Again, the throughput predicted by the Markov
model is shown as solid curves, and that achieved in actual
simulation runs is shown with “x”-marks.) These figures show
that as the link loss increases, the advantage gained by a high
outage prediction probability becomes less significant. This can
be explained by the fact that, as the random loss rate increases,
outages account for a comparatively lesser proportion of lost
packets. Consequently, the throughput that would have been
achieved by TCP even without outages is lower. Nevertheless,
it can be seen that, even in the presence of random losses (as
long as the random packet loss rate remains reasonable, i.e.,
lower than about 1%), correct prediction of a high percentage
of outages brings about a significant improvement in the TCP
throughput.

Fig. 9. Average throughput as a function of prediction probability, for several
packet loss rates, maximum window = 128 packets.

Fig. 10. Average throughput: perfect versus imperfect warning period,
maximum window = 64 packets.

C. Throughput Dependence on the Warning Period

We now explore how the throughput is affected by the dis-
tribution of the warning period. All the results so far were ob-
tained with a warning period set deterministically to a “perfect”
value, namely, the one-way delay of the connection (250 ms),
regardless of the prediction probability. We compare this with
the case that the warning period is exponentially distributed with
a mean of ms , where is the prediction prob-
ability. This way, the prediction probability is equivalent to the
probability of the warning period to be above 250 ms; indeed,
a warning given less than a one-way delay before the outage is
worthless, as it does not reach the remote endpoint in time to
prevent it from sending a packet that is doomed to be lost.

Our results are shown in Figs. 10 and 11, where the solid
curves correspond to a “perfect” deterministic warning period
as before, and the dotted curves are obtained with warning pe-
riods that are exponentially distributed with the respective pre-
diction probabilities, as described above (incidentally, note that
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Fig. 11. Average throughput: perfect versus imperfect warning period,
maximum window = 128 packets.

prediction probabilities of 0% and 100% had to be omitted for
this reason). It can be seen that the “imperfect” (exponentially
distributed) warning period has a very limited impact on the
throughput attained by Freeze-TCP, compared with a determin-
istic perfect one, irrespective of the maximum window size. This
is an encouraging finding; in particular, it suggests that, even
when the vehicle location cannot be determined with high accu-
racy, a conservative (i.e., early) timing of the warning may still
achieve most of the potential performance improvement.

V. CONCLUSION

Integration of mobile communication infrastructure in public
transport vehicles is recently becoming an important trend in
wireless networking. In this paper, we have introduced the con-
cept of disruption prediction of wireless communication links
for on-board mobile networks in public transport vehicles, based
on the predictable and repetitive nature of their routes. Specif-
ically, we have advocated the use of the Freeze-TCP extension
for on-board mobile networks. We proposed a Markovian model
of Freeze-TCP to analyze the benefits of such outage predictions
on TCP throughput, and studied its dependence on the predic-
tion probability, random link loss rate, and prediction warning
period. In particular, we have demonstrated the extent of the
performance gains that are made possible by outage prediction,
showing that these gains can be significant even if not all outages
are predicted, the timing of the outage warnings is not perfect,
or the outages are not the only cause of losses.

In this paper, we did not consider the implementation de-
tails of disruption prediction in the MR, and made no assump-
tions about any particular method to obtain warnings about im-
pending outages. For tractability of the mathematical model, we
only assumed outage durations and interoutage times to be ex-
ponentially distributed, and predictions to be successful with
a probability independently of each other. Further research is
called for to gain insight into the factors that affect the pre-
diction accuracy and the true outage and prediction dynamics

that can be expected in realistic on-board mobile communica-
tion networks. This research direction is being undertaken in our
ongoing work.
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