
C
ry

p
to

g
ra

p
h
y

a
n
d

S
e
c
u
rity

C
O

M
P

3
4
4
1
/
9
4
4
1

W
e
e
k

1

A
sse

ssm
e
n
t

1
.

T
w

o
A

ssig
n
m

en
ts

@
2
5
%

2
.

F
in

a
l
E

x
a
m

5
0

%

1

P
a
rt

1
:

In
tro

d
u
c
tio

n
to

c
ry

p
to

g
ra

p
h
y

&
h
isto

ry

R
eferen

ce:
T

h
e

C
o
d
e

B
o
o
k
,
S
in

g
h

A
im

s
o
f
c
ry

p
to

g
ra

p
h
y

P
rin

cip
a
l
a
im

s
o
f
cry

p
to

g
ra

p
h
y
:

•
m

essa
g
e

p
riva

cy
:

en
su

rin
g

th
a
t

o
n
ly

th
e

in
ten

d
ed

p
a
rties

to
th

e

co
m

m
u
n
ica

tio
n

ca
n

rea
d

th
e

m
essa

g
e

•
m

essa
g
e

in
teg

rity
:

en
su

rin
g

th
a
t

th
e

m
essa

g
e

receiv
ed

is
th

e
sa

m
e

a
s

th
e

m
essa

g
e

sen
t

N
o
te

:
C

ry
p
to

g
ra

p
h
y

is
a

sm
a
ll

p
a
rt

o
f
co

m
p
u
ter

secu
rity,

th
ere

a
re

m
a
n
y

o
th

er
issu

es:
a
ccess

co
n
tro

l
m

o
d
els,

secu
rity

k
ern

els
in

o
p
era

tin
g

sy
stem

s,
a
u
d
itin

g
,
m

a
n
a
g
em

en
t,

v
iru

ses,w
o
rm

s,
d
en

ia
l
o
f

serv
ice,

in
feren

ce
in

sta
tistica

l
d
a
ta

b
a
ses,

im
p
lem

en
ta

tio
n

tra
p
s,

risk

a
n
a
ly

sis,
etc...

2



S
o
m

e
T
e
rm

in
o
lo

g
y

C
od

es
a
re

fi
x
ed

sch
em

es
fo

r
th

e
u
se

o
f
certa

in
w

o
rd

s
o
r

seq
u
en

ces
o
f

letters
w

ith
sp

ecifi
ed

m
ea

n
in

g
s

n
o
t

k
n
ow

n
to

th
e

a
d
v
ersa

ry.

E
.g

.
D

-d
a
y

C
ip

h
ers

a
re

g
en

era
l
a
lg

o
rith

m
s

fo
r

o
b
scu

rin
g

th
e

co
n
ten

t
o
f
a
n
y

g
iv

en

m
essa

g
e.

C
ryp

togra
p
h
y

is
th

e
a
rt

o
f
en

cry
p
tin

g
m

essa
g
es

C
ryp

ta
n
a
lysis

is
th

e
a
rt

o
f
d
iscov

erin
g

th
e

co
n
ten

t
o
f
(o

r
cra

ckin
g)

en
cry

p
ted

m
essa

g
es

K
ey

K

↓

p
la

in
tex

t
M

→
en

cry
p
tio

n
fu

n
ctio

n
E

→
cip

h
ertex

t
E

(M
,K

)

K
ey

K

↓

E
(M

,K
)
→

d
ecry

p
tio

n
fu

n
ctio

n
D

→
M

D
(E

(M
,K

),K
)
=

M

3

K
erck

h
o
ff
’s

P
rin

cip
le

(L
a

C
ry

p
to

g
ra

p
h
ie

M
ilita

ire,
1
8
8
3
):

th
e

secu
rity

o
f
a

cry
p
to

sy
stem

m
u
st

n
o
t

d
ep

en
d

o
n

k
eep

in
g

secret
th

e

cry
p
to

-a
lg

o
rith

m
.

It
m

u
st

d
ep

en
d

o
n
ly

o
n

k
eep

in
g

secret
th

e
k
ey.

R
ea

so
n
s:

•
D

eta
ils

o
f
cry

p
to

-a
lg

o
rith

m
ca

n
b
e

ca
p
tu

red
/
b
o
u
g
h
t/

rev
erse-en

g
in

eered
.

•
E

v
en

if
so

,
freq

u
en

tly
ch

a
n
g
in

g
th

e
k
ey

m
a
in

ta
in

s
secu

rity

S
o
m

e
o
f
J
u
liu

s
C

a
e
sa

r’s
c
ip

h
e
rs

(In
th

e
G

a
llic

W
a
rs)

rep
la

ced
R

o
m

a
n

b
y

G
reek

ch
a
ra

cters

C
a
esa

r’s
sh

ift
cip

h
er:

K
∈
{
1
,...2

5
}

E
(M

,K
)

=
sh

ift
ea

ch
o
f
M

fo
rw

a
rd

b
y

K
p
la

ces
in

th
e

a
lp

h
a
b
et

D
(M

,K
)

=
sh

ift
ea

ch
o
f
M

ba
ck

b
y

K
p
la

ces
in

th
e

a
lp

h
a
b
et

It
is

w
ise

to
o
m

it
sp

a
ces:

e.g
.,

1
-letter

w
o
rd

s
a
re

lik
ely

to
b
e

”
a
”

o
r

”
I”

,
tw

o
letter

w
o
rd

s
”
a
n
”
,
”
a
t”

,
”
it”

,
”
h
e”

,
”
d
o
”
,
”
g
o
”

etc.

4



S
u
b
stitu

tio
n

C
ip

h
e
r

A
su

b
stitu

tio
n

cip
h
er

k
ey

K
is

a
b
ijectiv

e
m

a
p
p
in

g
fro

m
th

e
a
lp

h
a
b
et

to
itself,

e.g
.

a
b

c
d

e
f

g
h

i
j

k
l

m

↓
↓

↓
↓

↓
↓

↓
↓

↓
↓

↓
↓

↓

j
i

c
z

b
p

h
y

f
n

s
g

a

n
o

p
q

r
s

t
u

v
w

x
y

z

↓
↓

↓
↓

↓
↓

↓
↓

↓
↓

↓
↓

↓

m
d

o
l

r
q

v
u

e
w

k
x

t

E
(M

,K
)

=
rep

la
ce

ea
ch

letter
x

in
M

b
y

K
(x

)

D
(M

,K
)

=
rep

la
ce

ea
ch

letter
x

in
M

b
y

K
−

1(x
)

T
h
ere

a
re

4
0
0
,0

0
0
,0

0
0
,0

0
0
,0

0
0,0

00
,00

0
,00

0,0
00

k
ey

s!

T
y
p
e
s

o
f
C

ry
p
ta

n
a
ly

tic
a
tta

ck

C
ry

p
ta

n
a
ly

tic
a
tta

ck
s

o
n

a
cip

h
er

ca
n

b
e

cla
ssifi

ed
b
y

w
h
a
t

th
e

cry
p
ta

n
a
ly

st
k
n
ow

s/
is

a
b
le

to
co

n
tro

l:

•
C
ip

h
er-text

o
n
ly

•
K

n
o
w
n

p
la

in
-text

•
C
h
o
sen

p
la

in
-text

•
A
d
a
p
tive

ch
o
sen

p
la

in
-text

•
R
u
bber

h
o
se/

p
u
rch

a
se

key
a
tta

ck
s

5

S
ta

tistic
a
l
C

ry
p
ta

n
a
ly

sis
o
f
su

b
stitu

tio
n

c
ip

h
e
rs

(A
cip

h
er-tex

t
o
n
ly

a
tta

ck
,
d
escrib

ed
b
y

a
l-K

in
d
i
9
th

C
.)

In
su

ffi
cien

tly
lo

n
g

tex
ts

letters
ten

d
to

a
p
p
ea

r
w

ith
a
n

a
ccu

ra
tely

p
red

icta
b
le

freq
u
en

cy.

In
E

n
g
lish

,
th

e
m

o
st

freq
u
en

tly
o
ccu

rrin
g

letters,
in

o
rd

er
o
f

freq
u
en

cy,
a
re

E
T
A

O
IN

S
H

R
D

L
U

.

L
e
t
t
e
r

%
L
e
t
t
e
r

%

a
8
.2

n
6
.7

b
1
.5

o
7
.5

c
2
.8

p
1
.9

d
4
.3

q
0
.1

e
1
2
.7

r
6
.0

f
2
.2

s
6
.3

g
2
.0

t
9
.1

h
6
.1

u
2
.8

i
7
.0

v
1
.0

j
0
.2

w
2
.4

k
0
.8

x
0
.2

l
4
.0

y
2
.0

m
2
.4

z
0
.1

(B
ek

er
&

P
ip

er,
C
ip

h
er

S
ystem

s:
T
h
e

p
ro

tectio
n

o
f
in

fo
rm

a
tio

n
,

co
m

p
u
ted

fro
m

so
u
rces

to
ta

llin
g

1
0
0
,0

0
0

ch
a
ra

cters)

6



T
h
u
s,

to
d
ecry

p
t

a
su

b
stitu

tio
n

cip
h
er

tex
t,

1
.

d
eterm

in
e

th
e

freq
u
en

cy
o
f
ea

ch
letter

in
th

e
cip

h
ertex

t.

2
.

T
ry

a
p
a
rtia

l
su

b
stitu

tio
n

in
w

h
ich

th
e

m
o
st

freq
u
en

t
letter

o
f
th

e

cip
h
er

tex
t

co
rresp

o
n
d
s

to
”
E

”
,
th

e
n
ex

t
m

o
st

freq
u
en

t
to

”
T

”
,

etc.

3
.

If
th

e
cip

h
ertex

t
is

sh
o
rt,

o
r

u
ses

u
n
co

m
m

o
n

v
o
ca

b
u
la

ry,
so

m
e

ch
a
n
g
es

o
f
o
rd

er
o
f
freq

u
en

cy
m

ay
o
ccu

r.
S
w

itch
co

rresp
o
n
d
en

ces

a
ro

u
n
d

a
n
d

d
ecry

p
t

th
e

cip
h
er

tex
t

a
cco

rd
in

g
to

th
e

p
a
rtia

l
g
u
ess

u
n
til

it
sta

rts
to

lo
o
k

lik
e

E
n
g
lish

w
o
rd

s,
th

en
p
ro

ceed
a
s

in
a

cro
ssw

o
rd

p
u
zzle

to
fi
g
u
re

o
u
t

th
e

rest.

V
ig

e
n
e
re

P
o
ly

-a
lp

h
a
b
e
tic

a
l
C

ip
h
e
r

K
ey

=
a

w
o
rd

o
r

p
h
ra

se

E
(M

,K
)

=
a
lig

n
K

,
rep

ea
ted

a
s

m
a
n
y

tim
es

a
s

n
ecessa

ry,
ov

er
M

.
F
o
r

ea
ch

letter
x

o
f
M

,

•
let

y
b
e

th
e

letter
o
f
K

a
b
ov

e
x
,

•
su

b
stitu

te
ea

ch
letter

o
f
M

a
cco

rd
in

g
to

th
e

su
b
stitu

tio
n

cip
h
er

in
d
ica

ted
b
y

th
e

row
o
f
th

e
ta

b
le

sta
rtin

g
w

ith
K

D
(M

,K
)

=
a
lig

n
K

,
rep

ea
ted

a
s

m
a
n
y

tim
es

a
s

n
ecessa

ry,
ov

er
M

.
F
o
r

ea
ch

letter
x

o
f
M

,

•
let

y
b
e

th
e

letter
o
f
K

a
b
ov

e
x
,

•
su

b
stitu

te
ea

ch
letter

o
f
M

a
cco

rd
in

g
to

th
e

in
v
erse

o
f
th

e

su
b
stitu

tio
n

cip
h
er

in
d
ica

ted
b
y

th
e

row
o
f
th

e
ta

b
le

sta
rtin

g

w
ith

K

7

B
itw

ise
V

ig
e
n
e
re

=
E
x
c
lu

siv
e

O
r

x
y

x
⊗

y

0
0

0

0
1

1

1
0

1

1
1

0

C
ra

ck
in

g
th

e
V

ig
e
n
e
re

C
ip

h
e
r

(B
a
b
b
a
g
e

1
8
5
4
,
p
u
b
lish

ed
b
y

K
a
sik

i
1
8
6
3
)

S
tep

1
:

D
eterm

in
e

th
e

k
ey

len
g
th

l.
L
o
o
k

fo
r

rep
ea

ted
seq

u
en

ces
o
f

letters.
T

h
ese

a
re

q
u
ite

lik
ely

to
b
e

in
sta

n
ces

o
f
th

e
sa

m
e

co
m

m
o
n

w
o
rd

(e.g
.

“
th

e”
,
“
a
n
d
”
)

b
ein

g
en

cry
p
ted

w
ith

th
e

sa
m

e
p
a
rt

o
f
th

e

k
ey,

y
ield

in
g

rep
ea

ted
su

b
strin

g
s,

e.g
A

X
G

.
K

ey
len

g
th

lik
ely

to
b
e

a

d
iv

iso
r

o
f
d
ista

n
ce

b
etw

een
su

ch
rep

ea
ts.

S
tep

2
:

F
o
r

ea
ch

g
u
ess

o
f
th

e
k
ey

len
g
th

l,
co

m
p
u
te

freq
u
en

cies
fo

r

th
e

a
ll

th
e

letters
th

a
t

a
re

a
t

a
p
o
sitio

n
n
u
m

b
er

eq
u
iva

len
t

to
0

m
o
d

l.
(If

l
is

th
e

co
rrect

k
ey

len
g
th

,
a
ll

th
ese

letters
w

ere
en

cry
p
ted

u
sin

g

th
e

sa
m

e
su

b
stitu

tio
n

cip
h
er!)

S
im

ila
rly

fo
r

th
e

letters
a
t

1
m

o
d

l
,

...,
a
t

l
−

1
m

o
d

l.
U

se
th

ese
freq

u
en

cies
to

d
eterm

in
e

th
e

su
b
stitu

tio
n

cip
h
er

a
p
p
ly

in
g

to
ea

ch
su

b
set.

8



O
n
e

tim
e

p
a
d

A
o
n
e

tim
e

pa
d

essen
tia

lly
a

V
ig

n
ere

cip
h
er

in
w

h
ich

th
e

k
ey

len
g
th

is

eq
u
a
l
to

th
e

len
g
th

o
f
th

e
m

essa
g
e.

P
ro

p
o
sed

b
y

M
a
jo

r
M

a
u
b
o
rg

n
e

a
n
d

V
ern

a
m

(A
T

T
&

T
)

1
9
1
7

fo
r

en
cry

p
tio

n
o
f
teleg

ra
p
h

m
essa

g
es

(o
rig

in
a
lly

im
p
lem

en
ted

b
y

a

p
u
n
ch

ed
p
a
p
er

ta
p
e.)

U
sed

fo
r

en
cry

p
tio

n
o
f
co

ld
w

a
r

p
resid

en
tia

l
h
o
tlin

e.

M
a
jo

r
A
d
va

n
ta

ge:
cip

h
er

tex
t

o
n
ly

cry
p
ta

n
a
ly

sis
is

p
rova

b
ly

im
p
o
ssib

le.

S
u
p
p
o
se

E
(M

,K
)

is
M

en
cry

p
ted

b
y

o
n
e

tim
e

p
a
d

K
.

F
o
r

every

p
la

in
tex

t
M

′
o
f
th

e
sa

m
e

len
g
th

a
s

M
,
th

ere
ex

ists
a

k
ey

K
′
su

ch
th

a
t

E
(M

′,K
′)

=
E

(M
,K

)

A
ll

th
a
t

th
e

cry
p
ta

n
a
ly

st
ev

er
lea

rn
s

is
th

e
len

g
th

o
f
th

e
m

essa
g
e!

M
a
jo

r
D

isa
d
va

n
ta

ges:
K

ey
d
istrib

u
tio

n
,
K

ey
sy

n
ch

ro
n
iza

tio
n

9


