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Security andUntrustedCode

� Unknown Programsare not Safeto Run !

� They can be either maliciousor just buggy.

� How to Trust a Program?

� Solutions

� Certi�cate-Bearing Code (a.k.a. Proof-Carring Code)

� ExecutionMonitors (and OS-relatedtechniques)
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Proof-Carrying Code
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� Certi�cates (and Proofs) about what the programdoesnot do.. .

� Type Safety, Memory Safety, etc.
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The SecApproach

� A Multi-languageSecureFramework

� A (Functional) IntermediateLanguagewith DependentTypes

� ArchitectureNeutral, Low Level,Certi�ed Code

� basedon the ANF intermediatelanguage

� and the logic of LF (with dependenttypesto encode proofs)

� How to ensureReliability ?

� The smallerthe TCB, the saferthe system.

� Certifying Compilers:
CompilingHigh-levelLanguagesand the attachedProofs

� OS Protection Mechanisms:Enforcing time and spacebounds
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On-goingResearch (I)

� Descriptionof the syntax,semanticsand type systemfor Seccode

� On-paper Description

� ImplementingExamples

� A tool to transform Seccode proof annotationsinto LF (secpf)

� Formal Descriptionin LF:

� typesand terms

� small-stepsemantics(transition relation)

� type system

� properties: preservationand progress

� How about our LF-like Framework for Proofs ? Is it Sound?
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On-goingResearch (II)

� Seccode to Real-World Intel (i386) MachineCode

� Part of the TCB

� Code generation(RegisterAllocation, Optimizations)

� Pushingoptimisationsback into Seccode

� Removingit from the TCB

� A Formal MachineModel with Multiple Regions

� Protection Domainsand Shared Regions

� MachineModel with AccessRights in Twelf

� FormalizingOperationsSystemsRelatedFeatures
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Plan for the Future

� Implementinga Real-World PracticableFramework

� InvestigatingFurther Language-BasedTechniques

� ReconcilingOS and LanguageBasedTechniques

� Making ConcreteExperimentsto Assessthe Framework

� Any Other Suggestions?
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