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ABSTRACT
Field-Programmable Gate Array (FPGA) systems are

increasingly susceptible to radiation-induced Single Event
Upsets (SEUs). Application circuits are most commonly
protected from SEUs using Triple Modular Redundancy
(TMR) and scrubbing to eliminate configuration memory er-
rors. This paper focuses on implementing circuits that re-
cover from SEUs within a specified maximum recovery pe-
riod, a practical requirement not previously addressed. We
develop a recovery time model, describe a scalable recon-
figuration control network, and investigate the performance
of a representative TMR system implemented using our ap-
proach. The results demonstrate that modular reconfigura-
tion eliminate configuration errors more responsively and
using less energy than scrubbing. However, these bene-
fits are achieved at the cost of additional area, minor speed
penalties, and greater design complexity.

1. INTRODUCTION

The main challenge of using commercial, off-the-shelf (COTS)
FPGAs for space applications is mitigating the effects of
radiation-induced Single Event Upsets (SEUs). An SEU oc-
curs when deposited charge causes a change of state in dy-
namic circuit elements. In FPGAs, SEUs can modify the
data being processed as well as the implemented circuits by
modifying the configuration memory [1]. Detection and mit-
igation of the effects of SEUs for space-borne FPGA sys-
tems is therefore of paramount importance. With ongoing
reduction in transistor feature sizes, FPGA-based terrestrial
and airborne applications are also increasingly susceptible to
SEUs [2, 3], and thus provision for tolerating SEU-induced
faults in these designs should be considered as well.

The predominant technique for protecting COTS FPGAs
is Triple Modular Redundancy (TMR) [4]. However, TMR
on its own does not provide a means of correcting a faulty
unit. When a triplicated module contains no feedback paths,
SEUs are detected as transient errors in the output. How-
ever, when an SEU is trapped in a feedback path, or the con-

figuration memory is affected, errors can persist, and some
method for eliminating the error is needed. When an SEU
is trapped in a feedback path, the fault can be recovered by
a simple yet costly system-wide reset, or by voting on the
feedback values [5]. For SEUs that affect the configuration
memory, the configuration memory can be “scrubbed” by
periodically scanning and completely re-writing its contents
while preserving the application’s state [1]. However, this
method wastes power when errors are not present, and suf-
fers from undue delays in recovering from errors when an
error occurs in logic that has just been scrubbed. Between
scrub cycles, multiple SEUs can affect more than one of a
triplicated component’s modules; the correct state can then
be lost, forcing a rollback to a checkpointed state [6] or an
even more costly restart. A more selective approach, which
shows promise in overcoming these drawbacks of scrubbing,
is to partially reconfigure corrupted TMR modules dynami-
cally, when permanent errors are detected and while the rest
of the system continues to operate [7, 8].

Employing Dynamic Partial Reconfiguration (DPR) re-
quires the designer to partition the circuit into triplicated
components by judiciously inserting voters at the partition
boundaries. Kastensmidt et al. have been concerned with
trading off partition size for area overhead and error rates [8],
whereas Bolchini et al. have developed a framework for
exploring this design space allowing the designer to eval-
uate the costs and performance of alternative partitioning
arrangements [9]. As far as DPR for TMR is concerned,
reconfiguration control and associated overheads have only
been cursorily mentioned in the literature to date.

This paper trades off area overheads with system recov-
ery time. In particular, larger TMR partitions introduce less
area overhead and longer module reconfiguration times, there-
by increasing the maximum system recovery time. Our goal
is to develop methods for partitioning the system into TMR
protected components such that the delay in recovering from
a fault is less than a specified maximum recovery time, a
practical requirement that has not previously been addressed.
The gaps in the literature and the needs of our methodology
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have motivated us to develop

∙ A recovery time model, which includes the time for
detecting errors, requesting reconfiguration and re-syn-
chronizing module state,

∙ A scalable reconfiguration scheme, which involves in-
vestigating the performance and overheads of an im-
plemented reconfigurable TMR system, and

∙ A partitioning algorithm based on these elements.

This paper describes the novel results of the first two
tasks of our overall project.

2. PROPOSED SEU DETECTION AND
MITIGATION FRAMEWORK

2.1. Recovery Time for Acyclic Components

In a TMR-protected acyclic component, a single transient
error will clear itself after a single erroneous cycle since
the data processed in the immediately following cycle won’t
have been affected by the SEU and there is no feedback path
for the original error to be stored or circulated. Two or more
successive errors occurring in one module in this type of cir-
cuit either indicates multiple SEUs occurring on successive
clock cycles, or that some damage has been caused to the
circuit’s configuration. As the latter cause is significantly
more likely in FPGA-based circuits, such an event can be
used to trigger reconfiguration of the module. The maxi-
mum time to detect an error occurs when an error presents
itself in the input stage of the component. If the latency
or pipeline depth of the component is 𝑁 and the clock fre-
quency of the component is 𝑓𝑐, then the maximum time to
detect an error is 𝑡D max = 𝑁/𝑓𝑐.

A request to reconfigure a module must be communi-
cated to the Reconfiguration Controller (RC) before it can be
acted upon. The RC also needs to inform the component’s
control circuit when reconfiguration has completed. The to-
tal communication delay, 𝑡C tot , depends upon the architec-
ture and layout of the design. In Section 2.3 we describe a
reconfiguration control network that we have designed for
this purpose.

The time needed to reconfigure the module, 𝑡𝑅, is pro-
portional to its size. This time includes some constant over-
heads as well as the time needed to read each frame from
off-chip memory, check the frame contents for errors, and
write it to the destination configuration memory.

The newly reconfigured module cannot be used for check-
ing the correctness of its siblings until it produces the correct
outputs. In an acyclic module, simply waiting until the in-
puts to the newly reconfigured module have been completely
processed by the circuit suffices. Using this approach, the
time to re-synchronize the module is determined by the max-
imum number of clock cycles an input needs to emerge at an
output – the latency of the component, 𝑡D max .

Including the time needed to re-synchronize the mod-
ule, the total time needed to detect and recover from a per-
sistent error in an acyclic component therefore is at most
2× 𝑡D max + 𝑡C tot + 𝑡𝑅.

2.2. Recovery Time for Cyclic Components

If a component contains cycles it is not possible to deter-
mine whether a persistent fault lies in the datapath regis-
ters of the configured circuit or in the configuration mem-
ory of the FPGA. Furthermore, if a module contains cycles,
the correct state cannot be established simply by allowing
inputs to flow through the newly reconfigured circuit. For
this reason it is crucial that the circuit to be implemented
be partitioned so that all feedback edges are cut [5, 10]. Cut
feedback edges give rise to an output from and an input to an
otherwise acyclic component. That is, the feedback output is
passed through the voter to determine whether it is correct or
not, and feedback inputs are supplied from the checked out-
puts of voter circuits. As the resulting component is acyclic,
the same recovery time formula applies.

2.3. Reconfiguration Control Network Design

When a large circuit is to be protected in high radiation envi-
ronments, the circuit may need to be partitioned into a large
number of TMR components. A Reconfiguration Control
Network (RCN) is introduced to manage the requests for re-
configuration that could arise from any voter.

To keep the resources used by this network to a mini-
mum, and to ensure high performance, the RCN is based
upon a token ring architecture that connects all voters with
the RC in a daisy-chained manner. This architecture ensures
a constant port size irrespective of the number of compo-
nents and ensures few resources are allocated to a support-
ing function that is not heavily utilized. Only the voter that
possesses the token may request a reconfiguration. After is-
suing the reconfiguration request, the voter holds on to the
token until the RC responds that the requested reconfigura-
tion has been completed. If the voter does not require any
of its modules to be reconfigured, or when a request it has
made has been completed, it simply passes the token on to
the next voter around the ring. A voter that does not cur-
rently hold the token passes any messages it receives to the
next voter around the ring.

The RC responds to reconfiguration requests by deter-
mining the off-chip memory address and length of the bit-
stream associated with the module-ID contained in the re-
quest. It then passes the request to load the bitstream to an
Internal Configuration Access Port (ICAP) controller, which
fetches, checks the Error Correction Code (ECC) if required,
and writes the bitstream to the ICAP port.
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Fig. 1. System layout, shown spanning bottom 10 clock re-
gions of a Xilinx Virtex-5 XC5VFX70T FPGA.

2.4. Partitioning Algorithm

Available FPGA design tools do not readily support the par-
titioning method, approach to voter insertion, and system
layout needed to minimize reconfiguration delays for mod-
ules as advocated above. We are therefore currently investi-
gating the design of partitioning algorithms.

2.5. Layout

Xilinx advocates use of PlanAhead to floorplan reconfig-
urable designs and assist with the production of partial bit-
streams. However, PlanAhead is not well suited to the lay-
out of potentially large numbers of reconfigurable modules
so as to minimize reconfiguration delays. Our research has
only explored manual layouts of small numbers of modules
to date. Further study is needed to facilitate the automated
implementation of large systems using our method.

3. EVALUATION

The evaluation aimed to gauge the performance and over-
heads of the proposed approach with representative satellite-
based signal processing circuits. To that end, we studied a
16-bit, 21-tap single accumulator Finite Impulse Response
(FIR) filter and an 8-to-3-bit, 256-sample Block Adaptive
Quantizer (BAQ) [11] circuit interconnected with the RCN
outlined in Section 2.3. The layout of the system, includ-
ing the arrangement of the reconfigurable modules (shaded),
voters, network interfaces (NIs) (clouds), and links (arrows)
is sketched in Figure 1.

The signal processing circuits were hand coded in Ver-
ilog and implemented with ISE and PlanAhead 12.4 tools
targeted at a Xilinx Virtex-5 XC5VFX70T speed grade -2
FPGA. We also tested our implementation on an ML507
board with a slower -1 grade FPGA by halving the clock
frequencies of individual modules.

Table 1. Area, speed and bitstream length results of map-
ping FIR and BAQ designs to Xilinx XC5VFX70T-2 device.

F
B

St
ag

es

Freq
(MHz)/ Bit.

Design Utilization Thruput Len Lat.
Name LUT FF DSP Msps) (Wd) (CC)

FIR-1 2 37 84 4 421/16.8

FIR-3 2 182 225 12 407/16.3

FIR-3R 2 804 588 12 390/15.6 4100 525

BAQ-1 1 372 261 405/405

BAQ-3 1 1143 783 384/384

BAQ-3R 1 1678 1013 333/333 7380 512

RCNode 295 228 125/—

FlashC 577 598

TOTAL 3354 2427 12

3.1. Implementation Results

The FIR and BAQ circuits were implemented without fur-
ther partitioning. However, the feedback edges were cut to
re-synchronize reconfigured modules. To overcome delays
in the feedback paths, we added pipeline registers to these
and compensated for the additional latency by computing
prefix sums of the inputs that used the feedback. In Table 1,
results of implementing FIR and BAQ are grouped into sets
of 3 rows. In each set, the number of feedback stages and
resource utilizations for an optimized, single-module base
component (design named with -1 suffix), the conventional
triplicated TMR component with associated voter (-3 suf-
fix), and our proposed partially reconfigurable triplicated
component, including the associated voter, reconfiguration
trigger, re-synchronisation counter and NI (-3R suffix), are
listed. Also listed is the clock frequency in MHz and through-
put in Msamples/s of each design. The bitstream length in
32-bit words and the latency of the component in clock cy-
cles are listed for the partially reconfigurable implementa-
tions. The final set of 3 rows lists the resource utilization
for the reconfiguration controller and its NI (RCNode), the
Xilinx XPS MCH EMC flash controller (FlashC) used to re-
trieve stored partial bitstreams, and the total for the system
comprising single instances of FIR-3R, BAQ-3R, RCNode
and FlashC, as illustrated in Figure 1.

3.2. Reconfiguration Control Network Performance

We simulated the error recovery performance of the system
and compared the results with measurements obtained from
an instrumented ML507 implementation (see Table 2).

The first 3 rows of the table record the clock frequencies
used for the 3 “nodes” of the networked system: the FIR
and BAQ components, and the RC. The next 3 rows list the
simulated and actual transmission delays for a 7-bit flit on
each link of the ring network. Then the estimated and actual
delays to recover from a permanent FIR module error are
presented.



Table 2. Simulated and implemented reconfiguration con-
trol network performance results.

Parameter Simulation Implementation

FIR-3R node clock frequency 400 MHz 200 MHz

BAQ-3R node clock frequency 333 MHz 170 MHz

RCNode clock frequency 100 MHz 62.5 MHz

FIR-BAQ flit transmission time 278 ns 535 ns

BAQ-RC flit transmission time 541 ns 1,206 ns

RC-FIR flit transmission time 591 ns 1,104 ns

Initiate reconfiguration request time 1,195 ns 3,340 ns

Transmit reconfiguration request msg. 1,901 ns 4,153 ns

Retrieve bitstream & reconfigure 42,030 ns 1,918,864 ns

Transmit reconfiguration done msg. 591 ns 1,104 ns

Re-synchronization delay 1,311 ns 2,625 ns

TOTAL FIR error recovery time 47 𝜇s 1,930 𝜇s

TOTAL communications time 3.7 𝜇s 8.6 𝜇s

In the third section of the table we first report the time
taken to detect an error and to initiate a reconfiguration re-
quest after waiting for the token to arrive. Next, the time
to transmit and receive a 3-flit reconfiguration request at the
RC is given. Messages are wormhole routed, and so this
time corresponds to the delay for the first flit to arrive plus
the delay of transmitting the remaining flits over the slowest
link in the ring. The time to check the validity of the request
(just 3 clock cycles) and the time to retrieve and write the
module’s bitstream to the ICAP port is then given. Note that
the implemented controller is not optimized, while the sim-
ulated controller assumes a bitstream word can be retrieved
and written each clock cycle. As can be seen, the total er-
ror recovery time is dominated by the reconfiguration delay,
and that the communications delay of the RCN is relatively
small in this case.

3.3. Discussion

Without partitioning our test circuits, we were able to achieve
a recovery time of 1.93ms for the FIR circuit (a delay of
around 3.4ms could be expected for the BAQ circuit). These
delays are substantially less than the maximum error rate
of about 1 per second expected for an FPGA approximately
twice the size (XC4VLX200), albeit produced with a 90nm
rather than a 65nm process, deployed in a geosynchronous
orbit. We therefore believe we can meet the practical chal-
lenges of recovering from SEUs in space. Significantly, the
partial bitstream sizes are respectively about 0.5% and 0.9%
of the size of a complete bitstream for an XC5VFX70T de-
vice, and therefore require a similar fraction of time and en-
ergy to load under ideal circumstances. This potential sav-
ing is directly due to the use of partial reconfiguration rather
than scrubbing to clear configuration memory errors.

It is also apparent that circuit speed is affected by the
use of partial reconfigurability. In our experiments a 5%
slowdown was observed for FIR and about 13% for BAQ
relative to static TMR for our pipelined implementations.

4. CONCLUSION

We have outlined a framework for implementing FPGA cir-
cuits that can recover from configuration memory errors with-
in a desired maximum recovery period.

Our experiments have allowed us to gauge the impact of
our framework on the area and speed of two representative
user circuits, and to assess the feasibility of our reconfigura-
tion control network. We found that enabling DPR required
significant additional area beyond that needed by TMR, as
implemented with scrubbing. Small speed penalties were
observed but these could be reduced with further develop-
ment. The overheads of the RCN are tolerable.

Our future work is focussed on developing and assessing
partitioning and layout tools to support our framework.
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