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Talk Outline

n Risk Assessment

u Existing Approaches

u Sociotechnical Systems

n The Patient Transfer Process

n Agent-Based Modelling

u Brahms Agent Model

u Misidentification Scenario

u Infection Control Scenario

n Conclusion
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Quality and Safety in Healthcare

n Safety = Freedom from hazard

u Inversely related to risk

n Risk = Chance of adverse event

u Influenced by exposure

n Adverse event = Incident resulting in harm

u Measure of severity

n Risk Management = Risk Analysis + Mitigation

u Reduce exposure

u Focus on controllable conditions
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Cannot eliminate risk, only mitigate
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Death Rates from Various Activities
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Adverse Event Rates (Medical Reviews)
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Main Types of Adverse Event
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Sentinel Events
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Formal Approaches to Risk Analysis 
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Come from food, aviation, nuclear industries

n Root Cause Analysis

n Hazard Analysis and Critical Control Points

n Failure Mode and Effects Analysis

n Probabilistic Risk Assessment

u Event/Fault Tree Analysis
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Hazard Analysis Critical Control Points
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Qualitative approach to improve processes
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Hazard Analysis Critical Control Points
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But no estimate of likely improvement
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Failure Mode and Effects Analysis
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Failure Mode and Effects Analysis
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Risk Priority Numbers are rough measures
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Fault Tree Analysis (Logic+Probability)
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Focus on single events, not complex processes
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Weaknesses of Existing Approaches

n Retrospective models do not show how to reduce risk

n Hard to estimate severity of adverse events

n Hard to compare different risk mitigation strategies

n Hard to estimate cost/benefit tradeoffs

n Models based on limited data or subjective factors

n Models do not capture unobserved or rare events
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Healthcare as Sociotechnical System

n Complex, dynamic, “non-linear” systems

u Diverse range of activities and operations

u Many convergent and divergent pathways

u Need to model combinations of events

n Systems of humans and computers

u Need to model “human factors”

u Redundancy does not necessarily reduce risk

u Diffusion of responsibility

n Patients are vulnerable

u Increases liability to serious harm
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Safety and Quality Tradeoffs

n Errors/mistakes/slips
u Knowledge, rule or skill-based mistake

u Forced or unforced errors

u Outcomes subject to chance

n Violations
u Deliberate deviation from standard work practice

u May optimize work practice in response to time pressure

n Workarounds
u Entrenched violation of work practice

u May be unconscious “accepted practice”
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Need to model actual work practices
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Agent-Based Modelling of Risk: Idea

Risk creation, propagation, amelioration
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Patient Transfer Process

1. Ward requests patient transfer

2. Radiology Coordinator initiates transfer 

a) Fills in Patient Transfer Form from information system

b) Instructs Porter to transfer patient

3. Porter goes to ward, gives form to Ward Nurse

4. Ward Nurse signs-off patient ID, infection control

5. Porter transports patient to Radiology

a) If nursing escort required, clinical handover to 

Radiology Nurse at Radiology
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Patient Transfer Form
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Observational Data

420 violations in 101 episodes
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Brahms Agent-Based Model

n 6 Agents: Humans and Information Systems

u Radiology Coordinator, Ward Nurse, Porter

u Radiology Nurse, Transfer Form, Patient Record

n Beliefs

u Patient ID, Infection control precautions, etc.

n 186 activities

u 31 with probabilities assigned from observational data

u Includes communication actions between agents that 

may not succeed or may not occur

Situated: does not assume rational decisions
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Patient Transfer Process
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Estimating Within-Process Risk

n Run simulator 500 times

n Misidentification Scenario

u Assume the process starts with the wrong patient

u Measure risk of still having wrong patient at the end

u Risk reduces throughout the process

n Infection Control Scenario

u Assume the process starts with infectious patient

u Measure risk of inadequate controls being taken

u Risk accumulates throughout the process
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Misidentification Scenario

8% chance of misidentification at process end
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Infection Control Scenario

23% chance of inadequate infection control

UNSW Computer Science & Engineering

25/30

Validation of Model

n Misidentification Scenario
u Cannot validate since no corresponding observations

n Infection Control Scenario
u Observed 12 of 27 inadequate infection control

u Simulation 80 of 345 inadequate infection control

n Number of simulations
u 500 simulations to find trajectory that has p=6x10-3 at 

95% confidence

u If true probability of event is 44%, 1000 simulations 
gives p=42%-47% at 95% confidence
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Limitations of Model

n Assumes independence of events

u Same probabilities across episodes

n Ignores contextual cues

u Gender, obvious patient signs

n Ignores knowledge of agents

u Trust some agents more than others

n Ignores variations between agents of same type

u Some agents more unreliable than others

Could be seen as a conservative estimate
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Improving Patient Transfer

n Misidentification Scenario

u Most captured but also much inefficiency

n Infection Control Scenario

u Communication & procedural errors contribute equally

n Further redundant checks increase complexity

u May not reduce risk due to additional workarounds

n Recommend reducing task complexity and 
enhancing effectiveness of current steps

Interventions currently being evaluated
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Advantages of Agent-Based Modelling

n Generalizes to any routine clinical process

n Captures combinations of events

n Captures timing and decision making

n Handles many distinct trajectories

n Greater precision than existing models

n Same model accounts for multiple scenarios

n Model includes unobserved and rare events

n Models “near misses” and unforeseen risks
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Limitations of Agent-Based Modelling

n Requires a well defined workflow

n Does not identify new causes (c.f. SARS)

n Agent-based model is complex

n Constructing the model is time consuming

n Requires reliable observational data

n Observational data is only approximate

n Validation of the model is difficult
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