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this. Even with his extra effort, the
wrong tool can fail and worse, can
harm rather than help. And so it is
with using the wrong legal tool.

Reducing security flaws in soft-
ware is important for protecting con-
sumers and defending the integrity
of the nation’s information technol-
ogy infrastructure. Software manu-
facturers should be more account-
able for security flaws they can fix
and for taking reasonable measures to
prevent security flaws.

Nevertheless, the tool that first
comes to mind or that has been used
frequently in the past for another
purpose is not necessarily the right
tool for accomplishing these objec-
tives. New circumstances require
new thinking.

Product liability resembles my
electrician’s wrench. It is a useful
tool. It might work satisfactorily for
some situations. Software’s charac-
teristics, however, make product lia-
bility the wrong tool for reducing the
number and severity of software se-
curity holes. These include:

Short design life cycles
Automobiles, ladders, and many
other goods have long design life cy-
cles. The same or similar product
stays on the market for years. So al-
though a tort liability lawsuit can

take years to resolve, the outcome is
likely to remain relevant. The prod-
uct will still be on the market. Design
changes will still be meaningful.

Software, on the other hand, has
much shorter life cycles. Significant
revisions emerge as frequently as
every six to nine months. Thus, by
the time a product’s liability lawsuit is
settled or tried, the software may be
several generations removed from
the current version, perhaps with a
completely different architecture.

Unpredictable purposes
and circumstances
Most products are purchased for pre-
dictable purposes and are used under
somewhat predictable circumstances.
A manufacturer can anticipate what
its product must be able to do and the
range of conditions under which it
will need to perform. It can configure
design and manufacturing tests ac-
cordingly. Yes, my tool-creative elec-
trician might use his electrical tape to
patch a nuclear power plant’s radioac-
tive core. But the electrical tape’s
manufacturer would have no liability
for my electrician’s misuse, which it
could not reasonably foresee.4

Publishers frequently cannot pre-
dict where their software will be in-
stalled and for what purposes it will
be employed. The same desktop ap-

plication suite that helps individuals
organize recipes or keep track of ap-
pointments also helps manage nu-
clear power plants and the space pro-
gram. Some examples of Lotus
1-2-3 uses include power company
nuclear reactor core simulation1 and
NASA’s importing satellite teleme-
try information directly into spread-
sheets2 and using Lotus 1-2-3 in de-
signing a lunar base.3 The suite
might not be doing any more diffi-
cult or complex work. However, the
implications of faulty functioning are
several orders of magnitude greater.

Moreover, that same desktop ap-
plication suite is, at this very instant,
executing on an immense quantity of
combinations of various types, ver-
sions, capacities, and complexities of
computer and communications hard-
ware and software and in the context
of an immense variety of other rele-
vant circumstances. An interaction
among these variations could create a
security hole in the suite that the pub-
lisher could not have anticipated. A
publisher could not design, let alone
conduct, tests for more than a fraction
of these possibilities.

Wide range 
of user expertise
Information about and experience
with most consumer products de-
creases down the distribution chan-
nels. Consumers know the least and
manufacturers know the most. Ab-
sent misuse, consumers lack the
manufacturers’ ability to detect de-
fects and avoid their consequences.

Expertise is far less predictable.
Many software publishers are small
businesses with limited testing and
support resources, yet they can have
highly sophisticated customers. These
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consumers frequently know more
about a software program’s capabilities
and limitations than the publisher.
Even with a mass-market, packaged
software application, a consumer can
have more expertise than the publisher
with respect to a specific hardware and
software operating environment. 

Additionally, many software pro-
grams, including some of the most
basic, give consumers extensive cus-
tomization opportunities. For exam-
ple, Microsoft’s Internet Explorer lets
users set preferences to authorize ex-
ecution of all downloaded applets,
which, in turn, creates a significant
security hole.

Consumers demand flexibility to
tailor software to specific needs and
preferences. However, these options
further diminish the publisher’s abil-
ity to test every variation that con-
sumers might create through their
choices. It also might be difficult or
impossible for the publisher to en-
sure that consumers choose wisely,
such as selecting more secure pass-
words. The quantity and significance
of security-related configuration de-
cisions increases dramatically for
software infrastructures such as desk-
top and network operating systems,
and database, messaging, storage, and
other middleware software, greatly
diminishing the publisher’s role.

Further complicating the situation
is the concept of software patches.
But the comparative low cost and ease
of patching makes it feasible for pub-
lishers to fix software in the hands of
prior customers as unanticipated
problems arise. Unfortunately, the
now widespread practice of making
patches available compels consumers

to assume responsibility for staying
alert to the availability of these patches
and then installing appropriate ones
properly and promptly.

Unpredictable 
consequences
Because most non-software products
are purchased for predictable pur-
poses, are used under somewhat pre-
dictable circumstances, and involve
limited, if any, consumer expertise,
an educated prediction is possible for
a defect’s consequences. This lets
manufacturers engage in a rational
risk analysis and helps a liability in-
surer calculate premiums payable for
insurance coverage.

Software once again differs signif-
icantly. Many uncertainties surround
the damages that can result from a
software program’s security flaw.
Reasonable damage predictions are
impossible. As a practical matter,
software publishers cannot gauge
their risk. Liability insurers are reluc-
tant to write policies, and the few
available contain extensive limita-
tions and come with prohibitively
high premiums.5 These characteris-
tics undermine the effectiveness of
products liability as a tool to combat
software security flaws.

How do we proceed if the software
that was the subject of a product liabil-
ity lawsuit were obsolete and no
longer marketed by the time a case set-
tled or was tried? Something might be
said for damage recovery, making a
consumer whole after the fact and en-
couraging publishers to take greater
care in the future. But this possible
outcome is too weak of a future incen-
tive and too distant from the past cause

to be among our better tool choices.
Additionally, several barriers

would prevent the application of strict
liability concepts. Current law re-
quires that the defect cause personal
injury rather than economic loss,6 that
the product reach the purchaser or
consumer in the condition in which it
is sold, unmodified by an intermedi-
ary,7 and that the product be harmful
other than as a result of the purchaser’s
or consumer’s mishandling.8

Furthermore, courts have
treated manufacturing defects dif-
ferently from design defects. A
manufacturing defect exists when
the assembly or construction of a
product causes the product not to
meet its specifications.9 Software
defects, such as security flaws, sel-
dom, if ever, result from manufac-
turing defects. If a product liability
lawsuit were brought against a pub-
lisher concerning the security pro-
tection of a software program, lia-
bility would focus instead on proper
design and warnings. These ques-
tions are resolved through far more
intricate inquiries into whether ap-
propriate decisions were made
under the specific circumstances.

Thus, unpredictable purposes
and circumstances surrounding soft-
ware use along with a wide range of
user expertise would likely make
software security product liability
lawsuits expensive, unpredictable,
and time-consuming. Many who
deserve remedies will be unable to
afford the cost of getting them. Trial
lawyers and expert witnesses will
profit the most. Software prices will
increase. Only a few software pub-
lishers will be able to afford to con-
tinue doing business. US software
publishers will be unable to compete
with international publishers. In-
vestors will shy away because of the
high stakes and legal uncertainties in-
volved. Innovation will slow to a
crawl; beneficial software will never
reach the market at all.

Among the most widely cited ex-
amples of the consequences of prod-
uct liability litigation is the sporting
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equipment industry. Julie Nimmons,
president and CEO of Schutt Sports
Group, testified before a Senate sub-
committee in 1993 that the number
of football helmet suppliers has de-
creased from 18 in 1970 to two.

“Well-known sporting-goods
companies such as Rawlings, Spald-
ing, and Wilson no longer produce
football helmets. The reason: prod-
uct liability costs. Soaring insurance
premiums, exploding litigation ex-
penses, and the threat of excessive
judgments literally drove most man-
ufacturers to cease production,” said
Nimmons.

Because of the increased threat of
lawsuits against Schutt, Nimmons
explained that the company was re-
cently unable to develop a new base-
ball helmet. “Materials suppliers
turned down our business just be-
cause they didn’t like the possibility
of being linked to lawsuits,” she said.

Rather than use the product liabil-
ity screwdriver as a chisel, why

not consider a package of more effec-
tive tools. Corporations and individ-

uals that market software despite
knowledge of software security flaws
should face criminal prosecution as
well as civil lawsuits with punitive
damages. Perhaps bounties should be
available for the first to discover and
establish the existence of a security
flaw. Publishers should be required to
post to the Web and otherwise publi-
cize promptly patch availability. The
software equivalent of an Underwrit-
ers Laboratories should establish and
constantly improve security-related
standards and testing protocols. It
should be made readily apparent
whether a program has passed and at
what level. Prospective customers
should be educated and encouraged
to insist on software that has passed.

Stronger software security is im-
portant. Software developers and
publishers must do better. But prod-
uct liability is not the right legal tool
for the job. 
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