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Abstract—In this paper, we propose a framework for fault is unacceptable in some applications. Therefore, to omeeco
repair in mobile sensor networks. A hierarchical structure which  sensor node failure and to guarantee system reliabilitytyfa
consists of replacement module, management policy module,nodeS should be detected and repaired promptly.

knowledge module, decision making module, and evaluation On th her hand. i faul
module is adopted. We also propose a solution for faulty sensor n the other hand, in most cases faulty sensors can not

replacement problem. Through the numerical results, we show be easily replaced manually. Especially, in cases invghan
that our algorithm is more efficient and achieves higher energy polluted area or a hazardous chemical leak in a building [2],
savings than the greedy approach to sensor replacement. Weit js too dangerous for a human to access the site for sensor
believe that the problem of faulty sensor nodes can be solved replacement. Other applications such as military sumveié

efficiently through the cooperation and communication across d h | . L he oridi
different modules, such as evaluation decision making, knowledge @Nd Smart homes may not only require maintaining the origina

management, and replacement. sensing topology but also extending the existing sensing co
erage. In such cases, mobile sensors equipped with movement
. INTRODUCTION capabilities are a potential solution. For example, senedes

may be placed at the entrance of the building, allowed to

In general, fault is the incorrect state of hardware or groceed inside the building and find the desired position.
program as a consequence of a failure of a component [However, the energy consumption for movement itself is
Permanent faults are the ones resulting from systems qystly. Hence, a method that minimizes such a cost is needed
communication hardware failure. For example, node may di¢ improve system utility.
due to battery depletion. An intermittent fault is one that This paper presents our preliminary ideas on a fault repair
has only incidental appearance due to unstable charditterigamework for mobile wireless sensor networks. We intraduc
of the hardware. A transient fault is one that is the comolicy based management in conjunction with learning tech-
sequence of temporary environmental impact on otherwigjues. We also describe an off-line algorithm for replaeemn
correct hardware. For example, the change in environmeyt maodule of our architecture using Integer Linear Prograngmin
cause incorrect sensor reading. In this paper we considgr oformulation and numerical results to support our intuition
permanent fault, which once activated remains continuatis U The rest of the paper is organized as follows. We propose
it is detected and repaired. fault repair architecture for sensor network in Sectionli.

One common characteristic of nodes in wireless sens®éction Ill, we describe an initial solution for replacemen
networks is that they are prone to failure. Sensor nodgsodule of our proposed architecture and show some numerical
carry limited, generally irreplaceable, power sourcesdé$o results. We discuss the related works in Section V. Section V
in sensor networks can fail for many different due to severdiscuss some of the future works and concludes the paper.
reasons: their batteries may be depleted, they may be aecide
tally destroyed, and a malicious adversary may deliberatel [l. FAULT REPAIR ARCHITECTURE
incapacitate them. As time progresses, faults will occureamo
often in sensor networks. Sensor network can continue toThe objective of fault repair is to maintain the overall tieal
operate and provide services even with loss of some of tbka sensor network. The health of network here is the current
sensor nodes. However, the quality of offered serviced) agc sensing coverage. Assume that a sensor network is deployed
coverage, is greatly degraded upon loss of few core nodes. Th monitor a certain target area, which is divided into défe
network loses utility when it does not provide the required-c sections. It is likely that the coverage requirement isedéht
erage. Moreover, sensor failure may cause network topology different sections of the area. There are major sections
changes and in extreme cases, network partitioning. Messaghich may require high coverage, while other sections may
may still flow through the network despite these partitionsiccept lower coverage. As sensor network is prone to failure
However, the resulting paths may have a longer delay, whitthe major reason for coverage loss is faulty nodes. Thexefor



given a coverage distribution over the entire area, we want t Therefore, fault repair in sensor networks is more compli-

maintain adequate coverage of the network. cated and have different characteristics than in the toait
Faults in sensor network have different characteristies thtelecommunication network.

traditional networks. We discuss some of the distinguighin

characteristics of fault repair for wireless sensor nekstrere. A- Network Topology

1)

2)

3)

4)

5)

We consider a randomly deployed sensor network that
Resource Limitation consists of a set of sensétrin a two dimensional ared.

Limited resources is a major issue for fault repair in §=151,82,.... 5} @

sensor networks. As the lifetime of a sensor node is Each sensorS; is located at coordinatér;, y;) inside A.
restricted to the limited battery power, an excessiVeet the sensors be grouped into cluster
communication burden on nodes to locate a faulty

sensor is certainly unacceptable. So, fault detection and C={ec1,ca,. .o omb; (2)

repair should spend as little energy as possible. each consisting of at mostsensors.

The sensor network is hybrid, consisting of both static and
mobile nodes. Mobile nodes are initially considered as re-
L I dundant nodes, not participating in the sensing/commtinita
To assure an application’s reliability, the faulty nOd%peration P pating g
;neiﬁorr‘:egqgo rbe?jufg;ecihgufg\%ralzoer i)\(san;plreésziu“y Each cluster maintains coverage above a certain coverage
monitorin tgsk mav become nre?ak.ale Fault Sen'sctfrﬁ?esholdTC with tolerance rater. The coverage in a section

ttoring Y unrefiable. Fautty {Sthus to be maintained between the bounds given by Equation
should be replaced as soon as possible to guaranige
continuing network performance. The response time for
repair is thus also an important factor that should be

Response Time

CoverageBounds = (TC —tr,TC + tr) 3)

considered. In Figure 1, regionA may be divided into four clusters
o and each cluster may maintain different sensing coverage. F
Flexibility instance, cluster 1 may havBC' = 70% and tr = 5%,

while cluster 2 may requird’C = 30% and tr = 10%.
As sensor networks contain a large number of nodeSeverage of cluster 1 is to be maintained betwég% and
the overall system behavior may not be affectegbo; and that of cluster 2 betwe@0% and40%, respectively.
considerably in the presence of few faulty nodes. Thug, sensing coverage requirement changes, e.g., enviranmen

faults may not need to be repaired unless they dfange, application requirement, etc, the sensing coeerag
cause a problem. If faulty sensors are located in §Rreshold7'C is re-evaluated.

unimportant region, they can be ignored. Similarly, if

faulty sensors have a minor impact on coverage, they
can also be ignored. So, the fault repair should be
smart enough to decide which nodes are eligible for .
replacement. Lo od

Adaptive
Fault repair framework should be adaptive to the oo w00 o Lo &)
operational surroundings. e.g. the coverage requirement { ptg
in a section may change due to a variety of reasons. For
instance, if the number of events increases suddenly in
this section, this section needs to adjust the coverage
resolution suitably. The framework should observe the Fig. 1. Sensing Coverage

dynamic changes, learn dynamic behavior (training)

and make predictions. Adaptablilty is thus a desirable A set of sensors callemhonitorsare deployed to observe the

L

feature in fault reapir for sensor networks. health of sensor network (Figure 1). Each cluster will conta
local monitor sensor(s)[(M S) that observe its local health.
Scalability It is assumed that thé M S has information about the current

location of redundant sensor. The LMS thus form an overlay
Scalability is a significant issue since a sensor networletwork on top of the sensing layer (Figure 2).
is usually deployed on a large scale. There is also a special monitor sensor, global monitor genso
GMS, that looks after the health of entire netwoikM S



Evaluation Decision Makin
monitor the entire health of the network by accumulating + i
the health of sub-regions reported from varidud/Ss. The
GM S may be a micro server which is not resource constraint.
In a cluster, if the current sensing coverage is lower than a Replacement
defined threshold due to faulty sensatsy/.S(s) of the cluster
will implement reasonable actions to recover the coverage.
For example, mobile sensors in the network may be asked tc
relocate themselves in order to achieve a desired configorat >l Knowledge -
Since the cost associated with mobility is usually expexsiv
the total distance of sensor movement in the network shaald b
minimized. Alternatively, a nearby redundant static semcsm
be tasked to substitute a faulty sensor, if this sensor clprifne
maintaining the health of the network. LMS may also request
a low energy sensor to reduce the number of communications
in order to extend this sensor’s life. We discuss the faylaire SENSOR NETWORK -
actions in the next part.

> . Fig. 3. Fault Repair Architecture
j - S (a)
®

Obviously, if the coverage is still satisfied in the presente

b a few faulty nodes, they can be ignored. The second action is
= .:f o re-assignment that is responsible for requesting a stetiscs

v

Management
Policy

data N
action

to substitute a faulty node’s role. Some of sensors may be
either in the idle state or working insignificantly, e.g., low
duty cycle. In this case, these sensors may be re-assigmed ne

Fig. 2. a. Monitoring Layer b. Sensing Layer tasks so that they can substitute the faulty sensors. Fhirdl
relocation action is responsible for moving a set of sensors
B. The Architecture to extend the existing coverage. However, as the cost of

A hierarchical structure is adopted for fault repairt,ransportation itself reduces energy in the system, a memém
consisting of an evaluation module, a decision makir@chedule should be carefully planned such that the energy

module, replacement module, a management policy modut@nsumption is minimized and the total energy remaining is
and a knowledge module (see Figure 3). The cooperatig}?x'm'zed' Finally, replacer_nent is to replace a fau'lty node
among these modules makes the framework efficient afy & redundant sensor. Obviously, if a faulty sensor is one of
adaptive. Following subsection discusses the individoe r the constituent sensors in the network, it should be reglace
played by these modules in the fault repair framework. ~ Promptly. Therefore, based on the estimation of impact, an
appropriate action will be determined and performed.

1) Evaluation Module: Evaluation module is responsible Replacing the faulty sensor by a redundant sensor is
for evaluating the health i.e. sensing coverage of the métwointuitively simple. However, the replacement should be
Based on the current status, it will report the coverage ¢o tRnergy efficient. Each faulty sensor can have different
decision making module, in which an appropriate action fyeferences for its replacement, e.g. response time, némgai
be performed is decided. Also, after a recovery action takB8ergy etc. The best suitable redundant sensor is thus the

place, the final coverage is evaluated and validated in ti1g€ that satisfies its criterion. The cost of the movement
module. depends on the distance between the faulty sensor and the

replacement sensor and energy consumed per unit of distance

2) Decision Making Module:Decision making module is By intuition, the redundant sensor located closest to the
the central layer of fault repair architecture. Based on tf@ulty node is preferred. However, this is not always thet bes
report received from the evaluation module and the policiégse. For example, it is obvious that a faulty sensor does not
from management policies module, the scenario is analyz&@nt to be replaced by a low energy sensor no matter how
and an appropriate action, for replacement module, is ddcidclose and free it is. Instead, a faulty sensor would rather be

replaced by a long distance sensor with adequate remaining

3) Replacement moduleAs the name suggests, the reenergy.
placement module is responsible for sensor relocationishat
decided in the decision making module. We define four main4) Management Policy ModuleThe management policy
actions for the replacement moduignore, re-assignment, re- module contains a set of rules that the decision making
location, andreplacementThe first alternate action is ignore.module and other modules should comply with them in order



to achieve common objectives, e.g., energy saving, coeerdge surroundings and predict what will happen next.
resolution, etc. Fault repair is used not only for current actions, but also fo
Policy is a set of rules or set of actions governing decisioigproving the ability to perform optimally in future to a@vie
that will be implemented to achieve the objectives [3]. 8oli the objective. Prediction of faulty sensor will save energy
is not only defined by administrator, but also obtained arghnsumption on movement. For example, a redundant sensor
updated from the knowledge module, in which the learningay reject the request for replacement of a long distandg/fau
on the network behavior is performed. sensor, if it knows in advance that the nearby sensor may soon
Policy contains four componentsvent, condition, action, become faulty.
andscope Whenever an event occurs, the policy condition is Reinforcement and supervised learning are the two main
evaluated. If the specified condition is true, the correspan ¢|asses of learning that can be applied to this environn#ent.
action is executed. The scope of a policy indicates its ta/geredundant sensor node would attempt to decide appropriate
i.e., at which nodes it should be enforced. Policy will suppomoyement based on its current fault location information.
the decision of decision making module for selecting ap reinforcement learning, the machine can produce actions
appropriate action performed when a fault occurs. There &{@jch affect the state of the world, and receive rewards (or
many factors such as the probability of faulty sensors, thgnishment). Its goal is to maximize the rewards (or minemiz
battery status, the coverage problem, and the communicatinishment) in the long term [5]. Reinforcement learning
situations that should be in considered. For example, theypo getermines actions to take as well as the possible outcomes.
may define the important level of a region. If faults occur ikrom the actions and outcomes, it tries to learn how to
an important region, the repair algorithm may replace thegshave successfully to achieve a goal while interacting wt
as soon as possible. Otherwise, faults may be ignored. Usiigernal environment. In other words, reinforcement leayn
management policy will enhance the network performance Rarns via experiences. Reinforcement learning may balsiait
reducing energy consumption on unnecessary movements.n the case of soft fault sensor, in which the sensor nodeilis st
Since there are limited resources in sensor network, thgtive but gives inaccurate-reading. However, it may nequi
management policy should be light-weight. In our architeet ot of message exchanges resulting in a high overhead. As
three main classes of management policies are defined:-coygs only consider permanent fault in our model, we prefer a
age policies, resource policies, and performance poli&ash simpler model called supervised model.
policy contains set of rules that support its objective. €age g heryised learning consists of one set of observations,

policies contain set of rules related to the degree of CQEra.5 4 inputs, and another set of observations, calledutsitp
over a region in the network. These rules may allow evewyheryised learning tries to determine the function thapsna
location in a region be monitored by one node, for examplgny jnnyt to an output such that disagreement with future
It also allows some regions to be maintained at a low dggree“q ut-output pairs is minimized [4]. In our case, superdise
coverage. Resogrce policies are related FO energy ConBiMplaamer yses the faulty location information and targeteslas
issues. Energy is a paramount concern in sensor network afning qata. After learners are trained, they would be bl
needs to operate for a long time on battery power. To redugg e decisions based on system sensor readings. For iestanc
energy consumption, resource rules may be defined to allgy, sch a model, sensor nodes could be able to compute the
a certain number of nodes to be inactive, while the remainipg ; istribution based on faulty sensor information ifehe
act!vg nodes still pr.owde continuous SErvIces. I?erfomaanresu“ of sensor readings is unusually different from thslte
policies are the policies about delay, priority, or resoluidf & 4 it neighbors, monitor sensors can predict that this arens

region. Again, a fundamental problem is to define the numbgp,y e in faulty state. Further testing can be implemented to
of nodes that remain active, while still achieving accefgtab clarify the hypothesis.

degree of coverage for applications. . N .
) However, supervised learning is not flexible, as the system
There are several policy languages for network. For. :
: I will encounter the state that has not been previously okserv
example, we can use Policy Framework Definition Langua

9 this case, additional rules may need to be included tosadju
(PFDL) [4] to express various kinds of network policies S : :
The PEDL can simply express lists off <conditions the action to be adaptive to changes of environment.

THEN <actior> type of rules. List of the rules will form

a policy. <conditior> above is in fact a disjunctive normal [1l. REPLACEMENT MODULE—INITIAL SOLUTION

form of single condition expressions, ardactior> is a list

of single action statements. If the evaluation of the cdodit We presented a preliminary framework for mobility based

expression request succeeds, the action list can be pedornfault repair architecture in Section Il. This work is in saarl

stage. Here we provide our initial results where we devel-

5) Knowledge moduleKnowledge module represents in-oped an offline algorithm for the replacement module of

telligence of the network. It is motivated by the conseqesncthe architecture. Our ambition is to develop a distributed

of the environmental changes and resource limitations. @ecentralized algorithm for the replacement module. We als

obtain the knowledge about faults, monitored sensors needptovide examples of basic policies for the management neodul

participate in accumulating knowledge, learn what occuars that can help improve the fault repair system performance.



A. Problem statement Objective: Maximizel'R = ) " er;;z;;

Given a collection of sensors and a monitor sensdr.s, Constraints:

together with their locations and the energy of each sefiadr, ay<bi=1..bj=1...a
a replacement schedule with maximum energy remaining. 2) Yowi; < 1§J =1l....a
We assume the network topology as discussed in section II- 3) Ywiy <Li=1,...b

A. All the data in the cluster is reported to ifs\/ S. When the
energy of a sensor is lower than a threshold bodn#,.,, it A optimal replacement can be found using an integer program
will alert its status to thel.A/ 5. Periodically thel. M S checks  yith Jinear constraints. The integer program computes tRe T
the health of the sensors in its cluster. If there are Some’gdy'subject to constraint (1) and additional linear constsai2)
sensors, thd, M S needs to make replacement schedule. T_huémd (3). Constraint (2) ensures that any redundant sensor
at the LM, the problem can be formulated as following:  can only replace one faulty sensor. Similarly, constra®tis
There areq redundant sensorSr, (a < n): used to guarantee that any faulty senscan be replaced by
Sy = {81, 52, .., Spalk; (4) only one sensor.
IV. NUMERICAL RESULTS

There areb faulty sensorsSf, (b < a <n):
A. An example

Sy ={Ss1,Sp2,..,Spp}; (5) In Figure 4, we randomly place 50 working sensors (filled
circle) and 20 redundant sensors (hollow circle) in an area
Objective function: 100x100 meters. Among 50 working sensors, 10 faulty sensors
"What is a replacement schedule in order to minimizgcross-marked) are selected arbitrarily. Redundant serse
energy consumption?” assigned different energy remaining and all faulty senaces

assumed to require a constant response time.
This problem is similar to the bipartite matching problem

that can be represented as a bipartite graph where one side wor—¢- ‘ ‘ ‘ ‘ s
redundant sensors and the other is faulty sensors. Heree, tf <o ° 7 o
problem of fault replacement is transformed into the proble &l . -~ ° :x °
of finding perfect matching in a bipartite graph. The bigarti ;| ° o %o ° o i
graph consists of two set of nodés and Sy, representing ol * .. |
redundant sensors and faulty sensor respectively. Theaa is | . o o |
edge fromS,; to Sy; and the weight of the edge is the actual o * ° e
energy remaining after movement. . e 7T . o o .|
B. Problem formulation o ° <o i . i
Let's call matrix ER,x, energy remain matrix, for it 10 © RS . L

specifies the remaining energy for the network. S S

€ri1  €erig ... ET1q

€ryy  €erss ... €rog Fig. 4. Initial Network Topology

ERbXa =
erp1 erp2 ... €rpg TABLE |

REDUNDANT SENSORS WITH DIFFERENT REMAINING ENERGY

Where, er;; is the total energy remaining at redundant —regundant Noda Energy | Redundant Nodd Energy
sensotj if faulty sensori is replaced by sensgr. Thus,
1 55 11 77
2 32 12 79
erij = Ej — Enove; (6) 3 95 13 50
) o ) 4 64 14 59
where E; is the initial energy of sensgrand E,,,,.. is the 5 31 15 73
6 106 16 114
energy consumed for movement. 2 95 17 59
8 56 18 105
X=Ax;,i};i=1,...0b;5=1,....a 7 9 77 19 46
{} J % 10 91 20 101
wherez;; = 1 if a faulty sensot is replaced by redundant
sensorj, z;; = 0, otherwise. Firstly, the energy remaining matrix (redundant sensor j
The replacement problem can be formulated as Integeplaces faulty sensor i) is calculated (Table II). Then g
Linear Program as following: ILP, we calculate the maximum total remain energy that comes

out to be 1228 units of Energy.



TABLE Il
ENERGY REMAINING MARTIX

J1 J2 Js Ja Js Je J7 Js Jo Jio Ji1 J12 Jis Jia | Jis Jie Jir | Jis Ji9 | J20
i1 0 5 51.9 20 0 42 84.7 | 11.3 | 63.3 | 66.2 | 409 | 26.6 0 33.3 25 99.2 0 44.8 0 82.6
i 13.4 0 14.8 0 0 68 40.9 | 50.6 | 35.8 | 37.2 3.7 33.1 0 19.1 0 75.5 0 37.9 3.8 37.9
i3 15.3 0 18.9 0 0 60.3 0 0 4.7 0 0 42.8 3.4 0 2.7 19.9 0 76.3 7.8 12.5
n 35.3 0 24.1 0 0 80 14.3 0 19.6 0 0 60.4 6.9 0 6.3 36.8 0 79.8 | 279 | 241
i5 1.5 0 71.7 | 35.3 0 47.9 62 0 58.6 | 39.7 | 193 | 404 | 254 7 482 | 73.2 | 134 | 67.9 0 77.5
i 11.9 0 50.2 | 11.1 0 56 25.9 0 281 | 438 0 50.6 | 34.7 0 34 41.3 6.8 99.1 6.7 41
i7 41.9 0 26.5 0 0 925 | 341 | 209 | 381 | 21.6 0 61.5 0.3 0 5.6 61.6 0 64.7 | 33.6 | 384
ig 36.9 0 19 0 0 916 | 314 | 268 | 33.7 | 213 0 52.3 0 1 0 61.3 0 555 | 26.7 | 33.6
ig 18.8 0 57 18.8 0 64.2 | 46.1 0 49.7 | 26.1 2.1 58.9 | 31.5 0 37.3 | 63.1 | 229 8.5 139 | 58.4
i10 0 0 58.7 | 31.8 0 184 | 76.9 0 415 | 58.9 51 6.7 0 159 | 294 | 78.1 0 32 0 88.1
The replacement schedule is as follows: may work occasionally. If a sensor fault occurs in an imputrta
section, it should be repaired soon. Therefore, each faulty
Assignment =[7 81213186 16 9 20 ] sensor has different time delay preference for replacement

The management policy for this problem may be as follow:
This assignment matrix means the faulty sensor 1 will Hé the redundant sensor response time is greater than the
replaced by redundant sensor 7; faulty sensor 2 is replagedponse time acceptable for a faulty sensor, then do noemov
redundant sensor 8, and so on. The following Figure descrilihat redundant sensor.
the movement schedule:

d.
—L <T; 9)
00 MOVEMENT SCHEDULE WITHOUT MANAGEMENT POLICY U‘]
%0 s g e Whered;; is the distance between redundant sensand
J \ e J
w TN 2y faulty sensori, v; is velocity of redundant sensgrand7; is
e L the response time required for faulty sensor
e \ For our given network topology, we applied these manage-
%) e e B ment policy rules and re-calculated the movement schedule
17 -
o8 16 o .
5 . » and the cost of movement (see Figure 6).
# 85
0 7/2 \\\ 7 9%
20+ // 20 MOVEMENT SCHEDULE WITH MANAGEMENT POLICY
15 //’3 o 28 100 -
101 10 11 92
5 4 90 -
00 1‘0 2‘0 3‘0 4‘0 50 6‘0 7‘0 B‘O 9‘0 160 80k« 3 4 60 & e \2\51
8
70+ \ 12
Fig. 5. Movement Schedule Without Management Policy T /6933
| B
50 ]‘17 . . .
a0 13 //
B. With simple management policy sl s ' .
. . 72 7
We provide a simple example of a resource rule and a - _
performance rule that can be defined in the management polic ;.| s \ o n
. . 5
module of the fault repair architecture: !

o L L L L L L L L L

1) Resource rule:lt is obvious that a redundant sensor
should only be used for replacement if it still has a minimum
desired level of energy after the movement. This desired

ccept, guarantees that the sensor continues

. ; The amount of total energy remaining in the network
working at the new location after the movement. Therefore, a., . . e
. : ) with simple management policy (1321 unit)is better than no
simple resource rule for management policy follows:

A redundant sensor can only be chosen for replacement,”}fanagemerlt policy defined (1228 unit of energy). This is
because the resource rule of the management policy helps the

the remaining energy of redundant sensor after movement IS . .

replacement plan to avoid any long distance movements. For
greater thanT hgccept- . . .

example, without the management policy, a monitor sensor
will ask the redundant sensor 16 to replace the faulty sensor
8, and the energy remaining in the redundant sensor 16 after

2) Performance rule:Each location usually has differentmovement is 61 (Figure 5). However, it is not a optimal

working load. While there are major sections in which thechedule, since sensor 16 travels a long distance and drains

sensing tasks occur continuously, in some other secticsosen its energy considerably. With the inclusion of the managa&me

Fig. 6. Movement Schedule With Simple Management Policy

(Ei, - Em(we) Z Thaccept (8)



policy, instead of replacing the faulty sensor 8 by the reldum Figure 7 shows that the greedy algorithm comes close to ILP
sensor 16, it asks the redundant sensor 6 to replace 8 (Figuesults for a range of different number of redundant nodes as
6), and the remaining energy of the node 6 after the movemevetll as when the number of faulty nodes increase.

is fairly high (92 unit). Also, the redundant sensor 16 is

scheduled to replace the faulty sensor 5, resulting in 9&uni V. RELATED WORK

of energy after the movement. As a result, the total energy

remaining improves. Therefore, the use of managementypolic Fault repair concept has been used widely for almost half a

enhances the network performance. century in most of areas. In computer systems, proactivié fau
repair also has been attended. For example, Moore and Shan-
C. Replacement algorithm performance non [6] and von Neumann [7] use the redundancy to enhance
We want to investigate the performance of remacemez;ﬁliability for the networks which are built from unreliabl
algorithm. components. More recently, fault tolerance in Internetisas

1) Greedy Heuristics:To measure the performance of thdetwork availapility and performance has been discussed in
replacement algorithm we implemented our algorithm arlgl- Recently, wireless sensor community has greatly fedus
compared it to the greedy algorithm (heuristics algorithm§" related reseqrch topic called fal_JIt toleran_ce. A rediabl
The idea of the greedy algorithm is that each faulty sens§uting protocol in sensor network with an arbitrary networ
will select one of redundant sensors that have the minimJqPology has been discussed in [9]. In [10], a distributed
cost for movement (e.g. physically closest.) In Figure &¢h "outing algorithm is proposed, which is able to deal with
are 90 working sensors, 10 faulty sensors which are randorffif!/ts or holes presented in a sensor network. Moreover, due
selected and the number of redundant sensor is increased ff§ harsh environmental conditions, majority of measuresien
10 to 30 nodes. In Figure 8, there are 100 working sensof,S€nsor networks are usually subject to errors. Techsique
from which we selected the number of faulty sensors (from @ measuring and adjusting uncertain values are preseémted

to 20). We kept the number of redundant sensor constantl’xtl @nd [12]. They guarantees reliable and accurate output
30. when a large number of sensor measurement faults occurs. In

[13] [14] and [15], several localized threshold based denis
800 ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ schemes to detect faulty sensor are proposed. The most re-
our aigorithm ﬁ | cent readings of sensors are stored and statistically zedly
Faults are detected based on any abnormal readings which
A are beyond an application-specific threshold. By explotirey
correlation among neighboring sensor readings, faultgtines
are separated from event readings. The intuition behind the
, 1 approaches is that event readings are likely to be spatially
e correlated. The confidence are computed statisticallycbase
the decision predicates from neighboring sensors. A differ
so0f— -/ 1 approach to detect failed nodes through route discovery and

update is presented in [16]. A watchdog mechanism is used
T e e e s w0 to identify misbehaving nodes and a path navigator is used

for supporting routing protocols to avoid them. In general
sensor readings are collected at a base station. An algorith
that is able to trace faulty nodes once these reading are
received at the base station is proposed in [17]. Howevereth
‘ has been a limited research on fault repair. While there are
/ several works on energy replacement by using mobile robots
to recharge sensor nodes [18] [19], these new technologies
N have not been implemented yet. The author in [20] proposes
| a framework for replacing faulty sensor nodes by relocating
mobile sensors. The framework consists of two phases, a Grid
Quorum solution that locates the closest redundant sensor
and the calculation of an efficient route for the relocatidn o
mobile sensors. Cascaded movement is used to achieve good
balance between energy efficiency and response time when
/ 1 determining a sensor relocation path. In [21], an algorithm
N called Coverage Fidelity maintenance algorithm (Co-Fgsus
Number of faulty sensor nodes mobility of sensor nodes for automated deployment and for
repairing of coverage loss in the monitoring area. One of the
Fig. 8. Increasing the No of Faulty Sensors limitations of these algorithms is that they are not able to

Fig. 7. Increasing the No of Redundant Sensors

our algorithm

— — — — greedy algorithm




replace multiple faulty sensor nodes at a time. Hence, it [is]
obviously not suitable for a long term maintenance, where a
number of faulty sensors can be significantly large. To tq§4]

best of our knowledge, there is no existing fault repair arch
tecture in sensor networks in the presence of numerous/fault

sensor nodes. Our proposed architecture provides rolwstngs']

adaptivity, and scalability.

(16]

VI. CONCLUSION AND FUTURE WORK

In this paper, we proposed a fault repair architecture.

learning techniques. As a starting point we provide some

examples of the management policies and an offline algorithm
for the replacement module of our architecture using Integ%

Linear Programming formulation. We compare our ILP results

with greedy heuristics. Our results suggest that the greed{l

algorithm performs very close to the optimal ILP results i
terms of energy remaining. In its current stage our algorith

is intended to be implemented at the Base Station and cluster
heads. We are also working on the distributed version of it at

the moment. Moreover, in this work we presented the empir-
ical evaluation of the replacement action in the replaceémen
module of architecture. We are currently extending our work
to include numerical and experimental evaluation of théent
system. Our future work will develop all other modules of the
framework and provide experimental evaluation of a prqiety
system.
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