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ABSTRACT

Reliability in embedded processors can be improved by obntr
flow checking and such checking can be conducted using saftwa
or hardware. Proposed software-only approaches suffer &ig-
nificant code size penalties, resulting in poor performaneeo-
posed hardware-assisted approaches are not scalablecaefbib
cannot be implemented in real embedded systems. This pagseamnts
a scalable, cost effective and novel fault detection teglenito en-
sure proper control flow of a program. This technique inctude
architectural changes to the processor and software maititbfis.
While architectural refinement incorporates additionatrinctions,
the software transformation utilizes these instructions the pro-
gram flow. Applications from an embedded systems benchmark
suite are used for testing and evaluation. The overheadsoane
pared with the state of the art approach that performs thes sam
error coverage using software-only techniques. Our mettaxd
greatly reduced overheads compared to the state of the ant. O
approach increased code size by between 3.85-11.2% anckeckdu
performance by just 0.24-1.47% for eight different industtan-
dard applications. The additional hardware (gates) oaetrethis
approach was just 3.59%. In contrast, the state of the awand-
only approach required 50-150% additional code, and retipee
formance by 53.5-99.5% when error detection was inserted.

Categories and Subject Descriptors
B.8.1 [Performance and Reliability]: Reliability, Tesgirand Fault-
Tolerance

General Terms
Design, Performance, Reliability

Keywords
Control Flow Checking, Embedded Processor Reliabilityrd-la
ware/Software Technique, Micro-instruction RoutinegdPnptive
Fault Detection, Reliable Processors

1. INTRODUCTION

Current processor based systems are often required to dbal
critical applications, making reliability an importantra®rn in the
design of such systems. In this paper, we focus upon contwl fl
errors (CFE), errors that cause divergence from the propara
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flow of an application program. Techniques for control floveck-

ing (CFC) are widely used to enhance the reliability of cotepu
systems. The basic concept of CFC is to verify that the rumtim
flow of a system corresponds to the expected or the specified be
havior of the same system.

CFEs, if not detected in time could lead to data corruptioo; p
cess crashes, error propagation or fail-silence violatiém appli-
cation or a process is said to be fail-silent if it either wockrrectly
or becomes silent (stops functioning). A violation to fsilent be-
havior is called fail-silence violation. Fault injectiotudies con-
ducted by Ohlsson et al. [26] and Schutte et al. [31] show that
the CFEs comprise between 33% and 77% of all transient errors
that occur in a computer system. Given that the majority ef th
system errors are transient and are not reproducible [¥&htime
error detection mechanism is the only feasible mechanisifetiect
CFEs. Itis essential to take the following parameters imtosad-
eration while crafting CFC mechanisms: error detectiorecage;
error detection latency; processor performance; memceyhaad;
and monitor complexity.

CFEs occur due to various low-level errors or failures. Tree
error models used in this paper are bit flips in instructiomme
ory, transmission errors during communication, and eriroreg-
isters. Bit flips in instruction memorwvill be caused due to burst
errors and will corrupt instructions. They will occur in ahip or
off-chip memory.Transmission errorsnay occur when bit vectors
are transferred between any two levels of memory hierarclpgo
tween different functional unitsCorruption of register valuesn
particular those which determine the destination addrefsecon-
dition of a branch instruction could cause an illegal braimcthe
control flow of an application.

The technique propsoed in this paper detects bit flips iminost
tion memory by duplicating the control flow instruction (GRind
performing a hardware checking. The duplicate copy is teser
just before the original CFI. At runtime, the duplicate cagythe
CFI1 will perform a comparison against the original fetchestiuc-
tion and will send an error if there is a mismatch. The errgnai
is sent before the original CFl is executed, thus making thar e
detection preemptive. Preemptive CFE detection preveuotseps
crashes (a crash of the entire process incurs a higher rgoover-
head due to the overhead of process creation) and errorgatipa
(latency of propagated errors is at least several hundrfddstouc-
tion cycles [12] and errors which are not detected early nzase
severe problems like check point corruption which compdisaer-
ror recovery).

CFEs are usually detected by dynamic software monitoringrech
additional software code is inserted into application paags; or,
hardware-assisted runtime monitoring is enabled, wherard-h
ware block is dedicated to performing security and relipbihecks
(for example a watchdog processor for CFC in [17]). Software
only approaches increase code size enormously by adding man
additional instructions to perform monitoring and therefsignif-



icantly reduce performance. Hardware assisted approasteesd-
ditional hardware blocks to perform monitoring and therefiacur
considerably high hardware cost and needs self checkindpanec
nisms within the monitors to ensure that the monitoring theare:
themselves are reliable. Furthermore, techniques thesaddi-
tional hardware monitors are not scalable.

This paper presents a hardware software technique to d&f&ct
at the granularity of micro-instructions (Ml). For the fitshe, such

a technique is being used to deal with this problem and we are

able to reduce the overheads to a considerable minimum. Mls a
instructions which control data flow, and instruction-ex#mn se-
quencing, in a processor at a more fundamental level thalevee

of machine instructions. The Sl performed in our scheme E-mi
mal compared to software only approaches, because it isardged
as an interface between check points and Ml routines. Owkehe
ing architecture could be deployed in any embedded processo
which we have the design control to observe its control floruat
time and trigger a flag when any unexpected control flow patter
detected.

Parity checking as implemented in many other well known so-
lutions [8], provides good protection against single bibes when
the probability of errors are independent. However, in meiny
cumstances, errors come in groups, which we call bit bulPststy
checking provides very limited protection against bit bgwrsThe
technique proposed in this paper detects CFE caused by hot on
independent bit flips, but also bit bursts.

1.1 Motivation

At a given time, a processor executes only a few instructions
and large part of the processor is idle. Utilizing theseniglihard-
ware components by sharing them with the monitoring hardwar
to perform CFE detection reduces the impact of the monitars o
hardware cost. Using MI routines within the machine indtons,
allows us to share most of the monitoring hardware. Theegfmur
technique requires little hardware overhead in comparisdmav-
ing additional hardware blocks outside the processor. fddsic-
tion in overhead is due to maximal sharing of hardware ressur
of the processor.

1.2 Paper Overview and Organisation

In this paper, we address fault tolerance by focusing ongke s
cific problem of ensuring correct execution of expected mafibw

and signatures are associated with those blocks statiddiign at
runtime, a similar signature is calculated by a hardwareitopn
and compared against the one calculated statically. SEHt@&E
detection is performed by having appropriate signaturesifai-
lar blocks as per hardware techniques, but the checkingnis g
software code inserted into the instruction vector at céeriine.
Since software code performs the necessary checking, itheie
need for a separate hardware monitor.

Hardware assisted error detection schemes [5, 22, 24, 28, 30
33] use watchdog processors to compute runtime signatcoes f
the instruction control flow, compare them against pre-oateqgh
signatures, and thus validate the application behaviof17h the
authors compare and discuss system level CFE detectiog di§in
ferent techniques. In [16] the CFE detection scheme isdesith
very simple applications and a non-complex hardware achite.

In [24] the control flow graph is divided into a sequence ofilofa
free nodes, callegath setawhich will be assigned with a unique
signature and compared against the runtime signature. afhis
proach needs a complicated parser to generate the pattdséiesn
the signature.

Hardware assisted CFE detection schemes could be classified
further into two categories depending upon how the statjnasi
tures are stored and accessed. The first embeds signatiaréisein
application binary itself [3, 4, 14, 31, 32, 36] and the setases
a separate memory (dedicated memory of the watchdog pagess
to store and access the signatures [19, 20]. In [32] the gign#s
embedded into the application’s instruction stream at fisebly
level, and branch address hashing is used to reduce memery ov
head. In [19], the signature calculated at compile timedsest in
a separate memory belonging to a watchdog processor aret ther
fore the original application/program does not have to bdifiea.
There exists a theoretical exploration [35] of a possiblelvare
assisted CFC without storing a compile time signature. Aag
we are aware, no implementation exists for the approach stow
[35].

A concurrent, on-chip hardware assisted CFC techniqueois pr
posed in [13]. The technique uses control signatures tdeH#C.
However, the designers of [13] prohibit indirect registerithes as
they are unpredictable at compile time. As most of the CFdsrar
direct register branches, this technique is not generalginso that
it could be applied to most of the embedded processors. A&noth
hardware assisted concurrent error-detection methoepoped in

of a program. We have evaluated memory, area and clock period[8] for embedded space flight applications. [8] uses patiigoks

overheads associated with the proposed architecture applga-
tions from an embedded systems benchmark suite called MiBen
[11]. Hardware synthesis and simulations are performeddoy-c
mercial design tools. Results demonstrate that our prapssk-
tion has considerable reduction in the overheads comparsald-
tions proposed by other techniques in the literature.

The remainder of this paper is organized as follows. A suorey
related work is presented in Section 2. Section 3 preseatpritt
posed error checking architecture. Section 4 describestaraptic
methodology to design the proposed solution for a givenitach
ture. Implementation and evaluation are presented in Geé&i
Results are presented in Section 6 and conclusions in 8éettio

2. RELATED WORK

For the last three decades, many different CFC mechanisves ha

been proposed to verify proper flow of application prograBmme

of the first known publications on CFE detection include [29],
where the authors outline a general software assisted scfam
CFE detection. CFE detection techniques can be dividedtimo
major categories based on where the error detection scteeime i
plemented: one, hardware- or architecture-based CFE tigtec
schemes; and two, software-based CFE detection schentesdin
ware assisted CFE detection, the application is dividemhidgcks,

in registers and signatures for CFR@Rng instructions until a
check-point where they are verified). Multiple bit errors ifarsts)
are not captured by this technique and signatures will nealghe
exact point of the error in the flow of an application.

Software error detection scheme uses software routindsettkc
proper control flow at runtime. The routines are inserted the
application at assembly level or at a higher level. Some ef th
techniques are described in [1, 9, 10, 12, 21, 25]. Based an ho
the checking routines are used, we have different classdita
for software based control flow checking. Control Checkirithw
Assertions (CCA) inserts assertions at the entry and exitpof
identified branch-free intervals [12, 18, 23]. CCA is impkmed
as a pre-processor to a compiler, based on the syntactitigteu
of the language and does not require any CF graph generattbn a
analysis. An enhanced version of CCA, Enhanced Control KGhec
ing with Assertions (ECCA) is proposed in [1] which targegslr
time distributed systems for the detection of CFEs. ECCA ad-
dresses the limitations of CCA, and is implemented at bog hi
and intermediate levels (register transfer language) ahguage.
Another type of software based CFC is called Block SignaBeié¢
Checking (BSSC) [21]. An application program is dividedibi-
sic blocks and each of these are assigned with a signaturet A s
of instructions (assertions) at the end of a basic blockse¢hd



signature from a runtime variable and compares it to an eddzbd  checking architecture with respect to the whole architectf an

signature following the instructions. A mismatch in the garison embedded processoiMemin Figure 1 represents the instruction

indicates a CFE. memory segment of the processor. Each CFI of a given applica-
The PreEmptive COntrol Signature (PECOS) checking [2]és th tion (CFlo) is preceded by a duplicate copy of the same instruction

only preemptive software based technique available tofdaten- (CFId). This instrumentation is performed by a software compo-

trol flow error detection. Even though we use a hardware soffw  nent at compile time. The pipelines stages shown in the ypgoer
approach, our approach is inspired by PECOS. Preemptiee-det of Figure 1 belongs t&€FId and the lower part belongs ©Flo.
tion means that the error is detected before the erroneolissCF  Each fetch writes the binary of the instruction fetched ithte in-
executed. PECOS uses assertions formed with assemblydnstr  struction register (IR) of the processor. Whether a fetaBetlis
tions that can be embedded in the assembly language code of areither original or duplicate is decided by the processorh®cking
application. PECOS detects CFEs caused by a direct or aeatdi  a special single bit flag that flips back and forth for each @Fiu-
fault in the control flow instruction. Due to the extensive uf as- plicate CFI,CFId in its execution stage (EXE), compares its own
sembly instructions as assertions, PECOS has very highesds binary against the one fetched next to it and signals an aien
in memory and performance. Our hardware software approgeh d there is a mismatch.
cussed in this paper reduces the overhead by trading a fe@ mor
transistors for performance gain. Furthermore, we propesk-
niques to capture CFEs caused by program counter corrgption
Generally, hardware assisted schemes are not scalableyas th
perform monitoring by observing the memory access pattesas
ing watchdog processors. These schemes will only work fapa p

cessor that runs a single application. Our schf_eme is seale_bI l
a software-only approach due to the software instrumeanmtatie , |
perform, however unlike software-only approaches our wubth- ' D '

curs very little code size and performance overheads.
2.1 Contributions Figure 1: Control Flow Checking Architecture
Our contributions in this work are:

1. detection and correction of bit bursts that causes CFikeaunl
parity based hardware assisted techniques;

Mls of the CFI are formed such that the CFI will perform the
tasks as described above in the same order. The outcometeom t
. . . comparison betwee@Flo andCFId could be used to either detect
2. preemptive and correctable.CFE detectlo.n as opposeg-to i the error and stop the application or correct the CFI by assyiam

nature based hardware assisted mechanisms; error free duplicate CFl. Our method’s preemptive erroedgbn

3. a Scalable mechar"sm as we use Sl as the |nterface fOr CFC,property is demonstrated in this approach’ since a faultGfrkis

4. amethodology for embedding CFE monitoring at the granu- detected before the erroneous instruction itself is exeetut
larity of Mls;

5. a technique that requires very little code size overheall a
performance overheads compared to the software-only ap-
proaches; and

6. amethod to share most of the monitoring hardware and-there
fore requires very little additional hardware.

2.2 Limitations

Our scheme will not capture CFEs caused by a corrupted non Figure 2: Separating Original and Duplicate CFls
CFl turning into a CFl. However, the hamming distances betwe
the opcodes of non CFls and CFls are usually high in typical In Figure 2 depicts how duplicate and original CFls are distisiged

struction Set Architectures (ISA) [2] and therefore we cafely by our processor when an instrumented application is egdcut
assume that a non CFI turning into CFl is unlikely. We alswass single bitflag register (F)s added (or the current flag register could
full control over the whole hardware design process. be extended) to the architecture of the processor whictbeiteset

at the beg_inning._ When CFls including duplicates are erm_md
3. ERROR CHECKING ARCHITECTURE the flag will be flipped between zero and one. If the flag is set to

- g . ) . one when a CFl is fetched, then the fetched CFl is deemed tn be a
In this section, we provide an overview of our hardware archi  qyiginal (CFlo) and otherwise it is deemed as a duplicat&id).

tecture for CFC. The hardware modifications that are peréorto The same technique described in this section will also tetec
enable CFC on a pipelined RISC architecture are: . CFEs caused by errornous transmissions between different-m
1. enhancements to the controller to treat CFls to handle in- ory hierarchies and the transient CFEs in the instructiomorg
struction memory bit flips; data bus.
2. an addition of a shadow register file and the related lagic t . .
handle CFEs caused by indirect CFls; and 3.2 Shadow Register File
3. aninclusion of a shadow PC and the accompanying logic to  For CFls with register indirect addressing, it is essentaler-
handle program counter corruption that causes CFEs. ify the contents of the registers apart from the binariehefGFIs
In this section, we also describe how the architecture watkan- themselves. The rudimentary solution is to have a shadois-reg
time to detect CFEs. ter file and make each register writeback to write to both &a r
. . . . and the shadow register files. When a register is used in a CFl,
3.1 Instruction Memory Bit Flips Detection the duplicate CFI will not only perform a comparison betwées
Figure 1 depicts the conceptual flow diagram of the propased i  binaries of the instructions, but also perform comparidmetsveen
struction memory bit flips detection and correction mecsiamiFor the real and shadow registers used by the CFls. Performiie-wr

ease of illustration, we only depict the hardware unitstegldo the backs to shadow registers for each instruction will invoineye



amount of unwanted switching activity. This could be redlLibg
performing shadow register writebacks at only necessaintpm
an application program. This could be achieved by usingudee
def chains' (register definitions) of a particular application, which
is already present at compile time in all the optimizing cdenp.

3.3 Shadow Program Counter

CFEs may also occur due to bit flips or a burst in the program
counter (PC). We propose a shadow PC to overcome this. Aghado
PC is included in the hardware and will be loaded and increeten
synchronously with the real PC. When a PC read operationris pe
formed a copy of the PC value will also be read from the shadow
PC and a comparison is performed between them. A mismatth wil
resultin program abortion, or continuation with the asstiompthat
the shadow PC is not corrupted. This scheme will give a better
coverage than a processor without a shadow PC.

hold

load

reset

data_in QA
N/

PC INC

lﬁafcut

Figure 3: Shadow Program Counter

Figure 3 depicts the proposed architecture for a shadow RE. T

input signals to the real PC are extended to the shadow PC and

output from the real PC is compared against the output fraen th
shadow PC to detect bit flips or a burst in the real PC.

4. DESIGN FLOW

In this section, an overview of the proposed design flow fer th
checking architecture is provided. First, the design offanswe in-
terface that allows the applications to interact with trehiectural
enhancement is described, and then the design of the atcinée
enhancement itself is discussed.

4.1 Software Design

Figure 4(a) describes the implementation details of theriate
between an application program and the fault checking harelw
It is worth noting that the duplicate CFls inserted at thétigaces
in an application serves as the interface between softwertéoalt
checking hardware. In the software instrumentation pmctse
source code of an application is compiled by the front end of a
compiler and the assembly code for the target ISA is produced
Then a software parser is used to instrument the assembéy cod
CFlIs are located and duplicate copies of the CFls are irtsarte
the application.

The Sl described above is in the instrumentation proceSFts
with constant offsets. For CFls with register indirect aing,
the register source will be duplicated by means of shadoisterg
at the time of register definition and used by the duplicatés@d
comparison. As described in Section 3.2 this could be aebigy
two different means and they are: [i] by enablisigadow register
writebackwhenever a register writeback is performed; or [ii] by
generating and using special instructions to perform tegigrite-
back only in places of the application where a register \waits
related to CFl is performed. The former will incur additibna-
wanted switching activity and the later will require buiidispecial

!Data structures which model the relationship between tfieide
tions of variables, and their uses in a sequence of assigamen

(a) SOFTWARE

(b) HARDWARE

ISA of the target
architecture

; Automatic
| Compiler Front End | /Processor
Design Tool Pool

| Select Functional Units |

Microinstructions
for the ISA
Insert microinstructions for all
machine instructions

N

| Generate Hardware |
I

Reliable
Processor

Locate branch
instructions

J Parser

Insert duplicate
instructions

| Assemble and Link |

Instrumented
Binary

Figure 4: Design flow for the control flow checking architectue

instructions and instrumenting them into the applicatiathvthe
help ofuse-def chains

Finally, an instrumented version of the assembly prograasis
sembled and linked using the back-end of the same compiler, t
generate the binary for the target architecture.

4.2 Architectural Design

Without losing the generality of our technique, we use an au-
tomatic processor design tool to implement the reliablegssor
model in hardware. This automatic design tool is used togdesi
Application Specific Instruction-set Processors (ASIBsY], cus-
tom designed for applications or application domains. Angtc
processor design tools serves as a perfect starting plalseiltb
processor models.

Figure 4(b) describes the hardware design process of thelmod
for the reliable processor. In the tool the functional unéguired
to implement the processor will be chosen from a resourcé poo
Using the information of the ISAs, Ml routines are formedd @me
included into the processor model design. These MI routivits
form the logic of the processor that will do the CFC along wéb-
ular operations at runtime. The final task in the architedtdesign
process is to generate the hardware model in a hardwaremlescr
tion language for simulation [behavioral] and syntheséat¢devel]
(indicated byReliable Processaoin Figure 4).

5. IMPLEMENTATION AND EVALUATION

Even though the techniques described in this paper for CRC ca
be deployed in any type of embedded processor architectige,
have taken the PISA (portable instruction set architegtastruc-
tion set as implemented in SimpleScatatool set for our experi-
mental implementation. The PISA instruction set is a sinMlES
like instruction set. CFC in the processor is enabled byriafie
the rapid processor design process described in [27] faiwee
synthesis (allowing a processor described in VHDL whichyis-s
thesizable).

To evaluate our approach, applications from MiBench bench-
mark suite were taken and compiled with the GNU/GT&oss-
compiler for the PISA instruction set. As mentioned pregigu
an automatic processor design tool, called ASIP Meiste} i84
used to generate the VHDL description of the target processo
described in section 4.2. The output of the ASIP Meister hee t
VHDL models of the processor for simulation and synthesis.
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Figure 5: Testing and Evaluation

As shown in Figure 5, the instrumented binary produced fitwen t
software design process and the processor simulation rgedet-
ated by the hardware design tool are used in ModefSinardware
simulator to verify the correctness of our design. Applmas with
different CFls are simulated in Modelsfand their behaviors are
observed and verified by looking at the waveforms of relatgd s
nals.

The gate level VHDL model from ASIP Meister is used with
Synopsys Design Compil&to obtain the clock period, area and
leakage power overheads.

We evaluated the clock cycle overhead of the proposed achit
ture using a cycle accurate instruction set simulator, &igalaf"
3.0/PISA tool set. The simulator is modified to include CF@ias
posed in Section 3. The simulator is built around the exgstiycle
accurate simulatosim-outorderin the tool set and used to calcu-
late the clock cycle overheads. As depicted in Figure 5, dmees
simulator is modified to perform fault injection analysisdatie
results are tabulated in the next Section. The micro-achital
parameters of SimpleScal¥rwere configured to model a typical
embedded processor as designed by ASIP meister. The paramet
used for the simulated processor are shown in Table 1.

Parameter Value Parameter Value
Issue in-order Issue width 1

Fetch queue size 4 Commit width 1

L1 I-cache 16kB L1 D-cache 16kB
L1 I-cache latency 1cycle L1 D-cache latency| 1 cycle
Initial memory latency| 18 cycles || Memory latency 2 cycles

Table 1: Architectural Parameters for Simulation
The clock cycle counts from the modified SimpleSc&fasim-

ulator and the clock period from Synopsys Design Comilere
used to calculate the total execution times of all the apfiios.

6. EXPERIMENTAL RESULTS

represents the parameters of the processor model when rthe ha
ware for CFC is enabled. The percentage of overheads in srea i
3.59%, clock period is 0.24% and leakage power is 3.71%.

Parameters Without CFC | With CFC | % overhead
Area (cells) 228489 236700 3.59
Clock Period (ns) 16.85 16.89 0.24
Leakage Power(W) 485 503 3.71

Table 2: Hardware Overhead

6.2 Performance Overhead

Table 3 reports the performance overhead incurred by oenseh
for different applications (first column) from MiBench bdmark
suite. In Table 3 columns 2-4 tabulate the clock cycle compar
isons (in millions) and percentage of overheads and colusans
tabulate execution time comparison (in seconds) and pegerof
overheads. The columns that are sub-tita@CFCrepresent sim-
ulations of the processor model without the CFC enabledCid
represents simulations of the processor model with the OfC e
abled.

Benchmarks Clock Cycle/10° | Execution Time/s
NoCFC CFC %J NoCFC CFC %
adpcm.decode 1216 122.8 0.99 205 2.07 1.23
adpcm.encode 89.96 90.12 0.18] 152 152 0.42
blowf.encrypt 79.21 79.49 0.35 1.34 134 059
blowf.decrypt 80.44 81.05 0.76 1.37 1.37 1.00
crc32.checksum| 57.62 57.62  0.00] 0.97 097 0.24
jpeg.compress 16.41 1656 091 028 0.28 1.15
jpeg.decompresg  10.79 10.89  0.93] 0.18 0.18 1.17
jpeg.transcoding 8.96 9.07 1.23 0.15 0.15 1.47

Table 3: Performance Comparison

From Table 3, the clock cycle overheads range from 0.00% to
1.23% with an average of 0.67% and the execution time ovdehea
range from 0.24% to 1.47% with an average of 0.91%. In con-
trast, the performance (execution time) overhead in soéwaly
PECOS technique reported was in the range of 53.5-99.5%.

6.3 Codesize Overhead

Table 4 reports the code size overhead and the overhead in the
number of instructions executed resulting from our Sl fghedif-
ferent applications (first column). In Table 4 columns 2-Buta
late the comparison between the number of executed instnsct
(in millions) and percentage of overheads and columns Bi-ta
late code size (the number of lines) comparisons and perge mf
overheads. The columns with titMoCFCrepresents simulations

In this section, we present memory, area and power overheadsof the processor model without the CFC enabled @R repre-

incurred by the proposed CFC solution, as well as the impkct o
the technique on performance (total execution time). Lategive
results from the fault injection analysis performed on owdel
processor when our solution is implemented. For the purpbse
experiments we have used the PISA instruction set as describ
in Section 5 and applications from the MiBench benchmarkesui
which represents typical workload for embedded processors

6.1 Hardware Overhead

Table 2 tabulates the area, clock period and leakage poveer ov
heads due to the changes in the hardware. The overheadspere r
resent the extra logic in our design. Taiwan SemiconductaniJ
facturing Company’s (TSMC) 90nm core library with typicaine
ditions enabled is used for the hardware synthesis. Thendemm-
umn in Table 2 represents the parameters for the processitglmo
without the CFC enabled (the base processor) and the thinchco

sents simulations of the processor model with the CFC edable

Benchmarks Executed Inst.10° | Code Size
NoCFC _ CFC U6| NOCFC CFC T
adpcm.decode 76.55 9298 13.8 623 676 8.50
adpcm.encode 58.91 72.60 15.3 618 670 8.40
blowf.encrypt 58.43 64.44 4.26] 6463 6712 3.85
blowf.decrypt 59.04 65.05 5.97| 6463 6712 3.85
crc32.checksum| 4251 50.72 12.8 527 549 4.23
jpeg.compress 11.62 12.88  7.41] 58650 65160 11.1]
jpeg.decompresg 7.45 7.96 3.99| 56577 62914 11.2
jpeg.transcoding 5.91 7.41 16.88] 52605 58444 11.1

Table 4: Codesize Comparison

From Table 4, overheads in the number of instructions erecut
ranges from 3.99% to 16.9% with an average of 10.7% and code



size overhead ranges from 3.85% to 11.2% with an average of 8. REFERENCES

7.78%. The code size overhead of software only PECOS teg@niq

was in the range of 50-150%.

6.4 Fault Injection Analysis

Table 5 tabulates the results of the fault injection analysr-
formed on our control flow detection architecture. Randonmme
ory errors are generated by performing bit bursts in theuesbn
memory. Random memory errors represent a wide range of tran-
sient errors in hardware and some errors in software. Fdr apc
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