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Abstract B

Communication security for wireless sensor networks (WSN) is  power inpir
a challenge due to the limited computation and energy resources
available at nodes. We describe the design and implementation of; sy voitage
a public-key (PK) platform based on a standard Trusted Platform regulato
Module (TPM) chip that extends the capability of a standard node.

The result facilitates message security services such as confiden. Power gscmgzr
tiality, authenticity and integrity. We present results including com- :':;h ,
putation time, energy consumption and cost. Bedenoe SMBus
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) Figure 1. secFleck TPM module (upper side).
1 Introduction
Wireless sensor network (WSN) applications are growing but
security and privacy is still largely ignored, since they are hard to size are chosen, which compromises the security level of asymmet-
achieve given the limited computation and energy resources avail-ric encryption.
able at node level. However secure communication will be a re-  In this paper we design and implement secFleck, a PK platform
quirement for many applications in the future to ensure privacy and that uses Trusted Platform Module (TPM) hardware to augment
authenticity of transmitted data and also to ensure the authenticitythe node. Our evaluation shows that secFleck provides Internet-
of commands program downloads. level PK services with reasonable energy consumption and financial
Symmetric (shared) key algorithms are tractable on mote-class overhead.
hardware and can achieve message confidentiality however key di32 Platform Architecture

tribution and management remains a challenge. However these . .
; - ; : The core of secFleck is an Atmel AT97SC3203S TPM chip (see
algorithms poorly support message authenticity and integrity. In _. X .
gor poorly Supp ge au ey integrity Fig. 1) mounted on a Fleck expansion board (see Fig. 2). The

the Internet, Public Key (PK) technology is widely used to sup- p X ;
port symmetric key management, as well as message authenticit;):leCk is a wireless sensor node that features an Atmega 128_m|-
and integrity. Researchers have investigated methods to suppor€'© controller (8 MHz clock rate and 8 KB memory) and a Nordic
PK technology in WSN [3, 2]. Such approaches have focused on NRF905 radio [1]. The TPM module has a 100 kHz SMBus which
software-based PK technologies, such as Rivest Shamir Adelman'lszéei;?;esr'frgggr to the 12C and the TPM is connected to the Fleck's
(RSA) and Elliptic Curve Cryptography (ECC) but the performance T . .

has been poor given the low clock rate and memory availability. _ 1€ TPM chip follows version 1.2 of Trusted Computing Group

Consequently, a smaller RSA public exponeiand a shorter key (TCG) specification for TPM. We have implemented a set of RSA
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uint8_t fos_tpm startup(void); Table 3. secFleck current consumption

uint8_t fos_tpmturnoff(void ); Module Current (mA)
uint8_t fos_tpm getpubkey(uint8_t *pubkey ); F|eCk3 Receive 184
uint8_t fos_tpmencryption(uint8_t *msg, uint16_t len, uint8_t *pubkey, uint8_t *cipher); Fleck3 Transmit 368
uint8_t fos_tpmdecryption(uint8_t *cipher, uint8_t *msg, uint16_t *len); FleCk3+ TPM encryption 50 4

t8_t fos_tpm: (uint8_t *digest, t8_t *signature); i

3: El 8_t fgz_( ng:aglnf ;Is;\”gn(m nt Iaies*sl ;Ingture, i: g?:_?(?pubkey, uint16_t *digest); FleCk3+ TPM d_ecryptlon 608

- — - Fleck3+ TPM signature 60.8
Figure 3. FOS TPM application interface for control of public Fleck3+ TPM signature verificatior| 50.4

key infrastructure.
Table 4. RSA encryption energy consumption (e = 65,537, 2048

Table 1. Comparison of RSA encryption times. bit key)
Public Exponent | Software | Software | Hardware Platform | Current (mA) | Time (s) | Energy (mJ)
(e) 1024 bit 2048 bit 2048 bit Software 8 450 14.400
El 0.45s 65s N/A Hardware 50.4 0.055 i1
65,537 4.185s 450s 0.055s

] o We have not implemented the RSA decryption algorithm in soft-
public key cryptographic primitives as a Fleck OS (FOS) [1] mod-  ware because it is significantly more computationally intensive than
ule, which include encryption, decryption, sign, and signature ver- the RSA encryption algorithm (see Table 2). Table 2 also shows
ification etc. (see Fig. 3). FOS is a C-based cooperative multi RSA encryption, decryption, sign and signature verification com-

threaded operating system for WSN. putation time in secFleck.
_ Primitives allow an application to turn the TPM on or off which Table 3 shows the current consumption of different secFleck
is important since its current consumption is around 50 mA. operations. It shows that RSA operations consume 37% to 65%

Each TPM has a unique 2048-bit private key established during more current than transmitting in secFleck. Table 4 shows the
manufacture which cannot be read. However an application can ac-energy consumption of 2048-bit RSA encryption operation when
quire the corresponding public key from the TPM which it can share e = 65 537. It shows that the software-based approach consumes
with other nodes for encryption and signature verification purposes. around 1,300 times more energy compared to secFleck for an RSA
An application encrypts a message by providing the plain text, the encryption. Table 4 also shows that the software-based approach
length of the plain text, and a public key — the ciphertext is re- RSA encryption in WSN is indeed impractical in terms of both
turned. Similarly, an application can decrypt ciphertext. The FOS computation time and energy consumption for reasonable RSA ex-
encryption and decryption facilitates message confidentiality. ponent and key size. On the other hand, secFleck makes it feasible

A base station typically has more computation, memory and en- to support PK technology for WSN.
ergy resources and can be treated as a Certificate Authority (CA).  An Atmel AT97SC3203S TPM chip costs $4.5 when ordered
All the nodes store the CA's public key in their permanent memo- in quantitieg, which is less than 5% of the cost of popular sensor
ries such as EEPROM before deployment, and the base station haglevices such as Telosb, Iris mote, and Fleck (about $100). The
the public keys of all nodés Therefore, message authenticity can TpM chip is also small (Figure 1) measuring just & 9.7 mm and
be facilitated. To verify or sign messages secFleck provides two s less than 2% of the area of the Fleck and could be integrated onto
additional functions. Space limits preclude detailed discussions of a future version rather than the cumbersome expansion board used
these functions. in this prototype.

3 Performance Evaluation 4 Conclusion and future work
In this section, we discuss the performance of the secFleck plat- We have presented secFleck, a TPM-based PK platform for sen-
form in terms of computation time, energy consumption, and finan- sor networks that facilitates message security services such as con-
cial cost. fidentiality, authenticity and integrity. Our evaluation shows that
As part of our benchmarking we also implemented the RSA en- secFleck provides Internet-level public-key services quickly, with
cryption algorithm in software for comparison purposes. Table 1 low energy consumption and at low cost in terms of parts and board
shows the encryption time for different key sizes and RSA public real estate. Our next step is to design and implement a secure code
exponentsd) in both software and hardware implementation. The dissemination protocol based on secFleck.
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