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Abstract—Given a query graph q, retrieving the data graphs g from a set D of data graphs such that q contains g, namely
supergraph containment search, is fundamental in graph data analysis with a wide range of real applications. It is very challenging
due to the NP-Completeness of subgraph isomorphism testing. Driven by many real applications, in this paper, we study the
problem of probabilistic supergraph search; that is, given a set D of uncertain data graphs, a certain query graph q and a
probability threshold θ, we retrieve the data graphs gu from D such that the probability of q containing gu is not smaller than
θ. We show that besides the NP-Completeness of subgraph isomorphism testing, the problem of calculating probabilities is
#P-Complete; thus it is even more challenging than the supergraph containment search.
To tackle the computational hardness, we first propose two novel pruning rules, based on probabilistic connectivity and features,
respectively, to efficiently prune non-promising data graphs. Then, efficient verification algorithms are developed with the aim of
sharing computation and terminating non-promising computation as early as possible. Extensive performance studies on both
real and synthetic data demonstrate the efficiency and effectiveness of our techniques in practice.

Index Terms—Graph Data, Query Processing
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1 INTRODUCTION

A wide spectrum of recent applications reveal the popu-
larity of graphs in modeling complex data. These include
chem-informatics, bio-informatics, road networks, social
networks, WWW, etc. The increasing needs to efficiently
manage and analyze graph data lead to an extensive
literature on various fundamental graph structure search
problems such as graph containment search [24], [29],
[32], [37], [40], graph similarity search [23], [28], graph
all-matching [35], [36], [39] and frequent subgraph min-
ing [15], [20], [27], etc.

Supergraph Containment Search is fundamental and
driven by many real applications [6], [33]. For example, in
bio-informatics a species is usually described by a protein-
protein interaction (PPI) network [38]. A PPI network may
be represented by a labeled graph such that each vertex
corresponds to a protein, its label represents a particular
type of protein, and the edge between two proteins (ver-
tices) represents their mutual interaction. It is observed [4]
that the proteins of a PPI network may contain various key
structural complexes (e.g. pathway) - connected subgraphs
of the PPI network, such that the proteins in each structural
complex function and evolve in a corrected way. Conse-
quently, it is important and fundamental to identify those
well known structural complexes (graphs) contained by a
newly discovered or evolved species (PPI network) in inves-
tigating the evolutionary history of discovered species; that
is, supergraph containment search. In chem-informatics, it
is popular to model molecular descriptors as graphs. Each
descriptor is a chemical substructure indicating specific
chemical functionality. Given a database of descriptors
(graphs) and a molecule (query graph), conducting molec-
ular analysis demands efficient supergraph containment
search techniques for functionality prediction since it needs
to identify all descriptors contained by the given molecule.
Moreover, attributed relational graphs (ARG) [10] may be

used to represent the key frames of videos by transforming
them into spatial entities (such as points, lines, and shapes)
together with their mutual relationships (edges). Thus, we
can perform a video analysis (e.g., plagiarism) by conduct-
ing supergraph containment search. More applications of a
supergraph containment search can be found in [6], [33].
Uncertainty in Graph Data. The conventional supergraph
containment search assumes that both query and data
graphs are exact. In fact, graph data in many applications
may be uncertain: (1) In bio-informatics, the pairwise
interactions in a PPI network are only suggested based
on the experimental statistics, and can be mistakenly/ac-
cidently observed or missed during experiments [1], [2].
For instance, the STRING 1 dataset and BioGRID 2 dataset
contain uncertain PPI networks where each interaction (i.e.,
edge) in the networks is associated with an occurrence
probability provided by statistical predications. (2) In chem-
informatics, chemical compounds are graphs structured
with atoms and chemical bonds as vertices and edges. A
chemical bond is caused by the electromagnetic attraction
between electrons and nuclei, which depends on many
probabilistic electron localization functions [18]. Conse-
quently, chemical bonds are naturally uncertain. Motivated
by these, recently a number of studies towards analyzing
uncertain graphs have been conducted (e.g. [16], [21], [22],
[31]).
Probabilistic Supergraph Search. Consider that the su-
pergraph containment search is fundamental to many ap-
plications and data graphs may often be uncertain in some
applications. In this paper, we investigate the problem of
supergraph containment search over uncertain data graphs
gu where each edge in a gu has an occurrence proba-
bility, namely probabilistic supergraph search. The goal
is to identify the total probabilities that all vertices in an

1. http://string-db.org/
2. http://thebiogrid.org/
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uncertain data graph gu are connected together to form a
connected spanning subgraph g′ of gu and such g′ is con-
tained by a certain query graph q, denoted by Pc(q ⊇ gu).
Specifically, the probabilistic supergraph search problem
is to retrieve the data graphs gu from a given set D of
uncertain graphs such that Pc(q ⊇ gu) ≥ θ where θ is a
given threshold. While the problem will be formally defined
in Section 2, below is an example.
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Fig. 1. Probabilistic Supergraph Search

Example 1. Figure 1(b) depicts an uncertain data graph
gu where the occurrence probability of each edge is also
illustrated. Figures 1(c)-(f) depict all 4 connected spanning
subgraphs of gu. For each spanning subgraph gi (1 ≤ i ≤
4), its occurrence probability is recorded. For example, the
occurrence probability of g1 is 0.21 (= 0.6 × 0.5 × 0.7).
For g2 to occur, the edge (A,B) cannot occur; thus its
occurrence probability is 0.14 (= 0.4×0.5×0.7). Similarly,
the occurrence probabilities of g3 and g4 are 0.21 and 0.09,
respectively.

Given a certain query graph q depicted in Figure 1(a),
Pc(q ⊇ gu) = 0.23 (= 0.14+0.09) since q contains g2 and
g4 but does not contain g1 and g3. Consequently, regarding
a probabilistic supergraph search, gu is in the result set if
θ = 0.2, and is not in the result set if θ = 0.3. �

If we view all vertices of a gu as a group, then the
connectivity enforcement leads to a group interaction -
the interaction among all group members (vertices). Such
a group interaction is often required as a focus point in
the applications of chem-informatics, bio-informatics, etc.
A collection of disjoint parts of gu may hardly provide the
information of such a group interaction since their relation-
ships are very diverse: from one hop to many hops. These
are the rationales behind the connectivity requirement in a
probabilistic supergraph search in this paper.

Challenges & Contributions. To the best of our knowl-
edge, this is the first paper investigating the probabilistic
supergraph search problem. The probabilistic supergraph
search problem is quite challenging. Firstly, testing sub-
graph isomorphism is NP-Complete [11]. In this paper, we
also show that the calculation of the probabilities Pc(q ⊇
gu) is #P-Complete even if the subgraph isomorphism
testing has been conducted.

To tame the computational hardness of probabilistic su-
pergraph search, we follow the filtering-verification frame-
work. Particularly, we propose two novel pruning rules to
effectively and efficiently filter non-promising data graphs
in D. We also develop practically efficient algorithms to

conduct verifications. Our contributions are summarized as
follows.

• We develop two novel, effective pruning rules. One
is based on a probabilistic signature and the other is
based on graph structures (features).

• As the pre-computation of probabilities in these two
pruning rules involve #P-Completeness, we develop
two PTIME based probability upper-bounds, respec-
tively, to speed up the pre-computation while effec-
tively retaining the pruning powers.

• Finally, we develop two novel algorithms to efficiently
verify candidates. One efficiently searches connected
spanning subgraphs of gu with the aim of computation
sharing, and the other goes one step further to employ
a synchronization traversal strategy to terminate a non-
promising search as early as possible.

We conduct experiments on both real and synthetic graph
data to demonstrate the effectiveness and efficiency of our
proposed filtering and verification techniques.

Organization. The rest of the paper is organized as follows.
Related work is summarized in the remainder of this
Section. Section 2 presents the problem definition and the
complexity studies. Section 3 gives our filtering techniques.
Our verification algorithms are presented in Section 4. The
performance evaluation is reported in Section 5. Section 6
concludes the paper.

Compared to Probabilistic Subgraph Search. In [31], a
dual version of probabilistic supergraph search, the problem
of probabilistic subgraph search, is investigated, where
conducting probabilistic subgraph search follows the filter-
ing and verification framework. The filtering techniques fol-
low two steps. The first step is based on structure pruning;
that is, remove the data graphs that do not contain the query
graph. Nevertheless, a structure pruning is not applicable
to probabilistic supergraph search since in probabilistic
supergraph search, a data graph can be still a result of prob-
abilistic supergraph search even if it is not contained by the
query graph; this may happen if those miss-matched edges
have very small occurrence probabilities. Consequently, the
structure pruning techniques for supergraph containment
search over certain data graphs (e.g., [6], [33]) are not
applicable to probabilistic supergraph search. Thus, our
filtering techniques for probabilistic supergraph search are
only based on probabilistic conditions.

The filtering techniques in the second step in [31] are
based on the following observations. Given a query graph
q, an uncertain graph gu, and a (certain) subgraph f of gu,
it is shown in [31] that 1) if the probability P (f ⊆ gu) of f
contained by gu is smaller than θ (i.e., P (f ⊂ gu) < θ) and
q contains f , then the probability P (q ⊆ gu) of q contained
by gu is smaller than θ (i.e. P (q ⊂ gu) < θ); and 2) if
P (f ⊆ gu) ≥ θ and f contains q, then P (q ⊆ gu) ≥ θ.
It can be immediately shown that the above conditions in
the IF parts of 1) or 2) do not give any indictions on the
relationship between P (q ⊇ gu) and θ; that is, the filtering
conditions in [31] in the second phase are not applicable.

Moreover, the verification technique in [31] is essentially
based on enumerating subgraphs of gu which are super-
graphs of q (i.e., containing q). Nevertheless, the nature
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of our problem, probabilistic supergraph search, requests
to efficiently enumerate the spanning subgraphs of gu

contained by q, where a spanning subgraph g′ of a graph g
is a subgraph of g containing a spanning tree of g. Thus, the
enumeration natures are inherently different. Consequently,
the verification techniques in [31] are not applicable. The
above discussions imply that the probabilistic subgraph
search problem is inherently different than the probabilistic
supergraph search problem.
Other Related Work. Extensive research has been con-
ducted in recent years in graph structure search against cer-
tain graphs. This includes subgraph containment search [8],
[24], [25], [29], [32], [37] and supergraph containment
search [6], [7], [33]. The problem of subgraph containment
search is to find the graphs from a given set of data graphs
which contain a query graph, while its dual version, the
problem of supergraph containment search, is described
earlier. The problem of finding data graphs from a given
set of data graphs which approximately contain a query
graph, namely similarity subgraph search, has been studied
in [23], [28], and the problem of exact or approximate all-
matching has been studied in [34], [35], [36], [39]. Note
that probabilistic supergraph search involves enumerate
all sub-matchings of a matching from a data graph to
query graph to calculate the occurrence probabilities; thus
the above existing techniques on certain graphs are not
applicable including the existing techniques for supergraph
containment search.

Other related work on processing uncertain graphs may
be found in [12], [16], [21], [22], [41]. Jin et al. [16]
propose to answer reachability queries in an uncertain graph
(i.e., to decide if the probability that a vertex v can reach
another vertex u within a constrained distance is not smaller
than a given probability threshold). Potamias et al. [22]
approach the kNN problem over an uncertain graph (i.e.,
to compute the k closest vertices to a query vertex in an
uncertain graph). Both [22] and [16] tackle their problems
with the sampling paradigm. Kollios and Potamias [12]
investigate the problem of clustering large probabilistic
graphs by extending the graph edit distance from certain
graphs to uncertain graphs, while mining frequent sub-
graphs is conducted in [21], [41] regarding the expected
semantics and possible world semantics, respectively. For
similar reasons to those regarding probabilistic subgraph
search in [31], the technique for computing probabilities for
probabilistic subgraph search in [41] is not applicable to our
problem. Besides [31], [41], in the literature there have been
several works on computing the probabilities including
computing network reliability (e.g., [9], [17]). Nevertheless,
none of them are applicable to the probabilities calculation
of our problem in the paper since our problem has a unique
feature; that is, calculate the occurrence probability of all
spanning subgraphs of a graph.

Note that an independent study [26] has been conducted
for probabilistic supergraph search. Nevertheless, [26] does
not enforce the connectivity of possible world graphs.
Consequently, our pruning conditions are stronger. More-
over, [26] only focuses on devising approximation sampling
techniques for verifications, while we focus on devising
efficient exact algorithms. Another independent study may

be found in [30]; it studies a more general problem -
probabilistic supergraph similarities search. [30] also does
not enforce the connectivity of possible world graphs.

2 PROBABILISTIC SUPERGRAPH SEARCH

In this paper, we focus on simple (no self-loops or multi-
ple edges) [13], connected [13], undirected [13], vertex-
labeled graphs. Nevertheless, the developed techniques can
be immediately extended to directed and/or edge-labeled
graphs.

2.1 Problem Definition

To distinguish graphs with uncertainty involved, we refer
certain graphs without uncertainty involved as exact graphs.
An exact graph is defined as g = (V,E, l), where V and
E ⊆ V × V are the sets of vertices and undirected edges,
respectively. Given a set of labels Σ, the label function
l : V → Σ assigns a label l(v) to each vertex v ∈ V . We
denote the vertex and edge sets of g by V (g) and E(g).

Definition 1 (Subgraph Isomorphism Mapping). Given two
exact graphs ga = (Va, Ea, la) and gb = (Vb, Eb, lb), a
subgraph isomorphism mapping is an injective function F :
Va → Vb such that (1) ∀v ∈ Va, F(v) ∈ Vb and la(v) =
lb(F(v)); (2) ∀(v1, v2) ∈ Ea, (F(v1),F(v2)) ∈ Eb.

Given a subgraph isomorphism mapping F from ga to
gb, we say that ga is a subgraph of gb (or ga is contained by
gb), denoted by ga ⊆ gb. We also say that gb is a supergraph
of ga (or gb contains ga). F(ga) = { (F(u),F(v))|(u, v) ∈
E(ga) } denotes the match of ga induced by F , which is
the set of edges in gb mapped from ga by F .

Definition 2 (Uncertain Graph). An uncertain graph is
defined as gu = (V,E, l, P ) where the corresponding
gexc = (V,E, l) is an exact graph defined above, and P
is a probability function P : E → [0, 1] that assigns an
occurrence probability P (e) to each edge e ∈ E.

Given an uncertain graph gu = (V,E, l, P ), we refer
the corresponding exact graph gexc = (V,E, l) as the
underlying exact graph of gu. As discussed in Section 1,
in this paper we consider connected graphs only. Thus, the
underlying graph gexc of an uncertain graph gu referred in
this paper, thereafter, is always connected if not otherwise
specified.

We use P (e) to denote the non-occurrence probability
of an edge e ∈ E; that is, P (e) = 1− P (e).

Definition 3 (Possible World Graph). A possible world
graph (PWG) g′ = (V ′, E′, l′) of an uncertain graph
gu = (V,E, l, P ) is a spanning subgraph of the underlying
exact graph gexc of gu; that is, V ′ = V , E′ ⊆ E and
l′ = l.

Note that the underlying exact graph gexc of gu is the
PWG containing all edges in E(gu); that is, V (gexc) =
V (gu) and E(gexc) = E(gu). We use W(gu) (Wc(g

u))
to denote the set of all (connected) PWGs of gu. The
occurrence probability of a PWG g′, denoted by P (g′)|gu ,
is defined below in (1).
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P (g′)|gu =
∏

e∈E(g′)

P (e)×
∏

e∈E(gu)−E(g′)

P (e) (1)

Containment Probabilities. Given an exact graph g and
an uncertain graph gu, the probability that g ⊇ gu without
(with) the connectivity constraint may be expressed as
follows, denoted by P (g ⊇ gu) (Pc(g ⊇ gu)).

P (g ⊇ gu) =
∑

g′∈W(gu)∧g⊇g′

P (g′)|gu (2)

Pc(g ⊇ gu) =
∑

g′∈Wc(gu)∧g⊇g′

P (g′)|gu (3)

The probability that g ⊆ gu without (with) connectivity
constraint, denoted by P (g ⊆ gu) (Pc(g ⊆ gu)), is
expressed below.

P (g ⊆ gu) =
∑

g′∈W(gu)∧g⊆g′

P (g′)|gu (4)

Pc(g ⊆ gu) =
∑

g′∈Wc(gu)∧g⊆g′

P (g′)|gu (5)

Problem Statement. As discussed in Section 1, in this
paper we investigate connected PWGs only. Given a set
D = { gu1 , ..., gun } of uncertain data graphs, an exact query
graph q and a probability threshold θ, the probabilistic
supergraph search retrieves the set Aq of all uncertain data
graphs gui ∈ D where Pc(q ⊇ gui ) ≥ θ.

Note that the underlying exact graph of each gui ∈ D and
q are connected. For presentation simplicity, an uncertain
data graph and a query graph are hereafter abbreviated to
a data graph and a query, respectively.

Table 1 gives the notations used throughout this paper.

TABLE 1
General Notations

Symbol Description
gu an uncertain data graph
gexc the underlying graph of gu (exact graph)
q/f query / feature graph
D a set of uncertain data graphs
g′ a PWG of an uncertain data graph

W(gu) the set of all PWGs of gu

Wc(g
u) the set of all connected PWGs of gu

P (e)(P (e)) (non-) occurrence probability of an edge e
P (g′)|gu occurrence probability of a PWG g′ of gu

Pc(q ⊇ gu) probability q ⊇ gu with connectivity constraint
Cq(Aq) candidate (answer) set of a query graph q

2.2 #P-Completeness
Theorem 1. The problem of computing Pc(q ⊇ gu) is #P-
Complete.

Proof: It is shown [3] that the problem of counting the
number of connected spanning subgraphs in an exact graph
gexc is #P-Complete. Below, we show that a special case
of the problem of computing Pc(q ⊇ gu) is equivalent to
the above counting problem.

Given an exact graph g, we can convert g to gu by
assigning the occurrence probability 1

2 to each edge in
g. Assume that q is a supergraph of g. It is immediate
that P (g′)|gu = ( 12 )

|E(gu)| for any subgraph g′ of gu.
Consequently, Pc(q ⊇ gu) = |Wc(g

u)| × ( 12 )
|E(gu)|. Thus,

the theorem holds.
The proof of Theorem 1 implies that even if q is

known to contain gexc, computing Pc(q ⊇ gu) is still
#P-Complete. Moreover, testing if q contains a PWG of
gu is NP-Complete [11]; this, together with Theorem 1,
makes the probabilistic supergraph search problem com-
putationally very hard. Motivated by these, this paper
follows the filtering-verification framework to effectively
and efficiently filter non-promising data graphs; that is,
avoid the exact verification which is NP-Complete to con-
duct subgraph isomorphism test [11] and #P-Complete
to conduct probability computation. We first propose our
filtering techniques in Section 3 and then develop efficient
verification algorithms in Section 4.

3 FILTERING TECHNIQUES

In this section, we first propose two pruning rules, one
is based on graph features and the other is based on
a probabilistic signature of gu. Since both pruning rules
involve #P-Completeness, we propose two effective upper
bounds, respectively, for these two pruning rules to reduce
the pre-computation time of building filtering index, while
these two upper bounds are still very effective.

3.1 Two Pruning Rules & Filtering Framework

Probabilistic Signature. We use the total occurrence prob-
abilities Pc(gu) of each g′ in Wc(g

u) as a probabilistic
signature of gu; specifically,

Pc(gu) =
∑

g′∈Wc(gu)

P (g′)|gu (6)

Theorem 2. Given a query q and a data graph gu, Pc(q ⊇
gu) ≤ Pc(g

u).

Proof: Let q′ ⊇ gexc; recall gexc is the underlying
graph of gu. It is immediate that Pc(q ⊇ gu) ≤ Pc(q

′ ⊇
gu). From (3) and (6), it follows that Pc(q

′ ⊇ gu) =
Pc(g

u).
Theorem 2 immediately implies the following pruning

rule.

Pruning Rule 1. Given a query q, a data graph gu, and
a threshold θ, if Pc(g

u) < θ then gu can be pruned from
the result set regarding θ and q.

Feature Based. The probabilistic signature based pruning
rule, Pruning Rule 1, does not utilize any structure infor-
mation of a query q. Next, we propose a feature based
pruning rule to further prune non-promising data graphs.
The theorem below is a key observation.

Theorem 3. Given a data graph gu, a query q, and an
exact graph f , suppose that f ̸⊆ q. Then, Pc(q ⊇ gu) ≤
Pc(g

u)− Pc(f ⊆ gu).
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Proof: Let A denote the set of connected PWGs g′ of
gu such that g′ ⊆ q and f ̸⊆ g′, and B denote the set of
connected PWGs g′ of gu such that g′ ⊇ f . Since f ̸⊆ q,
Pc(q ⊇ gu) =

∑
g′∈A P (g′)|gu . As A ⊆ Wc(g

u)− B, we
have:

∑
g′∈A

P (g′)|gu ≤
∑

g′∈Wc(gu)

P (g′)|gu −
∑
g′∈B

P (g′)|gu

= Pc(g
u)− Pc(f ⊆ gu)

Theorem 3 implies the following pruning rule.

Pruning Rule 2. Given a data graph gu, a query q, a
probability threshold θ, and an exact graph f such that
q ̸⊇ f , if Pc(g

u)−Pc(f ⊆ gu) < θ then gu can be pruned
regarding q and θ.

Filtering Framework. Regarding Pruning Rule 2, we cor-
respond each uncertain data graph gui ∈ D to its underlying
graph gexci and then we mine a set F of discriminative
frequent subgraphs from gexci s using the technique in [29].
The feature based index I = { (f,Df )|f ∈ F } consists
of the features in F and their corresponding GID-list
(GraphID-list) Df where Df is represented as follows.

Df = { (gui , Pc(g
u
i )− Pc(f ⊆ gui )) | gui ∈ D, f ⊆ gexci } (7)

Note that if f ̸⊆ gexci , then Pc(f ⊆ gui ) = 0; thus such
gui is excluded from Df since Pc(g

u
i )−Pc(f ⊆ gui ) equals

the probabilistic signature Pc(g
u
i ) in this case.

Clearly, Pc(g
u)−Pc(f ⊆ gu) < Pc(g

u) if Pc(f ⊆ gu) ̸=
0; this means that Pc(g

u) − Pc(f ⊆ gu) is tighter than
Pc(g

u); nevertheless, the probabilistic signature Pc(g
u) can

be still used to prune gu if gu is not in any Df where f ̸⊆ q.
Thus, we conduct feature based pruning first. Below is the
filtering algorithm.

Algorithm 1: Filtering (q, F,D, θ)
Input : q: query graph; F : set of features; θ: probability

threshold; D: set of uncertain data graphs;
Output : Cq: the candidate set;
Cq := D;1
for each f ∈ F with q ̸⊇ f do2

for each gu ∈ Df with Pc(g
u)− Pc(f ⊆ gu) < θ do3

Cq := Cq − { gu };4
end for5

end for6
for each data graph gu ∈ Cq with Pc(g

u) < θ do7
Cq := Cq − { gu };8

end for9
return Cq;10

Note that to run the filtering algorithm efficiently, we can
sort graphs gu based on Pc(g

u) values. To compute Pc(g
u)

and Pc(f ⊆ gu), we need to enumerate all connected
PWGs of gu. In fact, the proof of Theorem 1 implies
that computing Pc(g

u) is #P-Complete; thus, computing
Pc(f ⊆ gu) is also #P-Complete. Below we develop
effective upper bounds of Pc(g

u) and Pc(g
u)−Pc(f ⊆ gu),

respectively, to reduce the computation costs.

3.2 From #P-Complete To PTIME

Upper Bound of Probabilistic Signature. Below is the
basic observation. Any connected PWG g′ of gu must
contain a spanning tree T of gexc. Given a spanning tree
T of gexc where T = {T1, ..., Tn−1 }, each Ti is an edge
in T , and n = |V (gu)|, we use T [1, h] = {T1, ..., Th }
to denote the set of the first h spanning edges in T and
we assume that the edges in T are labeled such that for
any h (1 ≤ h ≤ n − 1), T [1, h] is a sub-tree (i.e.,
connected). For any h (1 ≤ h ≤ n − 1), Wc(g

u) can be
divided into the following (h + 1) disjoint sets: WT [1,h] -
the set of connected PWGs of gu containing T [1, h]; for
1 ≤ i ≤ h, WT [1,i−1]∧Ti

- the set of connected PWGs
containing T [1, i − 1] but excluding Ti. We assume that
T [1, 0] contains a dummy edge T0 with P (T0) = 1. For
example, as illustrated by Figure 2, the solid lines in Figure
2(b) give a spanning tree of the graph in Figure 2(a).
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Fig. 2. Example

Let P (WT [1,h]) =
∑

g′∈WT [1,h]
P (g′)|gu , and for 1 ≤

i ≤ h, P (WT [1,i−1]∧Ti
) =

∑
g′∈WT [1,i−1]∧Ti

P (g′)|gu

Pc(g
u) = P (WT [1,h]) +

h∑
i=1

P (WT [1,i−1]∧Ti
) (8)

To tighten the upper-bound, we make use of a simple
necessary condition of the connectivity as follows. Let E+

h
denote the set of edges which connect a vertex in T [1, h−1]
to a vertex not in T [1, h − 1], E−

h = E+
h − {Th}. For

example, Figure 2(c) shows E−
i and E+

i regarding T and
gu in Figure 2(b).

Given A is a set of edges, PA denotes the probability
that at least one edge in A occurs; that is,

PA = 1−
∏
e∈A

(1− P (e)) (9)

Since gexc (the underlying exact graph of gu) is con-
nected, E+

h ̸= ∅ if h ≤ n − 1 and E+
n = ∅. Note that

PE+
n
= 1 since

∏
e∈∅(1−P (e)) = 0. It can be immediately

verified that:

P (WT [1,h]) ≤ (
h∏

i=1

P (Ti))PE+
h+1

. (10)

It is clear that E−
h = ∅ if Th is a cut edge of gu;

for example, T3 in Figure 2(b) is a cut edge. Regarding
P (WT [1,i−1]∧Ti

), if Ti is a cut edge of gexc, we have
P (WT [1,i−1]∧Ti

) = 0; otherwise, there must be a connected
PWG g′ containing a spanning tree T ′ of gexc such that (1)
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T ′[1, i − 1] = T [1, i − 1] and (2) Ti ∈ T is replaced by
T ′
i ∈ E−

i . Therefore, we assign PE−
i

by 0 if Ti is a cut,
and PE−

i
is calculated according to (9) otherwise. It can be

immediately verified that:

P (WT [1,i−1]∧Ti
) ≤ (

i−1∏
j=1

P (Tj))P (Ti)PE−
i

(11)

Combining the two inequalities (10) and (11) gives an
upper-bound UB(gu, T, h) of Pc(g

u); that is:

UB(gu, T, h) = (
h∏

i=1

P (Ti))PE+
h+1

+ (12)

h∑
i=1

(
i−1∏
j=1

P (Tj))P (Ti)PE−
i

Theorem 2 and (12) imply the following pruning rule.

Pruning Rule 3. Given a data graph gu, a spanning tree T
of gexc and a probability threshold θ, if UB(gu, T, h) < θ
for an h (1 ≤ h ≤ |V (gu)|) then gu can be pruned against
q and θ.

Generating Tighter Upper Bound. Below we first show
that given a T , UB(gu, T, h) is decreasing when h is
increasing; that is, UB(gu, T, h) is the minimum when
h = n− 1.

Theorem 4. Given an uncertain graph gu, a spanning
tree T of gexc and an integer 1 ≤ h ≤ |V (gu)| − 1,
UB(gu, T, h) monotonically decreases when h increases.

Proof: We prove that UB(gu, T, h − 1) ≤
UB(gu, T, h) for any 2 ≤ h ≤ |V (gexc)| − 1. Let
UB∆(h) = UB(gu, T, h)− UB(gu, T, h− 1).

Let V be the vertices included in the sub-tree T [1, h−1].
Let v be the new vertex in T [1, h] induced by Th (i.e., not
in T [1, h−1]). Let V ′ be the vertices in V (gu)−V −{ v }.

We use A to denote the set of edges between v and
any vertices in V excluding Th in the original spanning
tree T . We use B to denote the set of edges between any
vertex in V and any vertex in V ′. We use C to denote the
set of edges between v and any vertices in V ′. We have
E+

h = {Th } ∪A ∪B, E+
h+1 = B ∪ C and E−

h = A ∪B.

Let P (A), P (B), P (C) denote the probabilities that all
edges in A, B, and C, respectively, do not occur. Below
can be immediately verified.

P (Th)PE+
h+1

= P (Th)(1− P (B)P (C)) (13)

PE+
h

= (1− P (Th)P (A)P (B))) (14)

P (Th)PE−
h

= P (Th)(1− P (A)P (B)) (15)

From (12), we have that if Th is a cut,

UB∆(h) = (
h−1∏
i=1

P (Ti))(P (Th)PE+
h+1

− PE+
h
)

≤ (

h−1∏
i=1

P (Ti))(P (Th)PE+
h+1

− PE+
h

+P (Th)PE−
h
)

= (
h−1∏
i=1

P (Ti))(−P (Th)P (B)P (C)) ≤ 0

If Th is not a cut, then

UB∆(h) = (
h−1∏
i=1

P (Ti))(P (Th)PE+
h+1

− PE+
h

+P (Th)PE−
h
)

= (

h−1∏
i=1

P (Ti))× (−P (Th)P (B)P (C))

≤ 0

Theorem 4 implies that given an uncertain graph gu

and a spanning tree T of gexc, UB(gu, T, n − 1) is the
smallest upper bound regarding T where n = |V (gu)|; that
is,

∏n−1
i=1 P (Ti) +

∑n−1
i=1 (

∏i−1
j=1 P (Tj))P (Ti)PE−

i
is the

minimum. Note that for a cut E+
h induced by T , Theorem 4

implies that UB(gu, T, n − 1) is not greater than a trivial
upper-bound by calculating the probability that at least of
one edge of E+

h occurs. Consequently, the optimality of
the upper bound only depends on the choice of T and the
ordering of edges in T .

Finding an optimal T to minimize UB(gu, T, n−1) tends
to be computationally hard. We use a greedy algorithm to
generate T as follows in Algorithm 2.

Algorithm 2: UBounding (gu)
Input : gu: a data graph with n vertices;
Output : T = {T1, T2, ...Tn−1 }: spanning tree of gexc;
Iteratively choose an edge e in gu to be included in T such1
that

• e and the current T [1, h] form a tree.
• the current UB(gu, T, h+ 1) is minimized.

Clearly, UBounding runs in O(|V (gu)||E(gu)|2) time,
which can also produce UB(gu, T, n− 1) in the end.
Upper-Bound of Pc(g

u)−Pc(f ⊆ gu). Note that the upper
bound that we devised for probabilistic signature is based
on a spanning tree T of gexc. Now, we present an upper-
bound of Pc(g

u)−Pc(f ⊆ gu) based on a subtree of T to
reduce the computation costs.

Recall that Wc(g
u) can be divided into (h+ 1) disjoint

sets: WT [1,h] and for 1 ≤ i ≤ h, WT [1,i−1]∧Ti
. Let f =

{Tj1 , ..., Tjl} be a subtree of T where j1 < j2, ... < jl.
Suppose that q ̸⊇ f . From (10), (11), and the proof of
Theorem 3, it immediately follows that

Pc(g
u)− Pc(f ⊆ gu) ≤

jl∑
i=1

(
i−1∏
x=1

P (Tx))P (Ti)PE−
i

(16)
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Note that in (16),
∑jl

i=1(
∏i−1

x=1 P (Tx))P (Ti)PE−
i

is
increasing when jl increases and a tree f may have
multiple mappings in T , we always choose a map-
ping with the minimum value of jl to minimize∑jl

i=1(
∏i−1

x=1 P (Tx))P (Ti)PE−
i

. For example, the tree f in
Figure 2(d) has two mappings, (T1, T2) and (T2, T3), to
the spanning tree in Figure 2(b); we choose the mapping
(T1, T2) to minimize the upper-bound in (16). The follow-
ing pruning rule is immediate.

Pruning Rule 4. Suppose that T = {T1, ..., Tn−1 } is a
spanning tree of the underlying exact graph gexc of gu, and
f is a tree, and the subtree {Tj1 , ..., Tjl } of T is the match
induced by an isomorphic mapping from f to T such that
jl is minimized. If

∑jl
i=1(

∏i−1
x=1 P (Tx))P (Ti)PE−

i
< θ and

f ̸⊆ q, then gu can be pruned regarding q and θ.∑jl
i=1(

∏i−1
x=1 P (Tx))P (Ti)PE−

i
can be re-written below

in (17).

UB(gu, T, n− 1)−
n−1∏
i=1

P (Ti) (17)

−
n−1∑

i=jl+1

(
i−1∏
x=1

P (Tx))P (Ti)PE−
i

Clearly, given T , the upper-bound in (17) can be calcu-
lated in O(|E(gu)||V (gu)|). Moreover, the upper-bound in
(17) is not greater than the upper-bound UB(gu, T, n− 1)
of the probabilistic signature regarding the same T . In our
implementation, for each gui we use the same spanning tree
to derive the two upper-bounds; thus, the upper-bound in
(17) is always tighter.
Upper-bounds Based Filtering. We follow the filtering
framework in Algorithm 1 with the following differences:

• Instead of mining discriminative frequent subgraphs
among gexci s as fetures, we mine discriminative fre-
quent subtrees, as features, among the spanning trees
each of which is obtained by Algorithm 2 from a gui .

• Replace Pc(g
u) by its upper-bound.

• Replace Pc(g
u)− Pc(f ⊆ gu) by its upper-bound.

4 VERIFICATION ALGORITHMS

We develop two novel algorithms Baseline and Synchro-
nize to efficiently verify the candidates after filtering.

4.1 Baseline Algorithm

Basic Idea. Our primary goal is to share the costs to
compute the probabilities and prune a sub-mapping ear-
lier. Below is an observation. Since each possible world
g′ ∈ Wc(g

u) must contain a spanning tree T of gexc due
to the connectivity constraint, we may use T (gexc), the
set of all spanning trees of gexc, to partition Wc(g

u) into
|T (gexc)| disjoint sets WT such that (1) for any g′ ∈ WT ,
T ⊆ g′; and (2)

∪
T∈T (gexc) WT = Wc(g

u) . We will
present how to partition Wc(g

u) into such disjoint sets WT

later in this subsection.
The basic idea of Baseline is to first search the mappings

from all T ∈ T (gexc) to q (i.e., conducting subgraph

isomorphism tests) and then only extend the mappings of T
contained by q to induce the matches of all g′ ∈ WT (i.e.,
linear-time extension regarding |E(g′)−E(T )|). Baseline
not only tests all PWGs with shared computation on T
but also reduces the number of subgraph isomorphism
tests from O(|Wc(g

u)|) to O(|T (gexc)|). Suppose that a
T ∈ T (gexc) is contained by q, then the occurrence
probabilities of the possible worlds in WT can be calculated
as Πe∈T p(e) × Πeis missmatched(1 − p(e)) where “an
edge e is mismatched” means e is not contained by q by
extending the match of T to q. Our techniques below aim
to avoid duplicated counting of probabilities when enumer-
ating T (gexc), while effectively sharing computation.

Efficiently Generating T (gexc). We first present our enu-
meration algorithm to generate T (gexc) in a depth first
search fashion from the lowest level (h = 1) to the highest
level (h = |V (gu)| − 1). It is outlined in Algorithm 3 with
2 phases: go-down phase (Lines 1-2) and alternate phase
(Lines 3-8).

Algorithm 3: EnumTrees (h, T, T.R, T (gexc))
Input : h: the current level, initially 1;

T : the current spanning tree, initially T ∗;
T.R: the edges replaced to get T , initially ∅;
T (gexc): the set of all spanning trees;

if h < n− 1 then1
EnumTrees (h+ 1, T, T.R, T (gexc)) ;2

if ReCheck(Th) then3
e := Replace(Th) ;4
T ′ := Reorder((T − {Th })

∪
{ e }) ;5

T ′.R := T.R
∪
{Th };6

T (gexc) := T (gexc)
∪
{T ′ };7

EnumTrees (h, T ′, T ′.R, T (gexc)) ;8

Algorithm 3 begins with an initial spanning tree T ∗ pre-
loaded in T (gexc). We will later discuss how to generate T ∗

for verification efficiency. The go-down phase corresponds
to the depth first search fashion. For each enumerated T , the
edge exclusion set T.R records the set of edges iteratively
replaced during the enumeration to get T from T ∗. We
use T.R to generate WT later. In the alternate phase at
the h-th level of the current spanning tree T , if there is
an edge e ∈ (E(gu) − T − T.R) which can replace Th

to form an alternative spanning tree T ′ together with the
remaining edges in T , the function ReCheck (Th) returns
true (Line 3) and we enumerate such T ′.

The function Replace (Th) (Line 4) returns an arbitrary
edge e ∈ (E(gu)−T−T.R) to replace Th and form T ′ with
the remaining edges in T by fixing the prefix T [1, h − 1]
(i.e, T ′

i = Ti for 1 ≤ i ≤ h− 1). We may need to reorder
the edges T ′

i for h ≤ i ≤ |V (gu)| − 1 (Line 5) to enforce
that T ′

i always connects T ′[1, i− 1].

Example 2. We use Figure 3(a) to illustrate the enumer-
ation process to generate T (gexc) for the data graph gu

in Figure 3(b). The root in Figure 3(a) gives the initial
spanning tree T ∗ = e1e2e3 and T ∗.R = ∅. We assume the
root vertex T ∗

0 of T ∗ is A. Consecutively conducting the
go-down phase on T ∗, we drill down to e3 for executing
the alternate phase and replace e3 with e4 to form the next
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Fig. 3. Spanning Tree Enumeration

spanning tree T ′ = e1e2e4 and T ′.R = { e3 }. Continuing
the alternate phase on T ′ to replace e4 of T ′ will fail since
no edge in (E(gu)−T ′−T ′.R) can connect the remaining
edges in T ′.

Algorithm 3 may execute the alternate phase while
drilling down to e2 and e1 in T ∗, respectively. We depict
the entire T (gexc) in Figure 3(a). �

Partition Wc(g
u). We partition Wc(g

u) into a set of
|T (gexc)| disjoint sets WT as follows. For each T ∈
T (gexc), WT = { g′ | g′ ∈ Wc(g

u) ∧ T ⊆ g′ ∧ E(g′) ∩
T.R = ∅ }. Intuitively, each g′ ∈ WT contains T but
no edge in T.R. Theorem 5 gives the correctness of the
partition.

Theorem 5. Given T (gexc), (1) For any T, T ′ ∈ T (gexc)
such that T ̸= T ′, WT

∩
WT ′ = ∅. (2) For any g′ ∈

Wc(g
u), there exists a T ∈ T (gexc) such that g′ ∈ WT .

Proof: Regarding (1), it is immediate that, given any
two different spanning trees in T (gexc), there must be an
edge e ∈ E(gu) such that e occurs in one spanning tree
T but occurs in the edge exclusion set T ′.R of another
spanning tree T ′. Thus for any g′1 ∈ WT and g′2 ∈ WT ′ ,
g′1 ̸= g′2 since e ∈ E(g′1) and e ̸∈ E(g′2).

Regarding (2), consider any g′ ∈ Wc(g
u). Let E =

E(gu) − E(g′) be the set of edges in gu missed by g′.
If T ∗ ∩ E = ∅ for the initial spanning tree T ∗, we have
g′ ∈ WT∗ . Otherwise, assume T ∗ ∩ E = {T ∗

i1, ..., T
∗
ik }

where i1 < .... < ik. We may drill down to T ∗
i1 and execute

Replace (T ∗
i1) in Algorithm 3 to form another spanning tree

T ′. Since T ∗ and T ′ have identical prefix (i.e., T ∗[1, i1−1]),
after we reorder the remaining edges in T ′, T ∗

i2, ..., T
∗
ik will

only be ordered after T ′
i1. We can keep drill down on T ′

and execute the alternate phase to replace the T ∗
i2, ..., T

∗
ik

until we have some T ′′ such that T ′′ does not contain any
edge in T ∗ ∩ E. It is clear that g′ ∈ WT ′′ .
Effectively Storing T (gexc) and WT . We present a data
structure, DFS Traversal Tree, denoted by T , to organize
T (gexc) for efficient prefix sharing search. The basic idea
is that when enumerating T ′ from T by replacing Th, we
store the common prefix T [1, h− 1] of T and T ′ for only
once in T and organize their remaining spanning edges as
two different branches. In T , each node N represents an
edge Th of a spanning tree T ∈ T (gexc), while the root R
represents the head vertex of the initial spanning tree T ∗.
We first load T ∗ as the left-most path of T . In Algorithm
3, iteratively, if Th is replaced by an edge T ′

h to form T ′,
T ′
h is allocated as the right sibling next to Th such that T

and T ′ share the prefix T [1, h − 1]. Clearly, T requires a
space of O(|T (gexc)||V (gu)|).

Example 3. Given the data graph gu in Figure 3(b),
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Fig. 4. Effectively Storing T (gexc) and WT

Figure 4(a) shows the resulted T of T (gexc). Here, a path
from the root to a leaf gives a spanning tree. Note that the
order of paths in T from left to right gives the enumeration
order of all spanning trees in Algorithm 3. �

We organize each set WT in a binary tree BT by using
the extra edge set T.E = E(gu)− T − T.R of T . All the
edges in T.E are ordered by their edge IDs. Intuitively, any
PWG g′ ∈ WT may only contain T and a subset of edges
in T.E. Assume T.E = { ei1, ..., eik }, we build BT from
the lowest level (h = 1) to the highest level (h = k + 1).
In BT , each internal node N represents a subset W of
WT , while the root node represents WT . Assume N is an
internal node at level-h, the left child of N stores all PWGs
in W containing the h-th edge eih in T.E, while the right
child of N stores the remaining PWGs in W . Finally, each
leaf node in BT gives a PWG g′ ∈ WT .

Example 4. Figure 4(b)-(c) depict BT∗ and WT∗ of the
initial spanning tree T ∗ in Figure 4(a). Since T ∗.E =
{ e4, e5 }, we first use e4 and then e5 to partition WT∗ .
We show the set of PWGs represented by each node in the
brackets. The 4 leaf nodes give the 4 PWGs. �

Baseline Algorithm. Baseline searches T in a depth first
search fashion to first generate extensible mappings F of all
T ∈ T (gexc) and then extend F to induce the matches of
PWGs in WT . Iteratively, after extending F on the current
spanning tree T from the spanning edge Th, we direct
the extension to the right sibling node of Th for a prefix
sharing search; that is, extend F from T ′

h on the alternative
spanning tree T ′ enumerated by replacing Th. Note that we
do not build the entire T (i.e., T (gexc)) before the search
but build T on demand during search; that is, based on the
current results. We present Baseline in Algorithm 4 with
two phases. The inducing phase (Lines 3-6) induces the
matches of PWGs in WT based on a mapping F of T . The
drill-down phase (Lines 8-18) iteratively drills down on the
current or alternative spanning trees to generate extensible
mappings F .

Algorithm Sketch. In Algorithm 4, h is the current search
depth (initially 0). T is the current spanning tree to be
searched (initially T ∗). A spanning edge Th is a tuple (v′, v)
where Th.v

′ is the vertex already existing in T [1, h − 1]
and Th.v is the new vertex introduced to T [1, h] by Th.
T0 is the head vertex of T . The current partial mapping
F on T [1, h − 1] is a vector {F [1], ...,F [h − 1] } where
F [i] (1 ≤ i ≤ h − 1) is a vertex in q mapped from
Ti.v. Initially, the DFS Traversal Tree T has only the left-
most path (i.e., T ∗). q and θ are the query and probability
threshold, respectively. P is the sum of probabilities of all
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Algorithm 4: Baseline (h, T,F , q, P, θ, T )
Input : h: the current search depth; T : current spanning

tree;
F : the current partial mapping; q: the query;
P : the current probability; θ: the probability

threshold;
T : the DFS Traversal Tree;

for each u ∈ NextCan(Th,F , q) do1
F [h] := u ;2
if h = |V (gu)| − 1 then3

Inducing(WT ,F , q, P, θ) ;4
if P ≥ θ ∨ CheckNode(Th) then5

return ;6

else7
T c := T ;8
do9

if ¬CheckNode(T c
h) then10

Baseline(h+ 1, T c,F , q, P, θ, T ) ;11

if P ≥ θ ∨ CheckChildren(T c
h) then12

return ;13

if ReCheck(T c
h+1) then14

T ′ := getNext(T c, T c
h+1, T ) ;15

else16
T ′ := nil;17

T c := T ′ ;18
while T c ̸= nil ;19

PWGs currently contained by q (initially 0). If P ≥ θ after
Baseline terminates, gu is a result of q.

In Algorithm 4, Line 1-2 extends the partial mapping F
on T [1, h − 1] to T [1, h]. We iteratively retrieve the next
unmapped vertex u in the candidate set C(Th.v) to map
the spanning edge Th. C(Th.v) contains all the vertices in
q with the same label as Th.v. If h = 0, u can be any
vertex in C(T0); otherwise, u is chosen from C(Th.v) to
map Th into q; that is, u must be a neighbor of the vertex
in q mapped from Th.v

′.

inducing. If all spanning edges in T have been mapped
(i.e., checked by Line 3), the function Inducing traverses
the binary tree BT in a breadth first search fashion to induce
the matches of PWGs in WT based on F . From the root
of BT (level-1), we iteratively check if F can map the i-th
edge (u, v) ∈ T.E into q (i.e., if (F [u],F [v]) ∈ E(q)). If
the i-th edge can be mapped, we traverse both child nodes
of the current node; otherwise, we only traverse the right
child of the current node. Such extension on each g′ ∈ WT

runs in O(|E(g′)|) time. When we reach a leaf node Nl for
the first time, we add P (g′)|gu to P for the PWG g′ given
by Nl. Note that we do not build the entire BT before
Inducing begins but built it during executing Inducing.
Whenever we need to traverse the left and/or right child of
a node N , we build them if they have not been built before.

If P ≥ θ after executing Inducing, we immediately
terminate to verify gu as a result. Let N be the node in
T representing Th. CheckNode (Th) checks if for each
leaf node Nl in the subtree of T rooted at N , all PWGs
in WT given by each Nl are validated subgraphs of q.
If CheckNode (Th) returns true, we backtrack to avoid
future extension on Th. Efficiently executing CheckNode
(Th) will be given later.

drill-down. If there are still unmapped spanning edges in T ,
we first use T as the next spanning tree T c to be searched.
Iteratively, we first drill down on T c

h+1 to extend F if
CheckNode (T c

h+1) returns false (Line-10-13) and then
enumerate an alternative T ′ by replacing T c

h+1 (Line-14-
18). We iteratively alternate the search by using T ′ as T c.

If P ≥ θ after drilling-down on T c
h+1, we immedi-

ately terminate and return gu as a result. The function
CheckChildren returns true if (1) we have enumerated
all alternative T ′ by iteratively replacing the (h + 1)-th
spanning edge starting form T . (2) CheckNode (Th+1) and
CheckNode (T ′

h+1) return true for T and all alternative
T ′. If both conditions hold, we backtrack to avoid future
extension on Th. ReCheck (T c

h+1) returns true if we can
enumerate T ′ from T c by replacing T c

h+1; otherwise, we
end the iteration by setting T ′ = nil. If T ′ has already been
generated in T , the function getNext immediately returns
T ′ to save the enumeration cost; otherwise, it enumerates
T ′ in T and then returns T ′.
Remark. We efficiently execute CheckNode (Th) as fol-
lows. For each Th represented by a node N in T , we
store a boolean flag N.flag (initially false) and simply let
CheckNode (Th) return N.flag. After executing Inducing
on a leaf node Nl representing T , if all PWGs in WT

have been validated as subgraphs of q, we set Nl.f lag
to true. Besides, when CheckChildren (Th) returns true,
we set N.flag to true for the node N representing Th.
This is because CheckChildren (Th) = true implies that
Nc.f lag = true for all child nodes Nc of N . (i.e., Chec-
kNode (T ′

h+1) = true for all alternative T ′ is enumerated
from T in Algorithm 4).
Correctness of Baseline. The correctness of Algorithm 4
is immediate based on Theorem 5.
Search Ordering. To test subgraph isomorphism from a
graph g to a graph q, [24] transforms g to a weighted graph
and uses a minimum spanning tree T of g to order the
search. It assigns a weight ϕ(v) (ϕ(u, v)) to each vertex u
(edge (u, v)) in g such that ϕ(v) (ϕ(u, v)) is the occurrence
of the vertices (edges) in q with the label l(u) ((l(u), l(v))).
[24] picks the vertex v with the minimum ϕ(v) as the root
vertex T0 and then iteratively selects the spanning edges
by the PRIM algorithm [14]; that is, enforce the following
PRIM order.

Definition 4 (PRIM Order). A spanning tree T of g
conforms to PRIM order if and only if for 1 ≤ h ≤ n− 1,
Th is the edge in E(g)−T [1, h−1] with the smallest weight
to connect T [1, h− 1].

PRIM order aims to minimize the number of potential
mappings for T0 and each spanning edge in T . In Algo-
rithm 3, we first generate the initial spanning tree T ∗ to
conform the PRIM order. When generating the alternative
T ′, we always replace Th with the minimum weighted
e ∈ (E(gu) − T [1, h] − T.R) to connect the remaining
edges and reorder the edges to conform the PRIM order.

4.2 Baseline+: Subgraph Validation
We next present an optimization technique to enhance our
baseline algorithm. The enhanced algorithm is referred to
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as Baseline+. The motivation is as follows. Given two
PWGs g′, g′′ ∈ Wc(g

u) such that g′ ⊇ g′′, whenever we
find a match F(g′) of g′ by extending the mapping F in
Inducing, F(g′) must contain a match F(g′′) of g′′ as a
sub-match. To save the test on some subgraphs g′′ of g′,
we propose a subgraph validation technique by efficiently
traversing BT and DFS Traversal Tree T . The traversal
consists of two phase, look-up and span-down.
look-up. Assume Inducing finds a match F(g′) for a PWG
g′ ∈ WT . The look-up phase begins from the leaf node N
in BT representing g′. We look up to traverse all ancestors
of N in BT until we reach the first ancestor NA which
has a left sibling. If the root BT .R is reached, the look-up
continues from the leaf node N in T representing T . If the
root T .R is reached, NA = T .R.
span-down. If NA is in BT , beginning from NA, we span
down to find all leaf nodes Nl in the subtree of BT rooted
at NA. Assume NA is at level-h of BT . For any PWG g′′

given by Nl, it is immediate that g′ ⊇ g′′. We explain the
observation as follows. Since g′ and g′′ both contain T and
the same prefix from BT .R to NA, they only differ on the
edges in T.E from the h-th edge. Besides, g′ contains all
the edges in T.E from the (h − 1)-th edge since we only
traverse the left child nodes. Thus, we have E(g′′) ⊆ E(g′).

If NA is in T , beginning from NA and all the right
siblings N of NA, we span down to find all leaf nodes Nl

in the subtrees of T rooted at NA and N . Assume NA is
at level-h of T . For all T ′ given by such leaf nodes Nl,
it is immediate that g′ ⊇ g′′ for all PWGs g′′ ∈ WT ′ .
We explain the observation as follows. Since the look-up
reaches BT .R by the left-most path, we have T.E ⊆ E(g′)
and E(g′) = E(gu) − T.R. Besides, T.R′ ⊇ T.R as T ′

is generated from T . Thus, we have E(g′′) ⊆ (E(gu) −
T ′R) ⊆ E(g′).

R
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Fig. 5. Subgraph Validation

Example 5. Regarding the two shaded PWG g′1 and g′3 in
the binary tree of the initial spanning tree T ∗ depicted in
Figure 5(a). If q ⊇ g′3, the look-up phase finds the ancestor
NA1 in Figure 5(a) where the arrows correspond to the
look-up. We can span down from NA1 to validate g′4 as
a subgraph of g′3. If q ⊇ g′1, the look-up phase finds the
ancestor NA2 in Figure 5(b) (i.e., the root T .R). Since all
leaf nodes in T can be spanned from T .R, we can validate
all g′ ∈ Wc(g

u) as subgraphs of g′1 (i.e., g′1 is gexc). �

4.3 Synchronization Algorithm
To terminate a non-promising search as early as possible,
we develop a synchronization traversal strategy to conduct
pruning based on the current search results.

Basic Idea. It searches the spanning trees T in T by their
enumeration order in Algorithm 3, from the left-most path
(i.e, T ∗) to the right-most path. This means, we search the
current T only after all the spanning tree T ′ to the left
of T in T have been searched. Based on the current T ,
we partition Wc(g

u) into three disjoint groups: (1) WT ;
(2) WL =

∪
T ′ WT ′ where T ′ ∈ T is to the left of T ;

(3) WR =
∪

T ′ WT ′ where T ′ ∈ T is to the right of T .
Since all T ′ to the left of T have been searched, we can
record the sum P of the probabilities of all PWGs in WL

contained by q. Then we use an upper bound UB(T, h) to
bound the sum of probabilities of all PWGs in WT ∪WR.
It is immediate that whenever P + UB(T, h) < θ, we can
terminate the search and safely prune gu. We outline our
algorithm in Algorithm 5 in a depth first search fashion.

Algorithm 5: Synchronize (h, T,M, q, P, θ, T , f )
Input : h: the current search depth; T : current spanning

tree;
M : the set of current partial mappings; q: the

query;
P : the current probability; θ: the probability

threshold;
T : the DFS Traversal Tree; f : a boolean flag;

Mh := SynchrMatch(Th,M, q) ;1
if P + UB(T, h) < θ then2

f := true;3
return ;4

if h = |V (gu)| − 1 ∧Mh ̸= ∅ then5
Inducing(WT , q,Mh, P, θ) ;6
if P ≥ θ then7

return ;8

else9
do10

Synchronize(h+ 1, T,Mh, q, P, θ, T , f);11
if P ≥ θ ∨ f then12

return ;13

if ReCheck(Th+1) then14
T ′ := getNext(T, Th+1, T ) ;15

else16
T ′ = nil;17

T := T ′ ;18
while T ̸= nil ;19

Algorithm Sketch. Algorithm 5 synchronizes the extension
of all partial mappings on T [1, h − 1] for the current
T depth by depth. For each prefix T [1, h − 1] of T ,
we maintain all partial mapping on T [1, h − 1] on the
node N representing Th−1 for share computation; that is,
after we execute the drill down on Th, we alternate the
extension to the spanning tree T ′ enumerated by replacing
Th with the all stored partial mapping on T [1, h− 1] (i.e.,
T [1, h − 1] = T ′[1, h − 1]). In Algorithm 5, M is the set
of all partial mappings F on T [1, h − 1] (initially ∅). f
is a boolean flag and f = true means gu can be safely
pruned. P is the sum of probabilities of all PWGs currently
contained by q (initially 0). If P ≥ θ after Synchronize
terminates, gu is a result of q. The other inputs are the same
as in Algorithm 4.
inducing. The function SynchrMatch extends all partial
mappings M on T [1, h− 1] to all partial mappings Mh on
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T [1, h]. If h = 0, SynchrMatch returns C(T0); otherwise,
we extend each F ∈ M by the function NextCan in
Algorithm 4. If P +UB(T, h) < θ (checked by Line 2) we
set f to true immediately prune gu. If all spanning edges
in T have been mapped and Mh ̸= ∅, Inducing extends the
mappings in Mh to induce the matches of PWGs in WT .
If P ≥ θ, the algorithm terminates and gu is verified as a
result.
drill-down. Algorithm 4 and 5 have similar drill-down
phase. The only difference is that we check f to terminate
earlier after executing drill-down.
Computing UB(T, h). Line 2 in Algorithm 5 computes
UB(T, h) based on the current T and depth h. We
use UB(gu, T, h) with the edge exclusion constraint as
UB(T, h); that is, we remove the sum of P (g′)|gu of all
g′ ∈ WL from UB(gu, T, h) by using the edge exclusion
set T.R as follows. When computing PE−

i
at each level i

(1 ≤ i ≤ h), we exclude all the edges in T.R replaced
before Ti from E−

i . Clearly, for any spanning tree T ′′

containing T [1, i−1] and at least one edge in T.R replaced
before Ti, T ′′ must be enumerated before T in Algorithm 3
and WT ′′ ⊆ WL. Thus, the sum of P (g′)|gu for all
g′ ∈ WT ′′ is removed from UB(gu, T, h).

5 PERFORMANCE EVALUATION

We report the results of our performance evaluation in this
section. The following filtering techniques are evaluated.

• PS: Filtering with the probabilistic signature Pc(g
u)

proposed in Section 3.1
• PSUR: Filtering with the upper bound UB(gu, T, h)

proposed in Section 3.2 by using a random T of gu.
• PSUG: Filtering with the upper bound UB(gu, T, h)

proposed in Section 3.2 by generating T with Algo-
rithm 2.

• PF: The feature based filtering with Pc(g
u)−Pc(f ⊆

gu) proposed in Section 3.1.
• PFU: The feature based filtering with the upper bound

of Pc(g
u)− Pc(f ⊆ gu) proposed in Section 3.2

• PS+PF: Filtering with PS first and then PF.
• PSUG+PFU: Filtering with PSUG first and then

PFU.
The following verification algorithms are evaluated.
• BASE: The Baseline algorithm proposed in Sec-

tion 4.1.
• BASE+: The Baseline+ algorithm proposed in Sec-

tion 4.2.
• SYNC: The Synchronize algorithm proposed in Sec-

tion 4.3.
All algorithms are implemented in C++ and compiled

with GNU GCC. All experiments are conducted on PCs
running Debian Linux with Intel Xeon 2.40GHz CPU and
4GB memory . We evaluate all algorithms on both real and
synthetic datasets.
Real Uncertain Dataset. STRING (http://string-db.org) is a
prediction database derived from (MINT, HPRD, BIOGRID
and INTACT), where each interaction (edge) between two
proteins (vertices) has a confidence score which we use for
the probability value p. STRING contains 10546 vertices

and 144099 edges. In STRING, multiple labels on each ver-
tex are generated by COG (Clusters of Orthologous Groups
of proteins) functions; for each vertex we select the most
frequent as its label in our experiment. To make the problem
more challenging, we ignore all edge labels in our experi-
ment. We randomly extract the query graphs q and uncertain
data graphs gu from the STRING dataset by conforming the
following default settings. (1) average number of vertices:
avg.|V (gu)| = 20, avg.|V (q)| = 40; (2) average vertex
degree: avg.deg(gu) = 2.5, avg.deg(q) = 3. As edges in
data graphs with lower probabilities may be easily excluded
by our filtering techniques, we only extract data graphs with
edge probability in [0.5, 1] to make the test tougher. The
default query set QR contains 2K query graphs. The default
database DR contains 10K uncertain data graphs.

Besides, we also generate the following query sets and
databases for evaluating the effect of varying query and
database settings.

• Varying avg.|V (q)|: We extracts 4 sets of queries,
Qv=20, Qv=40, Qv=60 and Qv=80. Each Qv=i has 2K
queries with avg.|V (q)| = i and avg.deg(q) = 3.

• Varying avg.deg(q): We extracts 4 sets of queries,
Qd=2, Qd=3, Qd=4 and Qd=5. Each Qd=i has 2K
queries with avg.deg(q) = i and avg.|V (q)| = 40.

• Varying |D|: We extracts 5 sets of data graphs, D2K ,
D6K , D10K , D15K and D20K . Each DiK has iK data
graphs.

Synthetic Dataset. We use our graph generator to generate
a synthetic dataset DSY N of 10K graphs with an average
size of 60 vertices and 240 edges. We follow uniform
distribution to generate 25 vertex labels. The default query
set QS has 2K queries q which are graphs randomly
selected from DSY N . The default database DS has 10K
data graphs gu which are frequent subgraphs of the graphs
in DSY N with frequency ranging from [0.05, 0.1]. Note that
avg.|V (gu)| = 20 and avg.deg(gu) = 2.5.

Besides, we also generate the following databases for
evaluating the effect of varying database settings.

• Varying avg.|V (gu)|: We generate 4 sets of data
graphs, Dv=10, Dv=20, Dv=30 and Dv=40. Each
Dv=i has 10K data graphs and avg.|V (gu)| = i,
avg.deg(gu) = 2.5.

• Varying avg.deg(gu): We generate 4 sets of data
graphs, Dd=2, Dd=2.5, Dd=3 and Dd=3.5. Each
Dd=i has 10K data graphs and avg.deg(gu) = i,
avg.|V (gu)| = 20.

We use four different distributions to assign occurrence
probabilities on the edges. These include random, normal,
zipf [5], and power law [19] distributions. The default
distribution is power law distribution. For all distributions,
we force the occurrence probabilities to fall in [0.5, 1]. For
random distribution, we randomly pick a value P for each
edge. For normal distribution, the mean value is µ = 0.75
and the standard deviation σ = 0.1. For zipf distribution,
we first randomly pick 100 values P in [0.5, 1] and the
weight of any value P is 1

R(P ) where R(P ) is the rank of
P . The larger the value P , the lower the rank R(P ). For
power law distribution, the exponent k = 3 and the weight
of any value P is P 3. The average occurrence probabilities
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for all distributions are 0.76 (random), 0.79 (normal), 0.86
(power law) and 0.96 (zipf).
Default θ Value. The default probability threshold is θ =
0.5.

5.1 Evaluating Pruning Power
The pruning power records the average number of can-
didates |Cq| per query. Smaller |Cq| indicates stronger
pruning power.
Probabilistic Signature Based Filtering. Figure 6(a)
and 6(b) report the pruning power of PSUR, PSUG
and PS by varying θ on real and synthetic data graphs,
respectively. Clearly, by generating the spanning tree T
with the greedy Algorithm 2, PSUG can better tighten
UB(gu, T, h) than PSUR and effectively approach PS.
Thus, we exclude PSUR from further evaluation in the
remainder of this paper.
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Fig. 6. Probabilistic Signature Based Filtering

Feature Based Filtering. Figure 7(a) and 7(b) report the
pruning power of PFU and PF by varying θ to query DR

and DS , respectively. Note that PFU can significantly retain
the pruning power of PF, while PFU performs better on
DR than on DS . This is because DR has more features (i.e.,
more pruning opportunities) than DS due to the underlying
distribution of biological substructures.
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Fig. 7. Feature Based Filtering

Total Pruning Power. Finally, we evaluate the pruning
power of PS, PSUG+PFU and PS+PF. Figure 8(a)-8(c)
report the results on real data graphs. PSUG+PFU can
prune at least 95% of the false results captured by PS+PF
and significantly improves PS with the pruning power
of features. In Figure 8(b), the candidate numbers of all
techniques increase with avg.deg(q) as denser query graphs
may contain more PWGs and thus have more answers. In
Figure 8(c), the candidate numbers of all techniques in-
crease proportionally with |D|. The intuition is the number
of answers to each queries increase proportionally due to
the similar distributions of biological substructures in all
databases. Figure 8(d)-8(f) report the results on synthetic
data graphs. Interestingly, when avg.deg(gu) increase, the

pruning power of PSUG+PFU initially decreases but fi-
nally improves. The reason is that PSUG+PFU is initially
dominated by the effect of PSUG on sparse data graphs
but later dominated by the effect of PFU on dense data
graphs. This shows that the pruning power of PFU and
PSUG are complementary to each other; thus combining
PFU and PSUG makes pruning more effective and gives
very close pruning power as PS+PF. Note that we do not
report the results of PS+PF and PS on avg.|V (gu)| = 40
and avg.deg(gu) = 3.5 as the index construction fail to
terminate after 2 days.
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Fig. 8. Total Pruning Power

5.2 Evaluating Indexing Time

We next evaluate the indexing time of PSUG+PFU and
PS+PF. Figure 9(a) and 9(b) report the results by varying
avg.|V (gu)| and avg.deg(gu) on synthetic data graphs.
As reported earlier, the index construction of PS + PF
fails when avg.deg(gu) = 3.5 and avg.|V (gu)| = 40.
Even excluding the failed cases, PSUG+PFU is up to 2
orders of magnitude more efficient on indexing time against
PS+PF due to the #P-Complete nature of Pc(g

u) and
Pc(g

u)−Pc(f ⊆ gu). Our experiments show that the index
construction of PSUG+PFU runs efficiently and is more
practical when dealing with larger and denser data graphs.
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5.3 Evaluating Efficiency

Total Response Time. We equip PS, PSUG+PFU and
PS+PF with our Synchronize algorithm to evaluate the
total response time. Figure 10(a) and 10(b) report the results
on real and synthetic data graphs, respectively. Note that
PSUG+PFU outperforms PS by one order of magnitude
on real data and is only slightly slower than PS+PF due to
close pruning power. The results show that by combining
our two proposed upper bounds, the query processing can
be conducted very efficiently.
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Fig. 10. Total Response Time

Verification Time. We also evaluate the verification time
of BASE, BASE+ and SYNC. We first filter false results
with PSUG+PFU and then run our verification algorithms.
Figure 11(a)-11(d) and Figure 11(e)-11(f) report the results
on real and synthetic data graphs, respectively. BASE+

outperforms BASE for efficiently validating subgraphs of
already contained PWGs. SYNC improves BASE+ by up
to one order of magnitude. This demonstrates the effective-
ness of our pruning technique employed by SYNC.
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Fig. 11. Verification Time

Filtering Time. We next evaluate the filtering time of
PSUG+PFU by varying avg.|V (q)| on real data. Table 2
reports the filtering time and the total response time by us-
ing SYNC to verify the candidates given by PSUG+PFU.
Clearly, the total response time is dominated by the ver-
ification time, while our filtering algorithm executes very
efficiently.

TABLE 2
Filtering Time

avg.|V (q)| 20 40 60 80
Filtering Time (millisecond) 1. 22 1. 25 1. 29 1. 36
Response Time (millisecond) 129 703 1261 2296

Varying Probability Distribution. We finally query DS by
varying probability distribution of the edges. Figure 12(a)
and 12(b) report the total pruning power and response time,
respectively. Due to higher average occurrence probabili-
ties, DS under zipf and power law distributions has more
candidates than DS under normal and random distributions.
This aligns with the results in Figure 12(b) as DS with zipf
requests the longest response time. Clearly, even on high
average occurrence probability, our proposed techniques is
still applicable and efficient.
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Fig. 12. Varying Probability Distributions

6 CONCLUSIONS
In this paper, we investigate the problem of efficiently
conducting probabilistic supergraph search. We propose
two novel and effective pruning rules to exclude non-
promising data graphs before conducting the costly verifica-
tion. Seeing the hardness (i.e., #P-Complete) of computing
Pc(g

u) and Pc(g
u)−Pc(f ⊆ gu), we propose two PTIME

based upper-bounds, respectively, to significantly reduce
the pre-computation costs, while effectively retaining the
pruning power. Our verification algorithms Baseline+ and
Synchronize can efficiently test PWGs by sharing com-
putation and excluding non-promising candidates as early
as possible. The experimental results demonstrate that our
proposed upper bounds have close pruning power to those
of Pc(g

u) and Pc(g
u)− Pc(f ⊆ gu), respectively, and our

verification algorithms are very efficient in practice.
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